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Introduction Challenge

° Legislation has proposed auditing of electronic : e  Account for various stakeholders
medical records ! ° Build a cohesive solution with heterogeneous systems
° Most of the available tools are limited in their scope: | o Data access integration & abstraction
based on simple rules & well known abuses | o Communication protocols
i ° Addressing big data in a viable and cohesive solution

Our Goal B S CECEEEEEEEEEE
° Support advanced auditing techniques
° Build an extensible auditing toolkit EMR access logs
° Integrate the emerging class of auditing methods like
Community Anomaly Detection System (CADS);
Social Networking Anomaly Detection (SNAD); and
Interactive Network Policy Learning (INPL)
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Auditing Models Classification:
° Real-time auditing models (SNAD) used mainly by

patients
° Big data auditing models (CADS, INPL) are used by
heath-care organization officers and analysts
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Contributions
° Simplification of development, presentation and
interpretation of access logs in an EMR system.
° Build an extensible platform for EMR logs
that supports advanced auditing methods
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