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Modern Cars: PCs on wheels

* ECU (Electronic Control Unit)
— Monitor and Control different subsystems of a car

* From Engine Control and Braking System

to Driver Assistance & Multimedia Systems

* CAN (Controller Area Network)
— Handles ECUs communications
— Message-based protocol
— Broadcast Nature

Image source: munic.io
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Connected Cars
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Cars Lineup
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Smartphones Lineup
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Can someone control your car by infecting your smartphone?
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Security
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MirrorLink was
disabled!

Tuners know how to
enable it!!
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Enabling MirrorLink on VI

Credit goes to Car tuners and garage workers
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MirrorLink Components

IVI
(Client)

Smartphone
(Server)
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RE Procedure: Communication Traffic Analysis
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MirrorLink Architecture

. UPnP 1
' SOAP |,
: 1

Application & Session

rTP | SSbP | HTTP 1.1f VNC DAP

Layer
UDP TCP Transport Layer
IPv4 E IPvo E Network Layer
Er-“““-ii- ------------ E Physical & Data Link
USB 2.0 i BT WLAN ) ver
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Protocol Stack: VNC protocol

( C]I:i\gm 1) Smartphone

(Server)

gD rotocol Version

~ Security Type
Supported/result

g—=Tnitiglization

MirrorLink
Display Config

RFB 3.008

[ ]
. 0
:None(1) .
0

Share desktop flag:flase
Pixel format, Framebuffer Parms

Major Ver:1
Minor Ver:0

RealVNC

VNC: Virtual Network Computing
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Protocol Stack:
UPnP

UPnP: Universal Plug and Play

o@Eo®
ceTde®

IVI Smartphone

(Client)

(Server)

Service Advertisement/
< .
Dliscovery

URL : HTTP://192.168.42.129:4004/
description.xml

SSDP

<€—Scrvice Description

r socceoeocoooooooGGOPGILFTOILFGPOGOPOOPTOSODPTSDS

0

0

0

: €——Scrvice Control

0

0

0

® ;oo oooGPIFTOVFOVCOOOOPOPFTOOOPO®O®S
€—Scrvice Eventing

r ;oo oGFIFIFTVCOOOCTOPTODODPTODS

0

: €——Scrvice Control

'

0

HTTP 1.1

<description.xml>
<tmclient.xml>

<tmapplicationserver.xml>
;cocoocoocooIGFVFVFVCVOODOPOD OO

<ImClientProfile 1-control.xml>
SetClientProfile
GetClientProfile

SOAP

<ImApplicationServer-control.xml>
GetApplicationList

LaunchApplication

<ImApplicationServer-eventing.xml>
SUBSCRIBE

NOTIFY

0
<ImApplicationServer-control.xml> :
GetApplicationStatus 0

0

0

UPnP

16




MirrorLink Configuration Files (XML)
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TCP

HTTP

TCP

TCP

ubDp

ubp

TCP
HTTP/XML
TCP

HTTP

TCP

TCP
HTTP/XML
TCP

HTTP

TCP

TCP

TCP
HTTP/XML
TCP

TCP

TCP

TCP
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TCP
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HTTP/XML

4in=33580 Len=0

in=14600 Len=@

1514 [TCP segment of a reassembled PDU]

454 Source port: 50278 Destination port: 51140
454 Source port: 58278 Destination port: 51148
1514 [TCP segment of a reassembled PDU]

135 HTTPfl 1 208 0K

in=33588 Len=0

in=14608 Len=0

1514 [TCP segment of a reassembled PDU]
749 HTTR/1.1 280 OK
3580 Len=0

4600 Len=9@

1514 [TCP segment of a reassembled PDU]
1514 [TCP segment of a reassembled PDU]
850 HTTP/1.1 2880 OK

54 51142-40805 [ACK] Seq=343 Ack=8077 Win=33580 Len=8
316 [TCP segment of a reassembled PDU]
1514 [TCP segment of a reassembled PDU]

54 520 Len=@
276
54 =20448 Len=0

1514 [TCP segment of a reassembled PDU]
141 HTTP/1.1 288 OK

GET & POST requests sent by IVl and replied by Smartphone
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TmApplicationServer.xml

&lt;appListé&gt;
&lt;app&gt;
App ID —— &1Lt ; appID&gt; O0x9c&lt; /appID&gt;
App Name —» uLt;nameugt;saharuLt;/nameugt;
&LT;providerName&gt;Samsung Electronics&lt;/providerNamedgt;
///////)' &Lt; 1conListé&gt;
. &lt;icon&gt;
Application Prover Name &1lt;mimetype&gt; image/png&lt; /mimetypedgt;
&lt;widthé&gt; 300481t ; /width&gt;
&1t; height&gt;300&1t; /height&gt;
&lt;depth&qgt;32&1t; /depth&gt;
App Icon's Name —» | &Lt;url&gt;car.png&lt; /urlégt;
&lt;/1conagt;
&lt;/iconListé&gt;
&lt;allowedProfileIDsé&gt; 0&1t; /allowedProfileIDs&gt;
&Lt; remotingInfolgt;
&Lt;protocolID&gt; VNC&LL; /protocolID&gt;
&lt;/remotingInfo&gt;
&lt;appInfoé&gt;
&1t;appCategory&gt;0x10001&1t; /appCategoryé&gt;
&lt;trustLeveld&gt; 0x80&1t; /trustLevelégt;
&Llt; /appInfoé&gt;
&lt;displayInfo&gt;
&Lt;contentCategory&gt; 0x100004&1t; /contentCategorys&gt;
&Lt;contentRules&gt; 0x0&1t; /contentRuleségt;




Lab Setup

Scorpion

Happy Hacking!

USB Connection
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Entering Development Mode

& Windows Mobile Device Center ol @ [®’
@ Home * Quick Connect

1. Windows Embedded CE60

File Management

\

[4
'Y Mobile Device Settings

t

\' Connected




Static Binary Analysis

* Binary Files responsible for MirrorLink in IVI Firmware
 TMSControlPoint.DLL

e AppTm.EXE Binary Name ASLR | Stack Cookies
' AppLink.exe® TRUE TRUE
AppMain.exe® TRUE  TRUE
ML_CERTIFICATION.d11* TRUE TRUE
* Protection Mechanisms CmnD11.d11% TRUE  TRUE
« /GS MgrMcm. exe® TRUE  TRUE
e ASLR MgrSys.exe® TRUE  TRUE
e DEP MgrvVid.exe® FALSE TRUE
 SafeSEH

AppTM. exe™ TRUE TRUE
TMScontrolPoint.dl1* FALSE TRUE

21
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TmApplicationServer-control.xml

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<s:Body>
<u:GetApplicationListResponse xmlns:u="
urn:schemas—-upnp-org:service:TmApplicationServer:1">
<AppListing>&lt;appList
app

“;appID&gt;Mo&lLt; /appID

t;name&gt; SaharAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBCCCCCCCCCCCCCCCCCCCCLLLececceccccccccccccccccccccccccccccccc
CcccccecccccccccccccccccccccccccceccccccccoobbpbbbbbbbbbbbbbbbDDDDDDDDD
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
DDDEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFGGGG
(clclclelelelelefelefelefelelelelelelelelelelelelelelelcleclc[clclclcelelelelelelelelelefelelelelelelelelelelelelelelclclclc[c[c[clelele)
GGGGGGGGGGGGGGGGGGG6666666GHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHIIIIITITITITIIT
ITTIIIIITITIIIIIIIITIITIITIIIITITITITITITITITITITTITTITIIIIITITITITITIIIIIITIIIIIIIIT
ITTIITITIITIIIIIIIIINIITII333333333333333333333333333333333333333333333333
J3333333333333333333333333333333333333333333333333 361t ; /name

providerName Samsung Electronics /providerName

“;iconList
Lt; icon&

t;mimetype&gt; image/pngé&lt; /mimetype

t;width&gt;300&1t; /width&gt

;height&gt;300&1t; /height
Lt;depthé&gt;32&1t; /depth

t;url&gt;/car.png&lt; /url




2 Normal

TRAFFIC

CAR

TmApplicationServer-control.xml

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<s:Body>
<u:GetApplicationListResponse xmlns:u="
urn:schemas—upnp-org:service: TmApplicationServer:1">
<AppListing>&1lt;appList
appagt;
-;appID ;Mo =/appID
t; name&gt; SaharAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA AAA A/ A AL A ~~“"BBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
(313151515151515131 {0 of of of of of of ol of of of o of of of of of of ol of of of of o of of of of of of of of of o of of of of of of of of of o o{ o{ o{ o{ of o{ o o{o{ o{ o{ s{s{ o{ &
CCccccececcccccccccccccccccccecccccccccccccpobbbbbbbbbbbbbDDDDDDDDDDDDDD
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
DDDEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFGGGG
GGGGGGGGGGGGGGGGGGGGGGGGGGEGGGGGGGGGGGGGGGGGGGGGGGGGGEGGEGGGGGGGGGGGEG
GGGGGGGGGGGGGGGGGGGGGGG6666HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHIIIIIITITIIIT
ITTIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIITIIIIITIITIITIIIIITIITIITIIIIIIIIIIIIIT
ITTITIITIIIIIIIIIIIINITII33333333333333333333333333333333333333333333333
JJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJ\ ; /name
;providerName Samsung Electronics ; /providerName
iconList
;icon
t;mimetype&gt; image/png ; /mimetype
;width ; 300 ; /width
t;height ;300811 ; /height
t;depth 32 ; /depth
;urlégt;/car.png ; /url




2 my apps

TRAFFIC

%
A 3

CAR
[ )

AAAAAAAAAAA
\AAAAAAAAAAS

\AAAAAAAAAA/
\AAAAAAAAAAf

\AAAABBBWWT message alert
). = = nbe = ] }BBBBBBBBEB :

o '!ﬁ“x?;u}& i ‘ 1RRRRRBBBBBE

28 cullb vees 20 ﬂﬂﬁa N

UART Debug Messages

Exception 'Access Violation' (2): Thread-Id=061300a6(
pth=853039c8), Proc-Id=052e00le(pprc= 87b8f540) 'AppTm.exe’,
VM—act1ve-052e001e(pprc-87b8f540) 'AppTm.exe’

0lpoin +0x000115dc) RA=421d168c(
| tmscontrolpoint.dl1+0x0001168c) |SP=00201620, BVA=4848484c
ShowErr is runn1ng (ExcpCode : c0000005 / ExcpAddr : 421d15dc)

Exception 'Alignment Error' (4): Thread-I1d=06ea0006 (
pth=85294978), Proc-I1d=05940026(pprc=87b59440) 'AppTm.exe’,

VM-active=05940026 (pprc=87b59440) 'AppTm.exe'
PC=421c41c8(tmscontrolpoint.d11+0x000041c8) RA=421c41do(
tmscontrolpoint.d11+0x000041d0) SP=001ff5e@, BVA=00000000
ShowErr is running (ExcpCode : 80000002 / ExcpAddr : 421c41c8)

OEMInterruptDisable:: DDMA:maskc, inten:ff
[DRVMGR] BT reset
OEMInterruptDisable:: DDMA:maskc, inten:ff

24



Static Analysis .

"=
loc_1001163C: # Load Word
090 1w $t0, 4($s2)
090 1i $§t1, 5 # Load Immediate
090 bne $t0, $t1, loc 10011698 # Branch on Not Equal
090 nop
L[V
If (xml-> appIDLength == 5) EEE
- 090 lui $tl1, (amappid >> 16) # "appID"
If (memcn]p(xml->appl[),, 5) == O) 090 addiu $t0, $tl, (aAppid & OxXFFFF) #
090 1w $a0, 0($s2) # Load Word
090 1i $a2, 5 # Load Immediate
{ 090 jal memcmp # Jump And Link

tempStringLength = ILibReadInnerXML(xml, &tempString);| (090 move $al, $to
memcpy (device->Name,tempString,tempStringLength); 090 bnez $v0, loc 10011698 # Branch on Not Zero

device->providerURL(tempStringLength)="\0'; 090 nop —

; \ﬁ@@
090 addiu $al, $sp, O0x90+var 74 # Add Immediate Unsigned
090 jal ILibReadInnerXML # Jump And Link
090 move $a0, $s2
090 move $s1, $vO
090 addiu $s0, $s3, 0x18 # Add Immediate Unsigned

v// ' 090 1w $al, 0x90+var_ 74($sp) # Load Word
1 1 090 move $az2, §$sl
Unsafe libc functions are found! [0 move 22, ¢ A
090 move sao, $s0 # B. App Name: 4000 - 6000 Characters

# RA=421d168c (tmscontrolpoint.dl1+0x0001168c)
090 addu $a0, $s0, $si # Add Unsigned
090 sb $zero, 0($a0) # Store Byte

25
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RADIO g
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-~ MYy El}‘»[ﬁt»

MEDIA

|
PHONE A n
»\Famy

AAAAAAAAAAA
\AAAAAAAAAA/
\AAAAAAAAAAF
\AAAAAAAAAA/

f

VOICE

AAAAAAAAAAL
\AARABBBBEBE _ 1
;8888888888f U
'RRRRRBBBBBE

Dynamic Debugging

NAV

TRAFFIC

CAR

MENU
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by

® MEMORY:421D14F0 1i $s6, 1 ’ EMORY:421D166C jal unk_421C8990

e T et et e e e e ) _efmmeet B el gt Bt

! 1
y 1
' " MEMORY:421D14F4 1i $a0, ©x944 : EMORY:421D1670 move $20, $s2
1 “ MEMORY:421D14F8 1w $sz, 6X29($SO) : EMORY:421D1674 move $51, sve
. ® MEMORY:421D14FC jal unk_421E2C8C ! . :
| ° MEMORY:421D1500 sb $56, 0x13($sp) | : Emg::iigigg ]a:,dw ::g’ :t?é(:;d;c
%:L e App = malloc (0x944) | * MEMORY: 42101680 2 $s1
{8 MEMORY:421D1508 bnez  $s3, loc_421D1580 : : move  $a2, $s Arn o A N
p ® MEMORY:421D150C sw $53, 9X48($Sp) : EMORY:421D1684 Jal unk_421EZDE8 memey ( pp'> pp ame,s r|ng. eng )
. | ® MEMORY:421D1510 1w $t0, off_421EA094 | EMORY:421D1688 move $20, $s0
' | * MEMORY:421D1518 jalr  $te »° MEMORY:421D168C addu  $a@, $s6, $s1
| * WEmoRY:4210151¢ nop y - IR e $zero, 1($30)
: ® MEMORY:421D1520 1i $a3, OXFE # '}’ | EMORY:421D1694
: [:' EMORY:421D1524 1i $a2, exd1 # -’ : EMORY:421D1694 loc_421D1654: # CODE XREF: MEMOI
B e L | MEMORY:421D1694 # MEMORY:421D1660'
| R $a20, © »* MEMORY:421D1694 1w $t0, 4($s2)
' | © MEMORY:421D153@ jal unk_421C525C EMORY:421D1698 13 $t1, BC AppName
| © mEmORY:421D1534 su $v0, 0x10($sp) : : x UK PP ApplID
. | ® MEMORY:421D1538 1lui $al, Ox421F App . . 1
: s} EMORY :421D153C 1w $a°, dwor‘d_421EA220 UNKNOWN 421D1690: MEMORY:421D1690 (Synchronlzed with PC) v
! < >
: UNKNOWN 421D14F0: MEMORY:421D14F0 (Synchronized with PC) @ Hex View-1 l O & X
+4 |«
GO1E6830 00 00 60 60 60 60 00 60 00 60 60 60 60 60 60 64 ................ N

(D] Hex View-1 a8 001E0840 [ 00 00 60 62 60 60 60 00 60 60 60 60 60 60 66 ..........
001E0808 61 35 36 61 00 60 00 08 20 08 1E 00 00 00 00 00 a56a...J"....... WIB1EG856 60 66 60 66 60 66 60 60 4D 4F 00 66 60 66 60 66 ........ MO......
661EG816 00 06 66 60 60 60 66 66 00 606 60 66 60 66 60 60 .......J........ i‘ G1E6860 ©O 00 00 60 60 60 60 60 00 66 60 60 60 60 60 60) ................
001E6820 30 38 44 34 32 42 35 37 36 30 38 33 60 00 00 60 08D42B576683. ... ' JO1EG870 0O 00 00 60 60 60 60 60 00 00 60 60 60 60 60 60} ......ouecueon.-.
001EG830 00 60 00 00 00 06 66 660 60 00 00 00 00 66 66 60 ....... i booooooc V% g ABB1ENS80 ©6 00 60 60 00 60 60 B0 OO 60 00 60 66 00 60 66) ... ..o rrnnnnn
DI 9 15 25 98 1o o0 8 86 60 8 1e 00 38 90 00 8 [T % “Josic0590 o0 00 00 00 00 00 00 00 90 o0 00 00 00 60 oo w0| 1I11I1IIIIIII
001EG866 91 15 25 00 24 60 60 60 80 08 1E 00 80 88 1E 00 |#.%.$...C...C... 33153323 gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg """"""""
0O1EGS70 00 0O OO 00 00 6O 60 60 00 60 60 60 60 66 60 00 |................| |DUIEHonE HE HY HE o E mH o Hu uu uwo uw o hum o my oun ue um ouw st ceeeceeeeeeeeee
001EG880 B6 15 25 00 1F 80 00 68 A0 08 1E 00 60 00 00 00 |!.%..... 4 — OG1EGSCO 60 80 0O 60 86 0O 68 80 @0 86 0O 68 86 00 08 BB §...............
GO1EGS96 ©0 08 00 OO 6O 00 66 60 33 ©5 25 0O 60 66 00 60 [........ I N 6O1E68DO 660 66 66 66 60 60 60 60 00 60 60 60 60 60 60 00 |................
061EG8A8 D6 15 25 00 10 60 60 66 CO 68 1E 00 60 60 66 68 |+.%..... s ea— OO1EGBEO 090 00 0O 00 60 60 60 60 0O 0O OO0 060 60 60 60 60 |.........ccona...
0O1EGSBO 40 68 1E 00 00 6O 00 60 00 6O 00 60 60 66 60 00 [@............... GO1EGSFO 00 60 00 60 00 60 60 60 00 60 60 60 60 60 60 00 |................
6O1EGSCH E8 15 25 00 1D 60 66 60 EG 68 1E 00 60 66 60 00 |F.%..... 2 W G01EH906 ©6 60 60 60 60 60 60 A6 ©0 60 60 60 60 60 00 B0 | ...ocuvennonn-nn
601EG8DO FF FF FF FF 90 60 00 60 4B 65 25 00 60 66 60 88 |----....K.%..... GO1E6916 96 00 60 60 66 60 00 60 00 60 66 60 00 60 60 00 L ...ooveenneon..
OB1EGBES 86 16 25 00 O6C 66 60 66 60 69 1E 60 66 69 1E 60 |..%.....cccuunnn 081E6920 00 06 06 66 60 60 60 60 00 06 66 60 60 60 60 60 L. ... ..
GO1EGSFO 00 60 00 060 60 60 60 60 00 60 60 60 60 66 60 60 |........ccuuno..
B61EG2608 14 16 25 660 1C 66 660 66 26 69 1E 66 66 66 66 60 |..%..... “ccoooon gglgggig gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg gg L """""""""
0O1EG910 00 00 60 00 00 60 00 60 4F 65 25 00 60 66 60 00 |........ R T B e e e e e e i i e el e e -
001E6920 32 16 25 00 1F 60 00 60 40 69 1E 060 60 06 60 00 [2.%..... @......|  |PUIEHEoL - uY uY U UM Gy ouy o uu o uMo us o uu o uy gy s30T 08 01T ...eceee... Sl
901EB930 CO 88 1E 68 80 68 80 68 ©6 86 066 66 66 88 88 88 |+ . . . ... ... .. .. .. GO1EB960 72 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 rAAAAAAAAAAAAAARA
PB1EB948 52 16 25 60 1C 60 60 68 60 89 1E 60 66 60 66 60 |R.%..... I GO1EO970 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
001EB950 FF FF FF FF 00 60 00 80 77 65 25 00 60 06 060 00 |----....u.%..... GO1EB986 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAARA
001EB960 6F 16 25 00 13 60 00 60 86 69 1E 00 80 09 1E 00 [0.%.....C...C... GO1EB996 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAARA
601EG970 00 60 66 00 60 66 06 60 ©0 60 06 60 66 66 60 60 |................ GO1EB9A6 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
001E0980 84 16 25 00 22 00 60 060 AOG 69 1E 60 00 00 00 00 |&5.%."...4....... OO1EO9B0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
ggﬁgggg 27‘3 :32 gg gg gs gg gg gg gg gg ﬁ gg gg gg gg gg grgmeeaan %-.... OO1EB9CH 41 41 41 41 41 42 42 42 42 42 42 42 42 42 42 42 RHHRRBBBBBBngBB

metceLLLL Yooooooc GO1EB9DE 42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 BBBBBBBBBBBB3BBB
Pl L0 B el T ED G 0 G G U EU T LU (U I B Ekeocoononoosenc O01EGOED 42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 42 BBBBBBBBBBBBBBBB




IDA View-PC O & X || fk General registers
\ EMORY:421D1650 1w $a0, 06(%$s2) A ||ZERD 0O0B6660
: EMORY:421D1654 1i $a2, 4 AT 60000066
: EMORY:421D1658 jal unk_421E2E78 U8 B601E895C
I EMORY:421D165C move $al, $to U1 FFDAFE67
Hemiims =0 2 e Buffer Overflow
: EMORY:421D1664 nop A1 B88256D56
| ® MEMORY:421D1668 addiu $al, $sp, @x1C A2 00000001
: EMORY:421D166C jal unk_421C8550 A3 00250D56
| EMORY:421D1670 move $a0, $s2 T8 0000006
: EMORY:421D1674 move $s1, $vO T1 08806BBE
: EMORY:421D1678 addiu $s0, $s3, ©6x11C T2 0000004A
' © MEMORY:421D167C 1w $al, @x1C($sp) T3  4A4ALALA
: EMORY:421D1680 move $a2, $s1 T4 008256D58
| * MEMORY:421D1684 jal unk_421E2DE8 T5 00000000 <« 'n a S
: EMORY:421D1688 move $a20, $s0 T6 F3FFFFFF y pp
%3 EMORY:421D168C addu  $a@, $s0, $si T7 00000008
" MEMORY:421D1690 sb $zero, ' ($a0) S8 B881E895C
I EMORY:421D1694 S1 00006BBD
: EMORY:421D1694 loc_421D16594: # CODE XREF: MEMOI ||S2 ©81E15A0
: EMORY:421D1694 # MEMORY:421D1668° ||S3 0O1E0840
#° MEMORY:421D1694 1w $t0, 4(%$s2) Rest of AppName S4 0000000B AAAARAAAAAA
EMORY:421D1698 1i $t1, oxC Passes the boundaxy of App S5 BO1E14A0 \AAAAAAAAAAS
S6 080000001 \AAAAAAAAAA/
UNKNOWN 421D1690: MEMORY:421D1690 (Synchronized with PC) v|(|S7 421E5898 \AAAAAAAAAA/
< > T8 O81E0650

[©] Hex View-1 * O & X ||[Q] stackview

B01E1420 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 | HHHHHHHHHHHHHHHH A ||8B1FFE628
001E1430 [T 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 | HHHHHHHHHHHHHHHH 801FF624 0068
OB1E1440 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 | HHHHHHHHHHHHHHHH 001FF628 4633
BB1E1450 48 49 49 49 49 49 49 49 49 49 49 49 49 49 49 49 JHITITIIIIIIIIIIIII 881FF62C 4633
BB1E1460 49 49 49 49 49 49 49 49 49 49 49 49 49 49 49 49 JIIITIIINIIIINIIIII 881FF630 0865
BB1E1470 49 49 49 49 49 49 49 49 49 49 49 49 49 49 49 49 JIIITIIINIIIINIIINI 801FF634 00861
OB1E1480 49 49 49 49 49 49 49 49 49 49 49 49 49 49 49 49 JIIITIIINIIIINIIIII 081FF638 0678
BB1E1490 49 49 49 49 49 49 49 49 49 49 49 49 49 49 49 49 JIIITIIINIIIINIIIII 881FF63C 08625
BB1E14A0 49 49 49 49 49 49 49 49 49 49 49 49 49 49 49 49 JIIIIIIINIIIINIIIII 881FF6408 O61E
OB1E14BO 49 49 49 49 49 44 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A | IITIIIJJJIIIIIIIY 001FF644 O61E
O01E14CO0 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 44 | JJJJJJJIJIJJJIIII] 001FF648 421E
OO01E14DO 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 44 | JJJJJJIIJIIIIIIY 001FF64C 661E
OO01E14E0 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 44 | JJJJJJJIJJIIIII] 001FF650 661E
OO61E14F0 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 44 | JJJJJJIIJJJIIIIY 001FF654 421E
O61E1500 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 4A 44 | JJJJJJJJIJJJIIIIY 001FF658 421E
OO1E1510 4A 4A 4A 4A 4A 4A 4A 4A 4A B4 25 60 66 EC 6D 68 |JJJJJJJJJ.%..8.. 001FF65C 421E
061E1520 6D 81 25 60 65 00 60 00 06O 00 60 60 00 60 60 60 M.%...-.-------- 001FF660 421E

message alert

\AAAAAAAAAA
\AAAABBBBBBE
}BBBBBBBBBBE
JRBBBBBBBBBE

edit

001E1530 FF FF FF FF 60 60 60 66 73 61 25 00 00 60 60 60 ----....5.%..... 001FF664 421E
0061E1540 60 15 1E 60 EO 14 1E 80 AO 15 1E 60 66 15 1E 80 ~...a...4... ... 001FF668 6O61E 28
061E1550 60 60 00 60 60 60 60 680 5F 64 25 00 00 60 60 60 ........ _oBocooo B01FF66C 421E

AMMF15AA 77 A1 25 0G0 G5 AQ G0 GA 60 GG AQ OG0 G6 A0 606 B8 w % AAMFFA70  W21F



From Vulnerability to Exploit

(2] Heap_Dump for Processld=05F9002E Address=001E04C0 [~o=-|[-@
Address ] Hex I Ascii

001E04CO | c 25 1c 42usu 23 1c 42"E8 2F 1C 42[80 DS 1E 00| %.BP(.B./.B. .
001E04CF F FF FF FF 00 00 00 00 .00,
001E04DF oo 00 oo oo 00 oo oo oo oo 00 00 00 00 00 00 00 < iiciisiedind,
001E04EF 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. ..o ..
001E04FF ou 00 oo uu oo oo oo oo ou no oo 00 00 00 00 00 ..o,
001E0SOF 00 00 00 00 00 ...,
001E0S1F 00 00 00 00 OO0 @ i,
001E0S2F mmmc4 16 1C 42 |..B$..Bl..H..B
001E063F Ioo DE 1E 00|  ........... B.0..
001E0S4F 00 00 00 00 00 00 0o,
001E05SF 00 00 00 00 00 00 00 00 00 00 00 00 21 00 Souipismmig I
001E0S6F FF FF 00 00 FF FF 00 00 oo 00 00 00 00 00 00 00 ... ...,
001E0S7F 00 00 00 00 0O 00 00 00 03 18 82 01 00 00 00 00  .......... W
001E0S8F 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. ... 0vrron.o..

Goal: Overwriting Function Pointer
issue: Taking care of Data Pointers (Overwriting with valid addresses)

O01E1160 44 4% 44 44 44 44 44 44 DDDDDDDD G01E1CCY 47 47 47 47 GGGG
O01E1168 A4 44 Wi 44 44 4y 44 44 DDDDDDDD G01E1CCS 47 47 47 C3 GGG+
gg1§11§§ Y RV T T N N T ggggggoo ssicicee 82 ©2 AC 4C e
sy s eteon [ a2 b et
O01E1188 44 44 Wi 44 44 44 44 44 DDDDDDDD

O01E1190 44 44 44 44 44 44 44 44  DDDDDDDD O01E1CD8 W7 47 W7 47 GGGG
G61E1198 44 44 44 44 44 44 44 44  DDDDDDDD OO1EI1CDC 47 47 47 47 GGGG

29



Exploit Chain

v’ Overflow Buffer on Heap v" Overwrite Function Pointer

HH#H BB BHHHHHH BB BHHH SRR BB H R HHHE UPnPInvoke _TmApplicationServer _LaunchApplicati
ON_Sink ##H##AHHBHHHHBHFRBHAHBHH IR BHFHBHHHRBH AR B
[MLCP] Smile :)
call UPnPRelease - 25
88 ms
[MLCP]
call UPnPRelease - 25
check 1
[MLCP]
call UPnPRelease - 25
check 2
[MLCP] Smile :)
call UPnPRelease - 25
check 3 (1)

[MLCP] UPnPResponseSink _TmApplicationServer_LaunchApplication: AppURI 1is null
[MLCP] UPnPResponseSink _TmApplicationServer_LaunchApplication: uri is null
[AppTM] UPnPResponseSink _TmApplicationServer_LaunchApplication:




Exploit Chain

v" Same CAN controller used in Jeep Attack

v Miller & Valasek modified list of CAN IDs by Ll = =
updating that part of the Micom firmware gl =

J ] IIUDTUWYYITIUUWFTULCMIVYIND " 1uUlly)

[7] Display_Park_For_Update(int) i $a1, o

5 €95 4 . [7] closePopup(HWND__ *,int) jal memset
(SendProsress) cur=295295 - LR PO S [7] findEnableWindowProc(HWND__ *long addiu sae’ ssps 0x1199+var_648

i A . ) P i [7] Updatelnfo_DisArmCommand(HWND_ [ Lud $a0, 3

Firmw

[7] DigUpdatelnfoProc(HWND_ *uint,uin|addiu  $a2, $a@, (aMdMicomupdate_ - OXSOOOO)I # "\\MD\\MicomUpdate\\¥*. *" I
[7] DLG_Updatelnfo_CreateDialog(HINST | L1 $al, 9x104

FinmualRek P o g 559 (7] addDIgBG(GUI_WIDGET_DIALOG,int,in |jal swprintf_s
ST T, R 137 STy (7] Manager_Init(void) addiu $a@, $sp, Ox1190+var_648
. "‘7 g ) R I (7] Manager_CreateDlg(BYOM_DIALOG.S |Lw $t0, FindFirstFileW
Firmw 2S¢ 5 [7] Manager_ChangeDIg(BYOM_DIALOG_{ |addiu $al, ss'p, 0x1190+var_CBO
q (7] GUI.WIDGET. GetBMPWidth(HBITMAP | §a L $t0
EGUI_WIDGET_G.etBMPHeight(HBITMAF addiu $a@, $sp, Ox1190+var_648
E GUI_WIDGET_DlspIa{/Background[H‘DC i saa, @xFFFFFFFF
[7] GUI_WIDGET_DrawBitmap(HDC__ *int| beq sve, sao’ lOC_2A7A0

[7] GUI_WIDGET _DisplayLabel(HDC__ *GL

no
[7] GUI_WIDGET_DisplayBtnText(HDC__ */ P

v An attacker can send any arbitrary CAN packet



Responsible Disclosure plan

* Initial private disclosure (more than 11 month ago), delayed publication,

and left out critical details.
* No name/No shame/No details
e Can affect other manufacturers

* Additional time to patch the vulnerabilities



What this ALL mean

* Bring to light the current insecurities of these IVl and
app platforms before they become widely deployed

* Design & Implement with security in mind

 Before integrating automobiles with 3™ party App
ecosystem



“2 my apps

~Fhank you from
George Mason!

Welcome to ask
questions

R eat

> R R R

l message alert

05:33 AM




