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USB Packet Analysis

USB role switch packets

Source  Destination Packets
First Request

VI Adapters CO 53 00 00 00 00 04 00

4-Byte Payload

01 00 00 00

Second Request

VI Adapters 40 51 01 00 00 00 00 00
Disconnected
Reconnected

Adapters IV
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USB Packet Analysis

Parameter negotiation and identification of USB packets

Source  Destination Packets

Handshake
VI Adapters ff 55 02 00 ee 10
Handshake
Adapters VI ff 55 02 00 ee 10
Parameters Negotiation
VI Adapters ff 5a 00 1a 80 e8 00 00 25 01 40 20 00 03 e8 00 32 1e 14 01 00 02 02 01 01 49
Parameters Negotiation
Adapters VI ff 5a 00 1a cO 1d e8 00 c8 01 7f ff ff 03 e8 00 32 le 14 01 00 02 02 01 01 2c
Start Identification
Adapters VI ff 5a 00 10 40 le e8 01 50 40 40 00 06 1d 00 5d

Information
ff 5a 01 40 40 e9 le 01 1e 40 40 01 36 1d 01 00 Ob 00 00 53 6f 6e 61 74 61 00 00 08 00 01 44 4e

Wi PR 38 00 00 12 00 02 48 59 55 4e 44 41 49 20 4d 4f 42 49 53 00 00 11 00 03 32 38 63 66 30 38 61 62
2 36 33 33 62 00 00 18 00 04 44 4e 38 2e 55 53 41 2e 44 32 56 2e 30 30 31 2e 30 30 33 00 00 0d 00
Identification Accepted
Adapters VI ff 5a 00 10 40 1f e9 01 4e 40 40 00 06 1d 02 5b
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USB Packet Analysis

Authentication of USB packets

Source  Destination Packets
Request Authentication Certificate
Adapters VI ff 5a 00 10 40 20 e9 01 4d 40 40 00 06 aa 00 dO
Certificate
ff 5a 03 a0 40 ea 20 01 b9 40 40 03 96 aa 01 03 90 00 00 30 82 03 88 06 09 2a 86 48 86 f7 0d 01
Wi Adapters 07 02 a0 82 03 79 30 82 03 75 02 01 01 31 00 30 Ob 06 09 2a 86 48 86 f7 0d 01 07 01 a0 82 03 5d
30 82 03 59 30 82 02 41 a0 03 02 01 02 02 0f 22 22 aa 18 08 21 aa 04 aa 77 56 aa 58 16 51 30 0d
Request Authentication Certificate Challenge Response
Adapters VI ff 5a 00 28 40 21 ea 01 33 40 40 00 1le aa 02 00 18 00 00 79 70 4e d5 f2 dc 9c 7d 43 £3 54 ec 44
a4 c7 5b 01 4c de b7 49
Response
ff 5a 00 94 40 eb 21 01 c6 40 40 00 8a aa 03 00 84 00 00 3b 24 7a 19 40 6e 1c 52 f5 5d 3c 98 6b
ed d8 30 ee fb 4b ed 3c 5e 58 7b 43 4f e8 de ba b2 c9 da 00 52 e6 ee e4 86 da 25 a7 e3 40 15 c8
VI Adapters 41 6a 30 db cb dO la 4f d5 c4 aa 1f 76 cb 97 59 bc cO d2 02 c8 c1 5f 48 0f d2 la 8c e6 84 cc cb
96 83 c2 96 ee 7f 3e f2 01 03 78 21 f2 f9 86 17 64 b8 4e 7e 98 79 d8 60 ce 2f 48 f2 34 62 Oe 40
b2 90 3c 9a 96 8e 0d 07 9b 7a ab 3a 1b c4 57 19 6d 83 7d 38
Authentication Response
Adapters VI ff 5a 00 10 40 22 eb 01 49 40 40 00 06 aa 05 cb
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USB Packet Analysis

Summary

The adapter is sending and receiving packets that are almost identical, with the only
differences being the challenge and response fields.
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Adapter Log Analysis

Findings
» Matched the packets to their corresponding protocol steps.
» |dentified diverse device addresses (e.g., Bluetooth address).

» Observed various functionalities that become available after the authentication
process (e.g., location updater).

» Discovered information related to cryptographic keys.
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Static Binary Analysis

Findings
» Identified cryptographic processes in use (e.g., ChaCha encryption).
» Detected the presence of MFi certificates.
» Analyzed three-byte differences between packets, attributing them to a counter
and checksum.
» Outlined the process of challenge and response.
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Q&A SecLab @ OSU

https://go.osu.edu/seclab
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