nrrd 911 ic me:
The Incident Commander role

Alice Goldfuss
@alicegoldfuss




New
Relic.




DASHBOARDS O:g API EXCHANGE

SERVERS' SYNTHETICS  MOBILE

New
Relic.

(=)
MULTI-TENANT @ @

SAAS ARCHITECTURE

SECURITY AUTO-UPGRADES SCALABILITY

APP & CUSTOMER BROWSER & BUSINESS
SERVER DATA DATA DEVICE DATA DATA



Things break




&S Simplex




&S Simplex




The Incident Command System
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Incident Commander




The Incident Commander

« Does NOT fix the problem
= but knows the systems involved
« Keeps pulse on entire effort
= A trained volunteer
« Handles internal communication



Technical Lead(s)




The Technical Lead(s)

= Fix the problem
» Update the IC on progress
» Run impactful changes by IC






The Communications Lead

» Acts as link to public/customers

= [ranslates technical details to
consumable statuses

« Updates |IC on customer
communication

» Handles external communications



- Severity Levels



- Severity Levels

Everything is ok...for now



- Severity Levels

A thing is smoldering
Everything is ok...for now



- Severity Levels

A part of a thing exploded
A thing is smoldering
Everything is ok...for now



- Severity Levels

One thing exploded

A part of a thing exploded
A thing is smoldering
Everything is ok...for now



. Severity Levels
.- Everything exploded

One thing exploded

A part of a thing exploded
A thing is smoldering
Everything is ok...for now
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Squad Goals




Distributed Systems
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Why the ICS?

= Prevents panic
= Coordinates efforts

= Maintains reliable line of
communication

= Allows for best possible incident
resolution
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Training Plan

= Coordinate IC/CL sessions
« Roleplay/hands-on activities
= Offer refreshers
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Alice Goldfuss nrrd 911 ic me _ 2:08 PM
[

Nrrd 2:08 PM
EMERGENCY STARTED BY @alice AT Tue Mar 29 2016 21:08:12 GMT+0000 (UTC)

Nrrd is now the Incident Commander: 2:08 PM
* Use "nrrd 911 sev #" to set/update the incident severity
* Use "nrrd 911 set title" to set/update the incident title in Upboard
* Use "nrrd 911 set status" to set/update the incident status
* For next steps, consult the IC checklist: http:/fakechecklisturl.com

Alice Goldfuss  nrrd 911 set status Zombies are attacking the data center _ 2:08 PM
I

Nrrd 2:08 PM
Status changed:

Zombies are attacking the data center

Jason Qualman  Just landed at the datacenter so I'll take on tech lead 2:09 PM
|
Alice Goldfuss  cool, please check on our shotgun and mortar supplies 2:09 PM
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Alice Goldfuss nrrd 911 ic me 2:08 PM

|
Nrrd 2:08 PM
EMERGENCY STARTED BY @alice AT Tue Mar 29 2016 21:08:12 GMT+0000 (UTC)
Nrrd is now the Incident Commander: 2:08 PM
* Use "nrrd 911 sev #" to set/update the incident severity
* Use "nrrd 911 set title" to set/update the incident title in Upboard
* Use "nrrd 911 set status" to set/update the incident status
* For next steps, consult the IC checklist: http:/fakechecklisturl.com
Alice Goldfuss  nrrd 911 set status Zombies are attacking the data center 2:08 PM
|
Nrrd 2:08 PM

Status changed:

Zombies are attacking the data center

Jason Qualman Just landed at the datacenter so I'll take on tech lead _ 2:09 PM
|

Alice Goldfuss cool, please check on our shotgun and mortar supplies _ 2:09 PM
|
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Yonatan Schultz

Nrrd

Yonatan Schultz

Alice Goldfuss

Yonatan Schultz

Alice Goldfuss

Jason Qualman

Alice Goldfuss
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nrrd 911 ¢l me _

@YSchultz is now the Communication Lead:
* For next steps, consult the Support playbook: http://fakeplaybook.com
* See the guidelines for posting site status: http://fakeguidelines.com
* Log into Internal Status Page and send initial internal comms: http:/fakesignin.com

Should | communicate the impact to customers? _
yes, this will have high impact —
ok, sending up a flare. _

Jason, do we have a status on shotguns?

Yes, | am assembling a shotgun zombie squadron as we speak. | also found zombie fingers in the server
blade, so pretty sure zombies already ate the techs.

Jason, isn't there a nuclear bomb in the data center? if so, please deploy

Running the deploy script

cap big_nuclear_bomb deploy

2:09 PM

2:09 PM

2:10 PM

2:10 PM

2:10 PM

2:10 PM

211 PM

2:13 PM

2:14 PM

2:14 PM



Yonatan Schultz  nrrd 911 ¢l me 2:09 PM

|
Nrrd  @YSchultz is now the Communication Lead: 2:09 PM
* For next steps, consult the Support playbook: http://fakeplaybook.com
* See the guidelines for posting site status: http://fakeguidelines.com
* Log into Internal Status Page and send initial internal comms: http:/fakesignin.com
Yonatan Schuliz  Should | communicate the impact to customers? 2:10 PM
Alice Goldfuss yes, this will have high impact 2:10 PM
|
Yonatan Schultz ok, sending up a flare. 2:10 PM
|
Alice Goldfuss  Jason, do we have a status on shotguns? _ 2:10 PM
|
Jason Qualman Yes, | am assembling a shotgun zombie squadron as we speak. | also found zombie fingers in the server 2:11 PM
|

blade, so pretty sure zombies already ate the techs. _
Alice Goldfuss  Jason, isn't there a nuclear bomb in the data center? if so, please deploy — 2:13PM

Running the deploy script 2:14 PM

2:14 PM
cap big_nuclear_bomb deploy _
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Alice Goldfuss

Alice Goldfuss

Yonatan Schultz

Alice Goldfuss

Alice Goldfuss

Nrrd

Nrrd

Nrrd

you're doing a great service for your company

Yoni, any customer communications on the zombie situation? _
Crisis averted, all customer data secured. _

we did it, everyone

nrrd 911 over _

EMERGENCY ENDED BY @alice IN 8 MINUTES AND 9 SECONDS (STARTED: TUE MAR 29 2016
21:08:12 GMT+0000 (UTC))

(CEEN: You should:
* Update the incident in Upboard: http://upboard.com

@YSchultz : You should:
* Consult with CM about resolving external communications and component statuses.
* Write (and get approved by the CM) a Resolved internal status page message.
* Ask IC for a list of affected customers. Send this list to fake @newrelic.com. KAMs may also use
http://fakecsv.com to pull a CSV.
* Ensure Customer Communications information is added to Upboard: http://upboard.com.

2:14 PM

2:15PM

2:16 PM

2:16 PM

2:16 PM

2:16 PM

2:16 PM

2:16 PM

© New Relic.



Other Tools

« Upboard

= Google docs / Quip
 New Relic products
» Blameless retros



aCl
o $r =
W ta \ zavlaly
\ TPSTALO EredniC
ranica p\aswu_no'sc\ G

E Ssons Iea e nd
K¢ na ra
brzy maks 9 '
= \N\}“‘L\Jma\ost na (oz<
e wydhuzenie PYzy RV

- wyrobow, inspek- Yk s7ial

I A 8 . e






ACID CD BURN

=44,100HZ & 16BjT
."—\}:;‘:

Tools break



. e Be BB - ‘.HIUI‘I&','W

e SeSeSeSe
B itttk
C - sesededeSeSe

- S S S S
-

*‘y;' \

e

e e ssasRENe N -
el

e T R S y- ..
- Cmemm e —scmescs-s=eTTL

e T S D e==
=======t e ERE " ===

e
e
i T T T s —- e
oo SES=NE e SeaessssssssSERET -
e e R — SR = - R 2 o
———======= S R — u“ﬂﬂ\mt.ndlﬂl.liﬂnf
II1IW|\hHle\IMJ|L|II\|,H| i . orri . —
e e e === - .
e geme i e zmm v
e ——— e SRR —— g an -
..Hn lllll wnlu\Hﬂl“.ﬂHNWl‘llﬂﬂNl'W\M = - = -
....... e s
S st -
|||||| i 3 = - -
llllll ======0 e ana
|lllll||hlt.lﬂ|.ﬂll| e T o -
llllllll ===C  ——camsesET -
. g -
e
P
platwil

e e e

e e T

e T e

|,.|1|..||...||\|||uu.u|m...u||\uy1M. scse====s

=== c===== o

e L ms=S=t

|lll|ll|1.uu.ﬂﬂlﬂlﬂ‘ﬂl““ﬂl“l = =
|||||||||| e Pt z
llllllllll e L e T

e == = = =
- = - e T SeE==T L o
- e e

e g




v A







This document and the information herein (including any information that may be incorporated by reference) is
provided for informational purposes only and should not be construed as an offer, commitment, promise or
obligation on behalf of New Relic, Inc. (“New Relic”) to sell securities or deliver any product, material, code,
functionality, or other feature. Any information provided hereby is proprietary to New Relic and may not be
replicated or disclosed without New Relic’s express written permission.

Such information may contain forward-looking statements within the meaning of federal securities laws. Any
statement that is not a historical fact or refers to expectations, projections, future plans, objectives, estimates,
goals, or other characterizations of future events is a forward-looking statement. These forward-looking
statements can often be identified as such because the context of the statement will include words such as
“believes,” “anticipates,” “expects” or words of similar import.

Actual results may differ materially from those expressed in these forward-looking statements, which speak
only as of the date hereof, and are subject to change at any time without notice. Existing and prospective
investors, customers and other third parties transacting business with New Relic are cautioned not to place
undue reliance on this forward-looking information. The achievement or success of the matters covered by
such forward-looking statements are based on New Relic’s current assumptions, expectations, and beliefs and
are subject to substantial risks, uncertainties, assumptions, and changes in circumstances that may cause the
actual results, performance, or achievements to differ materially from those expressed or implied in any
forward-looking statement. Further information on factors that could affect such forward-looking statements is
included in the filings we make with the SEC from time to time. Copies of these documents may be obtained
by visiting New Relic’s Investor Relations website at ir.newrelic.com or the SEC’s website at www.sec.gov.

New Relic assumes no obligation and does not intend to update these forward-looking statements, except as
required by law. New Relic makes no warranties, expressed or implied, in this document or otherwise, with
respect to the information provided.
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