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Motivation: The Online Data Market
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Motivation: The Online Data Market
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Current Solution: Notice & Choice

* Provide notice about how data 1s used

* G1ve consumers choice to opt-out

HIPAA Notice

This document describes how we handle and
maintain your Health records and your patient
rights and responsibilities under HIPAA.

Your Information.
This notice describes how medical information about

YOUI’ nghts' AP you may be used and disclosed and how you can get
Our ResponS|b|I|t|es. access to this information. Please review it carefully.

You have the right to:
« Get a copy of your paper or electronic medical record
« Correct your paper or electronic medical record
* Request confidential communication
* Ask us to limit the information we share
* Get a list of those with whom we've shared
your information
* Get a copy of this privacy notice
* Choose someone to act for you

* File a complaint if you believe your privacy
rights have been violated

» See page 2 for
more information on
these rights and how
to exercise them

You have some choices in the way that we
use and share information as we:

« Tell family and friends about your condition

* Provide disaster relief

* Include you in a hospital directory

* Provide mental health care

« Market our services and sell your information
* Raise funds

» See page 3 for
more information on
these choices and
how to exercise them

We may use and share your information as we:
* Treat you
* Run our organrzahon
« Bill for your services
Our « Help with public health and safety issues

Uses and * Do research for more information
Disclosures * Comply with the law on these uses and
* Respond to organ and tissue donation requests disclosures
* Work with a medical examiner or funeral director
* Address workers’ compensation, law enforcement,

and other government requests
* Respond to lawsuits and legal actions

» See pages 3and 4

Notice of Privacy Practices » Page 1

FACTS

WHAT DOES [NAME OF FINANCIAL INSTITUTION] DO
WITH YOUR PERSONAL INFORMATION?

Financial companies choose how they share
consumers the right to limit some but not all sharing. Federal law also requires us 10 tell you

how we cole and p on. Please 4 this notice carefully
inderstand what we do

DUIr péer nformation. Federal kaw gives

sonal informat

The types of personal information we collect and share depend on the product or service you

have with us, This information can include

=

="

=

Al financial companies need to share s’ personal information
business. In the ction Delow, we list the reasd financial companies (

mation; the reasons [name of financial institut

whether you can imit this shanng




Current Solution: Notice & Choice

e FTC recommendations to ad in

Terms and Conditions

Accept these Terms and Conditions to use your Mac.

IMPORTANT
Use of your Mac computer, the OS X software, iCloud, Game Center, and related services
is subject to these Terms and Conditions. Please read them carefully.

A. OS X License Agreement
By clicking “Agree,” you are agreeing to be bound by these Apple and third party 3
terms.

B. iCloud Terms and Conditions
It is important that you read and understand the following terms. By clicking >
“Agree,” you are agreeing that these terms will apply if you choose to access or Rl
“Agree.” you are agree| Terms and Conditions
C. Game Center Terms and Conditions
It is important that you read and understand the following terms. By clicking >
“Agree,” you are agreeing that these terms will apply if you choose to access or
use the Game Center service.

| agree to the iOS Terms and
Conditions.

D. Privacy Policy
Your privacy is important to Apple. So we've developed a Privacy Policy that >
covers how we collect, use, disclose, transfer, and store your information.

PLEASE READ THE OS X SOFTWARE LICENSE AGREEMENT ("LICENSE") CAREFULLY
BEFORE USING THE APPLE SOFTWARE. BY USING THE APPLE SOFTWARE, YOU ARE
AGREEING TO BE BOUND BY THE TERMS OF THE LICENSE. IF YOU DO NOT AGREE
TO THE TERMS OF THE LICENSE, DO NOT INSTALL AND/OR USE THE APPLE

s has b
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in order to purchase iTunes Plus music.

L_ON FACEBOOK, WITH OR WITHOUT NOTICE, AS DETERMINED BY

iTunes Store Terms & Conditions

The iTunes Store Terms & Conditions have been updated to include the addition of iTunes
Plus music information. Please read and agree to the updated Terms and Conditions below

BEFORE SUBMITTING ANY VIDEOS FOR THE FIRST TIME, YOU MUST READ|
AND AGREE TO THE TERMS OF THIS SUBMISSION AGREEMENT, WHICH
APPLIES TO ALL VIDEOS UPLOADED FROM YOUR ACCOUNT AT ANY
TIME.

By submitting any videos to Facebook, you hereby agree to be bound by, and
that all videos will fully comply with, the Facebook Code of Conduct and
Terms of Use. Without limiting the foregoing, you understand that Facebook
Video is intended to be used to post and share videos of a personal nature
that is (i) of you or your friends, (ii) is taken by you or your friends, or (iii) is
original art or animation created by you or your friends. Therefore, you agree
not to upload any videos other than original works created by you or your
friends.

You further agree not to upload any videos that Infringe upon or violate the
copyright, trademark, publicity, privacy or other rights of any third party and
not to attempt to circumvent any content filtering techniques we may employ.

FAILURE TO ADHERE TO THE CODE OF CONDUCT AND TERMS OF USE
MAY RESULT, AMONG OTHER THINGS, IN TERMINATION OF YOUR
ACCOUNT AND THE DELETION OF CONTENT THAT YOU HAVE POSTED
JON.

| of the terms and conditions above and
Terms of Use.

Chromecast Privacy and Terms

iTunes Store
TERMS OF SERVICE

: [rore [ oo ot hare

Google Chromecast Terms of Service

The Chrome Privacy Notice and Google Privacy Policy describe the information that Google
collects during your set-up and use of Chromecast. You can modify your Chromecast's privacy
settings when setting up your Chromecast on the web and from the Chromecast app on supported
devices.

By pressing "Accept” below, you acknowledge that you agree to the Google Terms of Service and
Chrome Privacy Notice.

Printer-friendly version

THIS IS A LEGAL AGREEMENT BETWEEN YOU AND APPLE COMPUTER, INC. ("APPLE") STATING THE
TERMS THAT GOVERN YOUR USE OF THE ITUNES STORE SERVICE. THIS AGREEMENT - TOGETHER WITH
ALL UPDATES, ADDITIONAL TERMS, SOFTWARE LICENSES, AND ALL OF APPLE'S RULES AND POLICIES -
COLLECTIVELY CONSTITUTE THE "AGREEMENT" BETWEEN YOU AND APPLE. TO AGREE TO THESE
TERMS, CLICK “"AGREE." IF YOU DO NOT AGREE TO THESE TERMS, DO NOT CLICK "AGREE,” AND DO
NOT USE THE SERVICE. YOU MUST ACCEPT AND ABIDE BY THESE TERMS AS PRESENTED TO YOU:
CHANGES, ADDITIONS, OR DELETIONS ARE NOT ACCEPTABLE, AND APPLE MAY REFUSE ACCESS TO
THE ITUNES STORE FOR NONCOMPLIANCE WITH ANY PART OF THIS AGREEMENT.

1. Definition of the iTunes Store Service. Apple is the provider of the iTunes Store (the "Service") that
permits you to purchase downloads of digital content - such as sound recordings and videos - under
certain terms and conditions as set forth in this Agreement.

2. Age requirements for use of the Service. This Service is available for individuals aged 13 years or
older. If you are 13 or older but under the age of 18, you should review these terms and conditions
with your parent or guardian to make sure that you and your parent or guardian understand these
terms and conditions.

3. Objectionable Material. You understand that by using the Service, you may encounter content that
may be deemed offensive, indecent, or objectionable, which content may or may not be identified as
having explicit language. Nevertheless, you agree to use the Service at your sole risk and that Apple
shall have no liability to you for content that may be found to be offensive, indecent, or
objectionable. Content types (including genres, sub-genres and Podcast categories and sub-
categories and the like) and descriptions are provided for convenience, and you acknowledge and
agree that Apple does not guarantee their accuracy.
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Our Contribution

e Two factors:

* Content: Objective costs and benefits
* Format: Not related to objective costs and benefits

Terms of Service

BEFORE SUBMITTING ANY VIDEOS FOR THE FIRST TIME, YOU MUST READ
AND AGREE TO THE TERMS OF THIS SUBMISSION AGREEMENT, WHICH
APPLIES TO ALL VIDEOS UPLOADED FROM YOUR ACCOUNT AT ANY
TIME.

By submitting any videos to Facebook, you hereby agree to be bound by, and
that all videos will fully comply with, the Facebook Code of Conduct and
Terms of Use. Without limiting the foregoing, you understand that Facebook
Video is intended to be used to post and share videos of a personal nature
that is (i) of you or your friends, (ii) is taken by you or your friends, or (iii) is
original art or animation created by you or your friends. Therefore, you agree
not to upload any videos other than original works created by you or your
friends.

You further agree not to upload any videos that Infringe upon or violate the
copyright, trademark, publicity, privacy or other rights of any third party and
not to attempt to circumvent any content filtering techniques we may employ.

FAILURE TO ADHERE TO THE CODE OF CONDUCT AND TERMS OF USE
MAY RESULT, AMONG OTHER THINGS, IN TERMINATION OF YOUR
ACCOUNT AND THE DELETION OF CONTENT THAT YOU HAVE POSTED
ON FACEBOOK, WITH OR WITHOUT NOTICE, AS DETERMINED BY
FACEBOOK IN ITS SOLE DISCRETION.

I AGREE | have read and agree to all of the terms and conditions above and
the Facebook Code of Conduct and Terms of Use.
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Content-based Factors

e Tsaietal. (2011)

[poster Search |

Search Engine: - Google “ vahoo! Preference Level: IMedium :]

Decorate with Framed Posters, Art Prints & Photography from
privacy Resot - Barewalls.com

Offers posters and lithographs. Custom framing, canvas transfers, and board mounting services

also available.

http://www.barewalls.com/ - No Cache - Privacy Policy - Similar Pages
Q@00 AllPosters.com - The World's Largest Poster and Print Store!
privacy Regort  ONline store for posters and prints of movies, actors, sports, music, and other subjects.

http://www.allposters.com/ - No Cache - Privacy Policy - Similar Pages




Format-based Factors

* Adjernid et al. (2013), John et al. (2011)

PRIVACY SETTINGS

1. Allow my responses to be used for
academic publications?
a. Yes
b. No

2. Allow my responses to be shared
with religious organizations?
a. Yes
b. No

SURVEY SETTINGS

. Allow my responses to be used for

academic publications?
a. Yes
b. No

. Allow my responses to be shared

with religious organizations?
a. Yes
b. No




Our Research Objectives

* Compare the effect of content and format based factors
on disclosure decisions

* Investigate whether the effect of format based factors
varies as content 1s varied



Our Studies

On the next pages you will be asked questions aimed at
exploring the extent to which individuals participate in a
number of behaviors with ethical implications.

Please note that some of the questions asked deal with
adult or sensitive material, and that you may skip any
questions you wish not to answer. An example of an
intrusive question similar to those asked in this study is:

"Have you ever had a one-night stand?"




Our Studies

Sharing Settings

Before we ask you the ethical behavior
questions, please answer the following question
about your sharing settings.

Allow my responses to the ethical behavior
questions to be shared with the research
assistants for this study.




Our Studies

Sharing Settings

Before we ask you the ethical behavior
questions, please answer the following question
about your sharing settings.

Prohibit my responses to the ethical behavior
questions from being shared with the research
assistants for this study.




Our Studies

Sharing Settings

Before we ask you the ethical behavior
questions, please answer the following question
about your sharing settings.

Prohibit my responses to the ethical behavior
questions from being shared with marketing
companies.




Format-based factor influences disclosure behavior
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Effect of format-based factor varies with content-based factor
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Conclusion

* Notice & choice mechanism is not sufficient in protecting
consumer privacy

— Format of notices needs to be regulated

* Individuals’ susceptibility to format-based factors increases as
risk associated with disclosure increases

— Format regulations should take into account the level of risk put
forward by different websites
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