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A Crime To Investigate...

Before the investigation began,
the suspect was interacting
with their apps...

Without access to the suspect’s
password or breaking Telegram'’s
fully encrypted storage!



Memory Forensics ...or
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State of the Art: GUITAR - GUI Tree ARchaeology

[CCS "15, Best Paper]
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22 Buddies N4
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George Fleming «
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Christopher Dan N4
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The “Screen 0” Limitation of GUITAR

Screen -5 Screen -4 Screen -3 Screen -2 Screen -1 Screen 0

Jessica Harris

Jessica Harris

vvvvvvvvvvv

In Memory
GUI Data:

Time:




Are The Old Screens Really Gone?

Screen -5 Screen -4 Screen -3 Screen -2 Screen -1 Screen 0O

[H
!
A'P

© signal Qi < Matrix H <  Settings < Enter name or number
Matrix &% Updated the graup. . Matrix SMS and MMS

Ashle:
| " @
The answer is out there, Neo, and it's lookin... off
Notifications J . Jessica Harris
on

Zion is under attack!

Mark Johnson s @
Then why can't | see what happens to her & R
| will save zion . . Privacy é John Smith
d ation sound =
Jessica Harris TS r:l[,’“ﬁ‘:“'[’ 1 e Passphrase on, Screen security on
Cheice is anillusion created between this w... Default

Default
ne Mark Johnson
Ch and medi e

Steve Thomas
Devices S ~

Smith {} Advanced
The answer is out there, Neo, and
it's looking for you, and it will find

you if you want it to.
° @ send Signal messaae a @

1 can feel you now

John Smith Sun 406 PM 2
You disappoint me Mr Andersor

| know that you're afraid, you're afraid

an
. Enter passphrase
I know that you're out there Vibrate “ Appearance M t Margaret Wilson
t Margaret Wilson Sun 406 M @ ‘ Theme Light, Language Default
And you alane

SUn 406 PV

App screen changes are highly dynamic
How can every screen be fully rebuilt so fast?

Some data must remain to bring the screens back
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Data Structure Count

(Thousands)

Are The Old Screens Really Gone? ... Yes and No

Screen -5
Matrix
The answer is out the
= Mark Johnson
Then why can't | see what happens to by

Margaret Wilson

And you alane

John Smith

You disappoint me Mr Andersor

F_ﬂ

Jessica Harris
Choice is an illusion created between this w...

Screen -4 Screen -3 Screen -2 Screen -1 Screen 0O

App Internal Data

GUITAR’s Target: Y| Ep— |
GUI Tree,
Draw Ops, ...

100

0
o
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40
20

/RS .

Time (Relative to Screen Changes)

===|nternal Data =M=Screen -5 =#=Screen -4 ===Screen -3 =>=Screen -2 =#=Screen -1 =®=Screen 0
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Android Asks The App To Draw A Screen

Android sends a Redraw Command

1) A Canvas is sent for the app to fill

- Apps register draw routines with Android

2) The app builds GUI structures which
"package” the internal data

- Destroying the previous screen!

3) The filled canvas is rendered on the
device’s screen
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ldea: Ask The Memory Image To Draw A Screen

Challenges:

1) How to inject
the Redraw
Command?

- Screen-specific
draw routines

3) Memory = Static Data

- Execution context is gone

Memory dump 's =101 ]
ZFFO 00 00 00 00 00 00 00 00 00 00 00 QO 00 00 Q0 o0 ﬂ
3000 AF 21 F4 31 CD 1F 21 21 EB 31 CI 1F 31 CD 89 4&
3010 21 00 50 11 FO 03 CDr 8F 46 21 00 58 11 FHal

30E0 70 23 1B VE B E0 F8 CD 98 4¢ CD B2 46 CL 38

3030 CIr 1B 00 FE &3 CA 3F 230 FE 31 CA 00 00 17

2040 BE AF 21 2C 231 77 22 10 F E 18 FF
3080

[0%4] structs,

3z DD 31 AF 3Z DE
3040 32 DD 48 21 00 od |
J0B0 54 31 11 Le 31 CD
30C0O 31 CD a8 35 11 A :
1l 00 00 AF CD 33
1% 2& Z0 11 19 00
30F0 3 Z0 CD BF 48 C3
2100 3E 7& 77 12 10 FC
2110 77 1% 10 FC 06 28 O

3lz0 &3 77 23 77 C% 03 00 BA Dz 00 OO 01 00 O1 01 O3

2130 00 2B B0 02 OD 0O 1F 3C DA O4 3E 00 00 20 3C 31
2140 3C 2B B3 Z0 00 00 00 17 54 00 OFE 00 01 00 00 03
2150 FF D0 0O 00 00 01 00 00 00 00 0O 00 00 00 00 o0
3160 00 00 00 00 00 QO 00 00 00 00 0O 00 00 20 00 OO0
3170 00 00 00 00 00 QO 00 00 00 00 0O 00 00 00 00 OO0 .:J

?

Canvas

_V

Redraw Command

2) Need to understand
the app internal data?

Previous Approaches:

- Data structure
signature scanning

- App-specific reverse
engineering

Our Goal: "Plug And Play”
App-Agnostic Recovery
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RetroScope: Spatial-Temporal Display Recreation

Interleaved ———— e
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F0E0 1% 3& 20 11 1%
30F0 3 Z0 CD BF 48
2100 3E 74 77 198 10
2110 77 1% 10 FC 06
3lz0 23 77 23 77 CO 03 BAL DZ 00
2130 00 2B 50 02 OD 0O 1F 3C OA 04 3E
2140 3C 2B 53 Z0 00 00 00 17 54 00 OF
2150 FF D0 0O 00 00 01 00 00 00 00 oo
3160 DD NI ] 10 0

3170 00 oo oo oo oo oo oo

[0xa0] struct *,

Screen -3 Screen -2 Screen -1 Screen 0

Canvas y—

Matrix SMS and MMS A ° Ashley
off

‘ Notifications J Jessica Harris
= on
John Smith
2as on, Screen security on
Choice is an illusion created between this w.
I know that you're out there n Appearance M t Margaret Wilson
t Margaret Wilson Sun 406 PMw @ Theme Light, Language Default

Redraw Command

The answer is out there, Neo, and it's lookin.
Zion is under attack!

= at 3:20 AM w @
Mark Johnson :
Then why can't | see what happens to her ~& e,

Jessica Harris

I can feel you now
Sun 406 PM 2 @

And you alone
e Mark John:
Chats and mediz g son

Steve Thomas
Devices S ~
Sun 406 P« @

N — p— O covence (—

The answer is out there, Neo, and
it's looking for you, and it will find

you if you want it to.
DE

John Smith
You disappoint me Mr Andersor
| know that you're afraid, you're afraid




Symbiont App: Two

Symbiont
App

State Merger

Apps In One

ZFFO
2000
3010
30z0
3030
2040
2080
20e0
2070
2080
2050
2040
20ED
30C0
3000
20E0
20F0
2100
2110
3lzo
2130
2140
2150
3160
3170

oo
AF
Zl
70
CI
EE
oo
31
CE
3z
3z
3z
L4
31
1l
12
36
3E
77
23
oo
3C
FF
oo
oo

an
Z1
an
23
1B
ALF
11
CIr
5z
LE
Do
LD
21
CD
an
36
0
T
12
77
2B
2B
oo
an
an

Memory dump

an
F4
50
1B
an
Z1
EE
1F
z2
21
21
43
11
AB
an
Z0
ch
77
10
23
50
53
an
an
an

an
21
11
B
FE
ZC
03
2l
27
cD
AF
2l
56
35
AF
11
EF
13
FC
77
oz
Z0
an
an
an

an
Ch
F0
Bz
53
2l
[WE
a3z
3l
5z
3z
an
2l
1l
Ch
19
43
10
i1
ca
on
an
an
an
an

oo
1F
03
z0
Cia
77
aF
F7?
3E
41
LE
oo
D
Al
33
oo
cz2
FC
Z8
03
oo
oo
oL
oo
oo

an
21
cD
Fa2
3F
it
46
21
s
ch
43
Zz
AR
31
an
12
ol
&
0E
an
1F
an
an
an
an

an
21l
gF
B
30
10
AF
3z
a3z
2k
3z
44
35
cD
B
36
3z
13
ac
BAL
2C
17
an
an
an

an
EB
46
33
FE
FC
3z
Fa
F3
23
LC
21
11
AB
3E
20
i1
Z1
Z1
D2
oA
54
an
an
an

an
2l
Zl
46
3l
3K
Ze
2l
3l
2E
43
22
cF
35
an
19
13
&4
za
an
04
an
an
an
an

an
Ch
an
CL
Ca
13
2l
2K
ch
ol
3z
4D
2l
11
zl
1
Z1l
oo
oo
an
2E
0E
an
an
an

an
1F
52
EZ
an
3z
3z
oz
an
3z
LF
21
o
EiL
-1
L0
a3
11
co
ol
an
an
an
an
an

an
21
11
46
an
FE
4F
3z
47
ZB
43
zl
AR
3l
3l
19
]
z9
11
an
an
ol
an
an
an

an
cD
FF
B
13
2l
2l
ZE
0E
21
3z
an
235
cD
11
1
11
an
aD
a1
z0
an
an
Z0
an

=101 %]

an
23
a7
3E
Fl
Z1l
Z1l
2l
16
2E
LE
ol
11
AB
17
&l
27
2E
ca
a1
2C
an
an
an
an

oo &
46
36
an
11
&0
EE -J
Zl
AF
0a
43
z2
23
35
an
19
an
77
77
a3
2l
a3
an
an

an ;;m

Step 1) Start the
Symbiont App to host
the memory image

Step 2) Move the
memory image state into
the Symbiont App

- Map memory segments

- Merge Java runtimes

- Register draw functions




Interleaved Re-Execution Engine

. .. = Step 3) Initialize the
Obj*' PaSS | Ob.l '* | PaSS ZFFO 00 QO 00 00 00 Q0 00 00 00 OO0 OO0 OO 00 00 00 00 ﬂ
| 2000 AF 21 F4 31 CIr 1F 21 21 EB 21 CD 1F 21 CD 29 4¢ L

3010 EZL OO 50 11 FD O3 CD 8F 46 Z1 00 L8 11 FF 07 36 Inter eave Re- EXchtlon
2020 70 23 1B VB BZ &0 F& CD 98 46 CD E9 46 CDI 3E 00
2020 CI» 1B OO FE &3 Ca 3F 30 FE 31 CA 00 00 18 Fl 0e ™
3040 BEAFZlZC31'?'?2310FC3E1832FE312150J Englne (IRE)
3050 DO 11 98 03 CDr 8F 4& AF 32 Z6 31 3Z 4F 31 Z1 EB

3060 31 CI» 1F 31 3% F7 31 3Z F8 31 3E 03 3Z 25 31 Z1

3070 CB 5% ZZ 27 31 3E 08 32 F9 31 CD 81 47 0E 16 AF
2020 322 DE 31 CD 52 41 CD 95 33 3E 01 3Z ZB 21 2E 02
o 2090 3 DO 31 AF 32 DB 48 3Z DC 48 3Z DF 48 3Z DE 48
. 2040 32 DD 48 Z1 00 00 ZZ 44 21 22 4D 21 Z1 00 01 22
-—_h 30BO0 54 21 11 56 31 CDr A% 35 11 &F 21 CD A2 35 11 282
(oL

Symbiont
App

obj.fld

30C0 31 CD A% 35 L1 AL 31 CD A8 35 11 BA 31 CD 48 35
3000 11 00 00 AF CD 33 00 CD 3E 00 Z1 &6 31 11 17 00 F rm | | m d | d th
30E0 19 36 20 11 19 00 19 36 30 19 36 E0 19 36 &0 19 O a y O e e e
30F0 36 20 CD BF 43 C2 01 32 06 13 21 €2 DO 11 27 00

2100 3E 7€ 77 19 10 FC 06 13 Z1 €4 DO 11 23 00 3E 77 - "

2110 77 19 10 FC 06 Z2 0E 3C Z1 28 DO CD &6 3D C9 77 Inter eaVIn O States aS a
31z0 23 77 23 77 €9 03 00 BA DZ 00 00 01 00 01 01 O3

3130 00 8B 50 0Z 0D 00 1F 3C O& 04 3F 00 00 20 3C 21 . .
3140 3C 8B 53 20 00 00 00 17 54 00 OF 00 01 00 00 O3 fl n It t m t
3150 FF DO 00 00 00 01 00 00 00 00 00 00 00 00 00 00 e aU O a a
. 3160 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00
obj.fld | Pass 3170 00 00 00 00 00 O0 00 00 OO0 00 00 00 00 00 00 00 jJ

obj'.func | Pass

R

obj".fld | Pass
obj.func | Pass

Janeg 1Xajuo)) apod

The Overly Simple Explanation: Transit.ion .rules 9U_id6d by
Live Code outputs to Live Environment & executing instruction
Old Code reads from Old Environment semantics

N
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Interleaved Re-Execution Engine

Interleaved oo Step 3) Initialize the
Re-Execution R R

Englne 3010 21 00 §0 11 FO 03 €D 8F 46 2L 00 §8 11 FF 07 36 InterleaVEd Re-EXeCUtion

3020 70 23 1B 7B BZ Z0 F3 CD 38 46 CD B® 46 CD 3E 00
3030 CI 1B 00 FE 53 CA 3F 30 FE 31 CA 00 00 18 Fl Of ™
2040 BEAFZl2C31'?'?2310FC3E1832FE312150J Englne (IRE)
3050 DO 11 52 03 CD 8F 4& AF 32 26 31 32 4F 31 Z1 EE

30e0 31 CDI 1F 31 3Z F7 31 3Z F&8 21 3E 03 32 25 21 Z1

3070 CB 52 22 27 31 3E 08 32 F5 31 CD &8I 47 OFE 16 AF
2080 32 DE 21 CD 52 41 CD 55 33 3E 01 3z ZB 31 2E 08
2050 32 D3 31 AF 3Z DB 45 32 DC 48 3Z DF 48 32 DE 48
30A0 32 DD 48 Z1 00 00 22 44 31 22 4D 21 21 00 01 z2
J0B0 54 21 11 56 21 CD A2 35 11 6F 31 CDr 4% 35 11 88
30C0O 31 CD A% 35 11 Al 31 CD AS 35 11 BA 31 CD A8 3%
3000 11 00 00 AF CD 33 00 CD 3E 00 21 56 31 11 17 00 - -
F0E0 1% 36 20 11 1% 00 19 36 30 1% 36 50 1% 36 &0 1% Obj*| PaSS l Obj '* | PaSS
30F0 3 Z0 CD BF 48 C2 01 32 06 13 21 &3 DO 11 27 OO0 l

2100 3E 74 77 1% 10 FC 0& 12 21 &4 DO 11 2% 00 2E 77 Obj'func()

2110 77 1% 10 FC 0& &2 0E 3C Z1 Z8 DO CI» 5& 3D C9 77
3lz0 &3 77 23 77 C% 03 00 BA Dz 00 OO 01 00 O1 01 O3
2130 00 2B B0 02 OD 0O 1F 3C DA O4 3E 00 00 20 3C 31
2140 3C 2B B3 Z0 00 00 00 17 54 00 OFE 00 01 00 00 03
2150 FF D0 0O 00 00 01 00 00 00 00 0O 00 00 00 00 o0
3160 00 00 00 00 00 QO 00 00 00 00 0O 00 00 20 00 OO0
3170 00 00 00 00 00 QO 00 00 00 00 0O 00 00 00 00 OO0 jJ

Symbiont
App

obj.fld
TR

<

obj".fld | Pass
obj.func | Pass

obj.fld | Pass
obj'.func | Pass

Jalllegd 1Xaluod sap0o)d

PURDUE




Selective Reanimation

Interleaved
Re-Execution
Engine

Symbiont
App

Memory dump

ZFFO 00
2000 AF

Zl
70
CI
EE

an
Z1
an
23
1B
ALF

an
F4
50
1B
an
Z1

an
21
11
B
FE
ZC

Redraw Command

=101 x]
a0 00 00 00 00 00 Q0 00 00 00 =
21 21 EB 21 CD 1F 21 CD 22 4¢
CDr 8F 46 21 00 55 11 FF 07 3¢
Fz CD 38 46 CD B® 46 CD 3E 00
3F 30 FE 31 Ca 00 00 18 Fl Og
£3 10 FC 2E 18 32 FE 31 Z1 B0 _J
32 26 31 3Z 4F 31 21 EE
Fa 21 3E 03 32 25 31 Z1
Z F5 31 CD &I 47 OFE 16 AF
33 2E 01 2z 2B 21 2E 08
32 DC 48 3Z DF 48 3Z DE 48
4k 21 2z 4D 31 Z1 00 01 22
35 11 oF 21 CD A2 35 11 88
CD A® 35 11 BA 31 CD AS 35
CD 3E 00 21 &e 31 11 17 00
36 30 19 36 &0 19 36 &0 19
32 06 13 21 &3 DO 11 27 00
12 21 &4 DO 11 2% 00 3E 77
ca 77

The IRE monitors the
state transitions and
corrects the execution

App

obj.* | Pass

<
)
&
P
obj".fld | Pass
obj.func | Pass

obj'.func()

Jalllegd 1Xaluod sap0o)d

<

Step 4) Redirect a redraw
command to the Target

obj'.* | Pass

TR

obj.fld | Pass
obj'.func | Pass

CEF

s
o=
o
dlw,
c
trd



Selective Reanimation

Interleaved Memory image app’s draw
Re- EXeCUtIOn 2000 AF 21 F4 31 CIr 1F 21 21 EB 21 CD 1F 21 CD 29 4¢ - | |
Engine £1 00 50 11 FO O3 CIr 8F 46 21 00 &8 11 FF 07 3¢ rOUtIneS natU ra y accesses

70 23 1B VB Bz 20 F2 CD 3% 46 CD B 48 CD 3E 00
CIr 1B 00 FE 53 Ci 3F 30 FE 31 Ca 00 00 13 F1 06

Symbiont Its |
BE &F 21 2C 3L 77 23 10 FC 3 18 32 FE 31 21 50 | ItS Internal data

App

obj.* | Pass : obj'.* | Pass

obj'.func()

serust

[0%0] uint 4 = 132
e,

2= a1,

steuct |
01
[0x4) struct *

[0%4] st
[0x8] uss

(0x20) sermce() [0x10) wint g = 1023
[0x14] usn o,
[0x18] win

foxs) cha:

[0x70] Len

[0x248] struct *

obj.fld
TR

[0x8] uint 2 = 41,

<

struct
[Oxad] struct *,

Redraw Command

obj".fld | Pass
obj.func | Pass

obj.fld | Pass
obj'.func | Pass

Jalllegd 1Xaluod sap0o)d
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Selective Reanimation

Interleaved
Re-Execution
Engine

Symbiont
App

Redraw Command

AF
Zl
70
CI
EE

Memory dump

£l F4 31 CD 1F 21 21 EB 21 CD 1F
00 50 11 FO 03 CD 8F 46 21 00 53
23 1B 7B BZ Z0 F2 CD 38 48 CD EB?
1B 00 FE 53 CA 3F 30 FE 31 Ca 00
AF 21 2C 31 77 &2 10 FC 3E 18 32

serust

[0%0] uint 4 = 132
e,

2= a1,

10841 st
[0x8] uss

[0xa0) struce(]

O signal

Mark Johnson
Then why can't | see what happens to he

[0x8] uint 2 = 41,

[0xa0] struct *,

2

31 CD 89 46
11 FF 07 36
46 CD 2E 00
00 12 FL 06
FE 31 21 50 J

steuct |
0]
[0x4) struct *

[0x10) wint_g
[0x14] usn
[0x18] win

foxs) cha:

[0x70] Len

[0x248] struct *

struct

Memory image app’s draw
routines naturally accesses
its internal data

obj.* | Pass : obj'.* | Pass

obj'.func()

obj.fld
TR

)
S

Jalllegd 1Xaluod sap0o)d

OC‘ p
S

obj".fld | Pass
obj.func | Pass

obj.fld | Pass
obj'.func | Pass
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Selective Reanimation

Interleaved 24 |RE ensures that function

RG-EXGCUtIOﬂ ZFF0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 &
3000 AF 21 F4 31 CD LF 31 21 EB 3L CD LF 31 CD 29 46

Z1 00 50 11 FO 03 CD 8F 46 21 00 5% 11 FF 07 36

70 23 1B 7B BZ Z0 F& CD 98 46 CD B 46 CD 3E 00 Ca S to t e new Canvas are
Cr 1B 00 FE 53 Ca 2F 30 FE 31 Ci 00 00 13 F1 06

BE AF 21 2C 31 77 23 10 FC 3E 18 32 FE 51 21 50 |

=~ directed to the live GUI

AF

- | system
Ez

g8
35
o obj.* | Pass : obj'.* | Pass
ag

Symbiont
App

.’ Signal

obj'.func()

Mark Johnson
Then why can't I see what happens 1o her «”

31E0 E3 7?7?23 7 3 03 00 B Tz 00 00 0l _0n
3130 00 8B 50 02 OMQQO

3140 3C 8B 53 Z0 00
3150 FF DO 00 00 00 N
3160 00 00 00 00 00 fomab] i
3170 00 00 00 00 0o

[0%0] uint 4 = 132
[0%8] strusts,
2= a1,

steuct |

] woids = Ox0
[0x4) struct *

[0xa0) struce(]

foxs) cha: . “Anrsia”

iqo

[0x70] Len

[0x248] struct *

obj.fld
Pl

[0x8] uint 2 = 41,

S

struct
[0xa0] struct *,

Mark Johnson

e obj'.fld | Pass
obj.func | Pass

obj.fld | Pass
obj'.func | Pass

Jalllegd 1Xaluod sap0o)d

CEF

i,
S
:. t::,

C

es




Selective Reanimation

| nte rI eaved Memory dump =101
Re-Execution o opannrrnngnareaay A The newly filled Canvas is

£l 00 50 11 FO 03 CD BF 46 21 00 58 11 FF 07 36

70 z3 1B 7B Bz 20 FE CD 98 46 CD E9 46 CD 3B 00 .

Ch 1B 00 FE 53 Ca 3F 30 FE 31 Ci 00 00 18 FL 06 re n e re t e Ive

BE AF 21 20 31 77 23 10 FC 3E 18 32 FE 31 21 50

B

» | system and saved

0g
43
ZE
88
35
I obj.* | Pass : obj'.* | Pass
an

Symbiont
App

° Signal

obj'.func()

Mark Johnson
Then why can't I see what happens 1o her «”

steuct |
[0x0] void* = Ox0

1 uint 2 = 41, [0x4) struct *

[0xa0) seruce() (0x10) usne_s
[0x14] uint 4 = 0,
[0x18] wine d = 616

atrue
[9%0] woid® = UxEases0,
foxs) cha: 69€930, “Androia”

[0x70] Len

"

obj.fld
TR

© signal _ . :O
Matrix .
The answer is out there, Neo, and it's lookin... I (@)
. Mark Johnson I 8_
6 Then why can't | see what happens to her «# I D
. %?‘ss\c.a Ha‘rris ) - _ I Q
Margaret Wilson D
Mark Johnson . . . )
LR e & obj.fid|Pass  |E  obfid|Pass
obj.func | Pass @  obj'func|Pass
- | |
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Selective Reanimation

| nte rI eaved Memory dump =101
Re-Execution o opannnrnnanareany Al This process repeats for

£l 00 50 11 FO 03 CD BF 46 21 00 58 11 FF 07 36

70 z3 1B 7B Bz 20 FE CD 98 46 CD E9 46 CD 3B 00 .

Ch 1B 00 FE 53 Ca 3F 30 FE 31 Ci 00 00 18 FL 06 eaCh re IsterEd draW
BE AF 21 20 31 77 23 10 FC 3E 18 32 FE 31 21 50

B .
21

= | routine
08
48
22
g8
25
oo A s A

la obj.* | Pass : obj'.* | Pass
an

Symbiont
App

o Signal

obj'.func()

Mark Johnson
Then why can't I see what happens 1o her «”

steuct |
[0%0] void* = Ox0

[0x8] uint 2 = 41, [ont]  meemt *

(0xa0) serucell (0x10) uine s = 1423,
[Ox18] usnt s = 0,
(Ox18) uint 4 = §i6

atrue
[9%0] woid® = UxEases0,
foxs) cha: 69€930, “Androia”

[0x70] Len

e cce

< Matrix a F Settings < Enter name or number

SMS and MMS , Ashley
; 2 A
Off
zations Jessica Harris
Notification 92% J .

&% Updated the group.
Matrix
The answer is out there, Neo, and it's lookin...
Zion is under attack!
Mark Johnson Sat 520 AM o @
on

Then why can't | see what happens to her «#
3 Privacy John Smith
Jessica Harris P -
rassphrase on, Screen security on
Choice is anillusion created between this w...
I know that you're out there Appearance M t Margaret Wilson
Sun 406 PM 2 @ Theme Light, Language Default

| can feel you now
John Smith Sun 406 PM ~”
You disappoint me Mr Andersor

Mark Johnson
Then why can' | see what happens to her &

S Mark Joh
Chats and media e ark Jehnson

ol
1 s Steve Thomas
0bj @

| know that you're afraid, you're afraid

of us
s (

Devices

:DEﬂE'IT.-'fId

Advanced

| | | I The answer is out there, Neo, and |

it's looking for you, and it will find
0.

° ©@ send signal message a @




Breaking The Case Wide Open!
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Evaluation
15 Apps on 3 "Suspect” Devices: HTC One, LG G3, Samsung Galaxy S4

App Screens Ground Truth Byte Code Inst. New Java New C/C++

Recovered | (lower bound) Re-Executed Objects Structures

Calendar 6 6 197316 732 102642

Cha Average of: 584587 2091 266965

-l Con 41,078 Byte-Code Instructions, 150847 723 71578
c ©

o loulll Fac 382522 1451 95516
v =

= g Gm 235973 929 129804

" Instag 86829 433 42037

Messaging £ £ 93971 287 45085

TextSecure 7 8 231891 924 98571

WhatsApp 6 6 321229 1571 104213
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Case 1: WeChat (And Others) Deleted Messages

Screen -4

WeChat Q

Aristotle

It is the mark of an educated mind to

Plato
u have added Plato as your WeChat

Sigmund freud

Allegory of the cave

ou invited Sigmund freud, Aristotle, S

Ancient greek friends

That which does not kill us makes us

Socrates
If you gaze long into the ab

Peru Trip

You changed the group name to "Peru

Invite friends to join WeChat

et @

+

-

Screen -3

& Aristotle 2

There are no facts, only E
interpretations

g,‘v We are what we repeatedly do.
Excellence, then, is not an act,
but a habit.

How shall we comfort E
ourselves?

It is the mark of an educated
mind to be able to entertain a
thought without accepting it.

) © (+

Screen -2

Screen -1

Copy

Forward

Favorite

Recall

Translate

Delete

More...

Without music, life would be a
mistake

Screen 0O

< ChatInfo

Sticky on Top )
Mute Notifications )
Chat Files

Background

Search History

Clear Chat History

Report

From LG G3 Device




Case 2: WhatsApp Background Update

Screen -2 Screen -1 Screen 0 Screen +1

Screen -3

Screen -5 Screen -4

WhatsApp

{© WHATSAPP CALL

WhatsApp

Ironman

[ronman

CALLING

YESTERDAY

YESTERDAY

CALLS “HATS CONTACT o Help

We create our own demons We create our own demons

Matrix weekend! 713PM

Ironman o . " . = .
Matrix 2 today? Captain America: Big man in a suit of

¢ Just now, 7:13 PM = Profile Captain America: Big man in a suit of

@B 0O®

armor. Take that off, what are you?
Me: Genius, billionaire, playboy,

armor. Take that off, what are you?
Me: Genius, billionaire, playboy,

619 PM hilanthropist. hilanthropist.
M?rg??ﬂﬁe?egirh Account Mc(\)rfa? Freeman 19P) p P p p
. ISt now, ) Y a
‘ ' ’ cokay Our mutual friend had the flair for the Our mutual friend had the flair for the
dramatic 5 PM & dramatic 5 PM &
Ironman Chats and calls DC vs Marvel 511PM

7 Just now, 7:13 PM

Bruce Wayne
2 Just now, 7:12 PM

Morgan Freeman
7 Just now, 7:12 PM

Ironman

7(2) Just now, 7:12 PM

Notifications

Contacts

0 o &

You created group “DC vs Marvel”

Hollywood 510 PM

You created group “Hollywood"

Ironman 3:33 AM

We create our own demons

Leonardo Dicaprio 3:32 AM

Gentleman, you had my curiosity, but

You silver tongued devil you?

Is it better to be feared or respected? |
say, is it too much to ask for both

We create our own demons

From Samsung Galaxy S4 Device

You silver tongued devil you?

Is it better to be feared or respected? |
say, is it too much to ask for both

We create our own demons

Ironman Dr. King Schultz /7 Bruce Wayne 3:55 AM

¢ (2) Just now, 7:12 P! Do you bleed? You will! TODAY
This is not your username or pin. This name Is it better to be feared or respected? |
will be visible to your WhatsApp contacts 9

say, is it too much to ask for both

- ©
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Conclusion

RetroScope represents a new paradigm of spatial-temporal memory
forensics for app GUI screens

RetroScope’s novel IRE selectively reanimates an app’s screen
redrawing functionality without any app-specific knowledge

Recovers visually accurate, temporally ordered screens (ranging from
3 to 11 screens) for a wide variety of privacy-sensitive apps
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Thank you!
Questions?

Brendan Saltaformaggio
bsaltafo@cs.purdue.edu
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Privacy Implications of RetroScope?

The privacy-sensitive apps are not broken, per se
- Unlike disk or network, memory is assumed private
- Little incentive to “protect” memory
- E.g., Malware in your app’s memory = all bets are off

RetroScope is just emulating the standard behavior of Android
- Todisrupt RetroScope would also hinder an app’s ability to draw screens
- Encrypting memory doesn’t work because RetroScope would reanimate the decryption logic

- Privacy vs. Usability
- E.g., Zeroing data would require getting it back in order to redraw (slowing down the Ul)

Citizens’ privacy is protected by strict legal protocols and regulations (see [9,21])
- Search warrants & strict chain of custody documentation prior to performing “invasive” forensics
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