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What are the relationships between 

PUP and malware?
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How many users are affected by 
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How many PPI services?

What type of PUP is advertised?
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Pay-Per-Install (PPI) Ecosystem

Country PPI (Avg.) Malware PPI (Avg.)

United States $1.30 $0.11

United Kingdom $0.80 $0.16

Australia $0.40 $0.13

Canada $0.40 $0.09

France $0.28 $0.06

Malware distribution through malware PPIs can be up to 
an order of magnitude cheaper
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Build publisher graph to captures who-installs-who 
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Build publisher graph to captures who-installs-who 
relationships among PUP Publishers

Identify the prevalent PPI services and advertisers 

Contributions

Measure PUP prevalence and its distribution through PPI 
services 

Examine PUP-Malware relationships



Comparison with Simultaneous Work

8

 Complementary works

 Bottom-to-top compared to top-to-bottom approach

4

PPI Adv.

SW

PPI

Measure-

ments

Safe

Browsing

data

23 

PPI

77

Adv.3.9M

PUP

Prev.

WINE Dataset



Comparison with Simultaneous Work

8

19 months

(Jan ’13 – July ‘14)

12 months

(Aug ’15 – Jul ‘16)

 Complementary works

 Bottom-to-top compared to top-to-bottom approach

 Analysis period

4

PPI Adv.

SW

PPI

Measure-

ments

Safe

Browsing

data

23 

PPI

77

Adv.3.9M

PUP

Prev.

WINE Dataset



Comparison with Simultaneous Work

8

19 months

(Jan ’13 – July ‘14)

12 months

(Aug ’15 – Jul ‘16)

 Complementary works

 Bottom-to-top compared to top-to-bottom approach

 Analysis period

 Geographical coverage

4

PPI Adv.

SW

PPI

Measure-

ments

Safe

Browsing

data

23 

PPI

77

Adv.3.9M

PUP

Prev.

WINE Dataset



Datasets

11M reports of malicious/undesirable software

9



Datasets

11M reports of malicious/undesirable software

142K signed malware and PUP (binaries & clustering families)
Malsign dataset 

[Kotzias et al. CCS ’15]

9



Datasets

AV telemetry from 3.9M real Windows hosts

8B events for 19 months (Jan ‘13 – July ‘14)WINE Dataset

11M reports of malicious/undesirable software

142K signed malware and PUP (binaries & clustering families)
Malsign dataset 

[Kotzias et al. CCS ’15]

9



Datasets

AV telemetry from 3.9M real Windows hosts

8B events for 19 months (Jan ‘13 – July ‘14)WINE Dataset

11M reports of malicious/undesirable software

142K signed malware and PUP (binaries & clustering families)
Malsign dataset 

[Kotzias et al. CCS ’15]

9

Parent

Downloads

Uncompress
Child



Focus on signed executables  Digital signatures allow attribution of software publisher

Properly signed executables flagged by AVs are predominantly PUP [Kotzias et al. CCS ‘15]

Identify PUP Publishers

10



Focus on signed executables  Digital signatures allow attribution of software publisher

Properly signed executables flagged by AVs are predominantly PUP [Kotzias et al. CCS ‘15]

Identify PUP Publishers

11M
hashes

10



Focus on signed executables  Digital signatures allow attribution of software publisher

Properly signed executables flagged by AVs are predominantly PUP [Kotzias et al. CCS ‘15]

Identify PUP Publishers

11M
hashes

Query

VT

10



Focus on signed executables  Digital signatures allow attribution of software publisher

Properly signed executables flagged by AVs are predominantly PUP [Kotzias et al. CCS ‘15]

Identify PUP Publishers

11M
hashes

Query

VT

Filter:
- Benign samples

- Invalid signatures

11M
VT reports

10



Focus on signed executables  Digital signatures allow attribution of software publisher

Properly signed executables flagged by AVs are predominantly PUP [Kotzias et al. CCS ‘15]

Identify PUP Publishers

11M
hashes

Query

VT

Filter:
- Benign samples

- Invalid signatures

11M
VT reports

Extract 

Publishers 

(Digital signatures)

2.5M
VT reports

10



Focus on signed executables  Digital signatures allow attribution of software publisher

Properly signed executables flagged by AVs are predominantly PUP [Kotzias et al. CCS ‘15]

Identify PUP Publishers

11M
hashes

Query

VT

Filter:
- Benign samples

- Invalid signatures

11M
VT reports

1.4K
PUP

Publishers Extract 

Publishers 

(Digital signatures)

2.5M
VT reports

WINE events that

parent/child in

Publisher list

10



Focus on signed executables  Digital signatures allow attribution of software publisher

Properly signed executables flagged by AVs are predominantly PUP [Kotzias et al. CCS ‘15]
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PPI Ecosystem

 How many PPI services exist?

 What type of PUP is distributed?

 PUP – Malware relationship?
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 How is PUP distributed? 
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 3/Top 5 most popular PUP 
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 12 other PPIs not seen:

 Not popular or gain popularity later

 Distribute unsigned bundles

 Resellers
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PUPs are generally installed by other PUPs 
74% are 
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26% are 

PPI services

PPI services play an important role in the 
distribution of PUP
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PUP - Malware Relationship

 Challenge: Accurately label malware in WINE dataset

 Selected 70 popular malware families (e.g., zbot, zeroaccess, reveton, virut, sality)
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Examples: 

 Perion Network dropping Zbot, Shylock trojans

 InstallBrain downloading Mevade/Sefnit as reported 
by TrendMicro 

Does malware download PUP?

Malware distribution seems disjoint from PUP distribution
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 Birds-eye view of the PPI ecosystem

 24 PPI services that distribute 26% of all signed PUP 

 77 advertiser clusters (mostly BAO) that monetize in various ways

Summary

 Malware distribution seems disjoint from PUP distribution

 54% of 3.9M real hosts examined have PUP installed
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