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Pay-Per-Install (PPI) Ecosystem

Country PPI (Avg.) Malware PPI (Avg.)
PPI Service United States | $1.30 $0.11
United Kingdom | $0.80 $0.16
Australia $0.40 $0.13
Affiliate Canada $0.40 $0.09
Publishers France $0.28 $0.06
Target Malware distribution through malware PPIs can be up to

an order of magnitude cheaper
Hosts J P
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Focus on signed executables - Digital signatures allow attribution of software publisher
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How 1s PUP distributed?
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signed parents

14% are

PUP parents

PUPs are generally installed by other PUPs

0)
Zp% are PPl services play an important role in the
PPI services distribution of PUP
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Does PUP download malware?
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download events

Examples:
[ Perion Network dropping Zbot, Shylock trojans

 InstallBrain downloading Mevade/Sefnit as reported

by TrendMicro

Does malware download PUP?
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download events
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Malware distribution seems disjoint from PUP distribution
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Summary

0 54% of 3.9M real hosts examined have PUP installed g,g i

] Birds-eye view of the PPl ecosystem
2 24 PPI services that distribute 26%0 of all signed PUP

/7 advertiser clusters (mostly BAO) that monetize in various ways

1 Malware distribution seems disjoint from PUP distribution

23



Measuring PUP Prevalence and
PUP Distribution through
Pay-Per-Install Services

Platon Kotzias, Leyla Bilge, Juan Caballero

| dea j

Symantec.



