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Collaborators



3rd-party components used commonly

http://www.appbrain.com/stats/libraries/social

http://www.appbrain.com/stats/libraries/social


3rd-party components commonly used
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Goal

app store operators, security researchers 

at runtime



Key findings

2.7x

ad component 

Facebook Connect 





Example



Why not using Monkeys?
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Our approach



Brahmastra vs. Monkeys
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Execution Planner
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Execution Planner
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Methodology



Hit rate



Test speed





COPPA



Test goal



Test procedure



Results: types of personal 
info. collected by landing pages

Information Type % apps

Home Address 26% 

First and last name 79%

Online contact 42%

Phone number 7%

TOTAL 80%



Results: child-inappropriate
content in ads
Content Type % apps

Child Exploitation 3%

Gambling 1%

Misrepresentation 7%

Violence, weapons or gore 2%

Alcohol, tobacco, drugs 2%

Profanity and vulgarity 0%

Free Prize 26%

Sexual Content 13%

TOTAL 36%





Summary

ad component 

Facebook Connect 



Questions?


