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Internet censorship is regularly 
measured
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Test lists are used as input

• Manually curated


• Citizen Lab Block List


• Automatically generated


• Darer 2017, “FilteredWeb”


• Sfakianakis 2011, “CensMon”


• Crowdsourced


• Herdict


• GreatFire.org
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http://GreatFire.org


However, these lists are…
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Not frequently updated

• Manually curated:


• CLBL has 8 commits in 
past 3 years


• Automatically generated:


• CensMon published in 
2011


• Crowdsourced lists limited 
to what users submit
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Not all publicly available

• FilteredWeb


• We were shown the 
results for validation


• CensMon


• Complete block list from 
Chinese government
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Mainly focused on English websites

• CLBL has limited # of 
China-specific websites


• Mostly human rights orgs


• FilteredWeb doesn’t parse 
Chinese websites
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Our contributions

• Large, up-to-date, publicly available list of censored 
domains in China


• None of these websites are in the largest blocklist


• Qualitative analysis of China-specific websites


• Pull-request into CLBL (in progress)
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– Open Observatory of Network Interference

“Censorship findings are only as 
interesting as the sites and services 

that you test.” 
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https://ooni.torproject.org/get-involved/contribute-test-lists/


So.. what are we missing?
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Our approach
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Our approach
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What do we mean by “phrases”?

• We use “n-grams” of Chinese words/phrases as 
search terms


• Example: “Chinese human rights violation”


• Bigrams: Chinese human, human rights, rights 
violation


• Trigrams: Chinese human rights, human rights 
violation
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What do we mean by “phrases”?

• However, because Chinese is written without spaces, 
word boundaries are probabilistic


• Example: “特 ⾸首”


• Bigram translation: Chief executive


• Unigram translations: Special, first


• We use whatever phrases Stanford CoreNLP outputs
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Our approach
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Our approach
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Our approach
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Our approach

 22



Our approach
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Finding #1: Blocklists are incomplete

 24



!25



!26



!27



!28



!29



Finding #2: Many unpopular websites 
are blocked
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Finding #3: Political phrases are very 
effective as search terms
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Finding #3: Political phrases are very 
effective as search terms
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Finding #3: Political phrases are very 
effective as search terms
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Future work

• Add support for other languages to find censored 
websites pertaining to other countries


• Measure churn; do additional websites become 
(un)censored over time?


• Compare results across search engines
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Conclusion

• We built a large, publicly-available, culture-specific 
list of censored domains in China


• It is important to keep testing lists up to date to 
understand how censorship in a given country 
changes over time


• https://github.com/ahounsel/auto-blocklist
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