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Test lists are used as input

* Manually curated

* Citizen Lab Block List
 Automatically generated

* Darer 2017, “FilteredWeb”

e Sfakianakis 2011, “CensMon”
 Crowdsourced

* Herdict

* GreatFire.org
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http://GreatFire.org

However, these lists are...



Not frequently updated

* Manually curated:

e CLBL has 8 commits in

past 3 years

* Automatically generated:

* CensMon published in

2011

e Crowdsourced lists limited
to what users submit

Commis on Sep 28, 2017

Mearge remota-tracking branch 'origin/master' into add/bbc-urls

hellais cormmitlext on Sep 26, 2007 -
Commits on Sep 12017

Updated CN and CU test lists
. agrabeli authvres and hellais commilled on Aug 31, 2017

Commits on Jul 19, 2077

Add bbc websites to the various country test-lists
. agrabeli comeritted ¢ Jul 19, 2071/ X

Commits on Feb 9, 2017

Lint the testing lists

hellais committec on Feb 9, 201/

Update all cateqgory codes to new schema
hellais committec on Feb 9, 2017

Commits on Oct 15, 2015

Removing china.nrdc.org, no longer exists.

Flarbleglarble committec on Oct 15, 2075

Commits on Mar 19, 2015

Re-run fix-columns script

haollais committen on Mar 19, 2015

Commits on Mar 9, 20'5

Add the fields ‘date_added’, 'source’, 'notes’ -



Not all publicly available

* FilteredWeb

e \We were shown the
results for validation

e CensMon

* Complete block list from
Chinese government




Mainly focused on English websites

* CLBL has limited # of
China-specific websites

* Mostly human rights orgs

* FilteredWeb doesn’t parse
Chinese websites

UNITED NATIONS
HUMAN RIGHTS

OFFICE OF THE HIGH COMMISSIONER



Our contributions

e L arge, up-to-date, publicly available list of censored
domains in China

* None of these websites are in the largest blocklist
e Qualitative analysis of China-specific websites

e Pull-request into CLBL (in progress)



“Censorship findings are only as
Interesting as the sites and services
that you test.”

— Open Observatory of Network Interference



https://ooni.torproject.org/get-involved/contribute-test-lists/

S0.. what are we missing?
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¢ We welcome all truth seekers 1o contact us. Search Q /7 B 7. Language Switch
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CHINAWORKER INFO -

COMMITTYIEE FOR A WORKERS

INTERNATIONAL -

search...

CHINESE SECTION

HOME ABOUT US NEWS ¥

THEORY ¥ DONATE! STORE

LINKS ¥ JOIN US R v

Hong Kong: Banning
of political party
marks serious
escalation of political
repression

3weeks ago

Tiny Hong Kong National Party is being nsed as a
test case for a wider political crackdown

China: Problems are piling up for
Xi Jinping
A A M M Thesystem of world capitalism

faces an unprecedented crisis and
turmcil in international relations

July 13, 2018, 12:2) pm

Hong Kong: 50,000 march to
“end one-party dictatorship”
Lower nurmbers reflect need for
clear strategy of mass acticn against
authoritarian rule

Hong Kong's June 4 vigil: What
did the ‘student boycott’
achieve?

B Yetagain Hong Korg organisec a
» powerful act of defiance on 1989
masszcre anniversary
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SUBSCRIBE SOCIALIST MAGAZINE
ENGLISH.

TSSUN A0« SUMPIER 20411 » FRCLIM LANCIUCE ENTYON - €) S0

WORKERS' UNITY AGAINST DICTATORSHIP

Socialist magarire can be ordered from
soaalist.hk@gmail.ccm
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Recomumended audio and video

7129 AV-IRVINE Taiwen Overscas Network and Wang Mingzhe

7129 AV-IRVINE Tawzan Overseas Network and Wang Mingzhe

8/4 Saturday Sult Take City - Wang Mingzhe music master
whirlwird; Tarwan overscas network

8/% Porland--Warg Mingzhe’s music performunce benquet;
Taiwan s overscas network entreprencurship

8/12 Vancouver--Wang Mingzhe music singing feast

Cao Changging: The taree strategies of President Tsai Ing-wen
are great! Ye Junrong 18 incomopetent

®11 Mornmg-Seattle-Wang Mingzhe Concert & Taiwan

Search for

Overscas Netwerk

Cao Changging: [ have t2n reasons for Guo Wengul! (video +
tex: draft)

[Palitical ard ecenomical 10 see people] Trump told Tsai [ng-wen
now 1o be president; XiJinpirg is @ pscuco-persen

EBig Age 15-21 episode

2018 8 4 'Politica’ and Economical \'lec]

AT F I L Ay Nl 4 . " ree . ¥

_ 9 Overseas
® Cottural 18> Network Spec:clmovement

[ER| [ wEe | eEe | s | o | | eoms | | s |

@ Taiwan rews O Commen: column & US News O Comrunity news O intematonal News O China News O economic news O sports news & Technology news O

9 Ar 2 Tecanclogy

Finznce

Taiwan news

¢ Taiwan Urired Natlons Association for Advancemen:
* How wend the Chinese defeated exile group
(Republic of China)

»  Ye Wunghui: If Chizng Kai-shek volunterily
withdraws from the United Natiors, the Unitec States
will Lot

+ 30 years ago, the Tuwarese took care of [ let this

Ado Tsae "Amencze A Hn

+ [n the management of the government, greedy Chea
Shimeng’s tip-ead Zhou Ji: reversing the sight and wrong
» China’s bally Yadong Qingyun, why can’t the
Kuominteng cand:daes scream?

» Doa'tlike *Chinese Taiper'? In Fact, the Kuoominlang
rejectec the intarnational nuclear

»  Wang Mingzhe, July 29, Irvine Taiwan Christ Elder

+  Chnan Ma Yine-icon irterxds 1o fight for annthe- bie
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Constitutional rights, happy life

Home  Constitutional rights

Returning to the country
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»>» More Talk essays

» Fang Zhenghu went to Shangjiyuan Zhouz...
» Citizen Supervisory Group’s 10th blocked ...
. The 8th notice of the citizen supervision gr...

» Notice of the 5th time that the civi rights ..

» Feng Zhenghu went to Suzhou to sweep th..

+ Feng Zhenghu sent a letter to Li Qang for ...
» Feng Zhenghu sent a letter to LI Qiang for ...

English :I

Miscellaneous essay

Hard work

- The 10th blocked notice of the essay

- Litigation case

- Miscellaneous e2ssays
- The painstaking work of

- The painstaking work of the

- The painstaking work of

Civil rights

Tiger documentary Litigation case

Feng Zhenghu went to
5 alil: 27
citizenshi...
guard Feng Zhenghu's financial ...

Announcement of the 8th bloacked notice of the es...

- Miscellaneous essays to protect the civil rights |...

Feng Zhenghu went to Su. ..
Feng Zhenghu’s haircu..

- Li Zhengzheng and others sued Cui Yacdong, Presi..

illegal police escort...
The painstaking work of Feng Zhenghu was ille...

Feng Zhenghu was det...

»>> More Constitutional Rights

- Feng Zhenghu's clection for the Shanghai People's ...
- The opening of personal infarmatian of the National ..
- Who can find the NPC deputies in China? (March 4, ...
- Establish legal autherity and abol'sh "black jails®

- What should China’s NPC deputles do?

- Who can find the NPC deputies in China? (March 6, ...
. Constitutional rights
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What do we mean by “phrases”?

e We use “n-grams” of Chinese words/phrases as
search terms

e Example: “Chinese human rights violation”

e Bigrams: Chinese human, human rights, rights
violation

e Trigrams: Chinese human rights, human rights
violation

17



What do we mean by “phrases”?

e However, because Chinese is written without spaces,
word boundaries are probabilistic

e ml |

e Example: “45

e Bigram translation: Chief executive
 Unigram translations: Special, first

 We use whatever phrases Stanford CoreNLP outputs

18
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THE STORM MEDIA

nNews v cocmment * life v Special topic * New news | am artichoke Hard to resist
Exclusive Wu Tong commits Taiwan.. Emperor's fear of eating evil fruit? US experts: China can't

latest news : . - :
~ - Wu Tong commits Jaiwan.. Emperor's fear of eatingevil?

In the middle school, "Roric
6th Bure2au has no
responsibility to lose the Lions

10 to 6 defeat."
Mzaoxun 2018-08-10 23:4¢

Trump has approved the

"chain in’l[lligl"dliﬂll". The fea ' Of eat"’.‘&vll frUit, A‘a

parents of the Yue are % v x5

naturalized as US citizens. 4, Chdlanp FE_SUle tariff ¢annon.. Xi Ba only lefl the bea Len part"

2018-D8-10 23:00 6.! onsulta gk Wﬂlb'de _’1“ EC@IEIWET. T ' ¥ r
Ne » \\
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(Faguang RFI Hill) The Weizheng Dasi Temple in Tongxin County, Ningxia Hui Autonomous Region, was triggered by the
local government’s order to dismantle the temple and the police confrontation with the temple and the suppression.
Thousands of people have vowed to defend the mosque, and the police who have to execute the order today must have a

bloody crisis.

According to a report by the Beijing-based reporter Haike, the Huizhou Great Mosque in Tongxin County, Ningxia Hui
Autonomous Region was threatened with demolition and caused thousands of Hui people to defend. The mosque was
recently renovated and expanded. A total of nine mosques have a new round of domes, and the official allegations of illegal

construction of the mosque were ordered to be dismantled.

Chinese authorities are increasingly restricting religious supervision. The just-concluded National Religious Association
meeting not only requires religious flags to fly the national flag, but also in the hall where the believers pray, and also hangs
the axe and the Communist Party flag. But so far, the Hui people are slightly different from the Xinjiang Uygur residents,
and they can still pray for relatively loose prayers. However, the Ningxia authorities ordered the rectification of the

Weizhou Great Mosque, which was considered by the local Hui people to be a sign of the knife.

‘T'he local party and government departments all pointed out that the illegal buildings of Weizhou Dazhen ‘I'emple in
Tongxin County of Ningxia Hui Autonomous Region were not allowed to persuade the local Hui people. Because the mosque
was rebuilt for a long time, it was not accused by the government, and no government department allowed it to rebuild. It is

impossible to start work on the project.

Residents of the Huizheng Temple in Weizhou, Tongxin County, Ningxia Hui Autonomous Region, said that they still

support the government's policies. The slogans not only support the Chinese Communist Party, but also support the unity

- .. - - . .. - . . . - L o
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China News

English | China | 1§

Contact US Archive

NEWS

Russian PM warns further sanctions by

US weuld b2 'act of economuc war’ -

Scmp

NEWS

South Vietnam to experience electricity

shortages - en.gmw.en

NEWS

Former Malaysian Prime Minister Najib
Razak will go on trizl in February, facing

charges of financial corruption - Semo

NEWS

China helps Russia thwart US bid to

NEWS

Teiwan ¢ CPI climbs 1.75 petin July -

en.gamw.cn

NEWS

3 916 Chinese schools identified] s
specialist schools in youth foo:ball -

e0.Mw.cn

NEWS

US fears over ‘unprecedented opponent’
driving trade war, Chinese state media

52yS - Semp

NEWS

Judge to rule next week on injuncticn bid

* Does Mount Everest’s record wet summer point 1o a ‘profound change’ in the Eerth's

climate? - somp
* 2018 Shanghai Iseac Stem International Violin Competition Launcnes - Asis Tuday

* Prolesl by Chirese Hui Muslims al Weizhou Grand Mosque goes on as sides seek

compromise - szmp
* Pachinko king Kazuc Okada denigs charges in Fong Kong arresl- senmp
* 'Asian August’ comes to Hollywood but will it last? - scup

* Brignt incustry outlook echoec by positive exhibitor recruitment at SPS - Industrizl

Automation Fair Guangzhou - Asia Today

* Ecoclean: The cheice of the right cleaning technology decides Solvents are often a

supenor altermative in terms of cost efficiency anc sustainability - Asia Today

* “Jus! lell me why my lalher died." Daughler of dead securily guard lashes oul al Hong

Kong gavernment for icncring his family in their time of grief - scmp

* Chinese corruplion inquiry finds USS39 million in cash al homes of ex-boss of

Huarong Asset Management - scro
* How Can a Small Business Sell Overseas - asis 7ocey
* In vaccination push, 184 Hong Kong primary schools to give free flu jabs - scip

* Cambodian PM Hun Sen's Facebook page was hacked (o give away seals in
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Find what's happening on Plurk.

DEERINGTON Don't torgzt that

FitteenStrangers [ 1Quick Attendance Check] we |
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Finding #2: Many unpopular websites
are blocked
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PRANEESE

Home

news

Anime game

Eook lidrary

Theme pavilion
Vicrid Pseuco-base
Rancom page
Fecenl changes

Station 3ervice
Ingtructions for use
Editing manual
community
forum
Voting area
Destriction report
Comments and
suggestions

Toobox
Link ta this paje

Related page revision
rcoord

Specizl page
Printable version
Static link

Page information
Mzjer centributer
Quole this page

nther anrnarac

Orthodox Chinese discuss read View source code View

N . B ~PBLRAEESE | FEFRMRIERE - AEN - A2 F - BAIF¥ . AN MRITE «
;%i, ERAEOLBRENSRET  STREENAS  BERXOTNALN  iARBAXREN—HF -
- BAMAESEEAL . REAOBRATRLES -

RR2016EMNAATE » REXIEN K. - B8: - 24 SSLTPMANEE YIS EEREE 5
Home

Pseudo-cbjective , oseudo-fair , pseudo-fiat , pseudo-academic , special purpose sarcasm

Pseudo-base

Everyone can edit the spoof encyclopedia
Therz are 6,567 bug entries

Pecple | Humanities | History | Social Sciences | Social | Geography | Nature | Science | Technclogy | Exhibiticn | Mc

1z Featured entry . news

« Tao Yuanming e On July 31, tre Public Security Bureau caught
Tac Yuanming, the world's most famous [l \riter, the world's poorest writer, once which is famous for its rumars, recently promulgat
served as a small offc al, resigned because of dissatisfaction with official culture [N buria' and cremation. Itis not only consicered to b

I but even an incident in which the squadron forcibl

pr—— protest against the government’s push for cremait
was burned cown by the villagers [
« On July 26, popcorn exploded? @ Al one o'cloc
lime, the US Embassy in Beijing , China , was alla
white powder, and the ground was full of broken g
glass wzs full of heart, showing the last piece of pi

« XiJinping
Or abide by the buns , the master of the common horrcr empire
Qingfeng emperor, referred to as Xi Di, surname Xi Wei Wei Ni, the

full name of the curfew evaluation. It was inauguratec in the Western
ralendar year, and was the chairman cf the Central Committee of the

Communist Party of China and the Chairman cf the Central Military
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Islam Question and Answer

General Supcervisor: Sheyxh Muhammad Saahh al-Muna)jnd

© Cheek out the new version of [slam Q& A

< New Fatwas /) i

% He left Makkah before doing the tawaaf and sa'i of Hajj. CeditCe et

Fri 28 DAQ 143G - 10 August 2018

% If someone reaches Makkah at Zuhr on the day of ‘Arafah and goes out to 'Arafaat and does not do f| Ie
tawaaf al-qudoom (tawaf of arrival).

% Is it prescribed to kiss the Black Stone without doing tawaaf?.

% He formed the intention to do sa'i during the first lap.

% Should a bald man who has no hair pass a razor over his head?.

it &

% When he reaches Muzdalifah he should pray Maghrib and ‘Ishaa’, putting them together at the time
of the carlier or later prayer.

Categories Articles & Books
% Do they have to stay in Mina after stoning the Jamaraat on the 13th of Dhu’l-Hijjah?.
% He is not surc whether he threw six or seven pebbles when stoning the Jamrah on behalf of someone 0 P
else. -
Introduction to Islam New Fatwas

% Is it permissible to take stones or carth from Muzdalifah or from the Haram?.

% She was not sure how many circuits of tawaaf she had done, and she did another circuit after one
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Southern Mongolia Congress

)

ABCUT SOUTHERN MCNGOLIA CONGRESS REPORT ON HUMAN RIGHTS SITUATION IN SOUTHERN MONGOUA THE CCURSE OF ACTION

THE POUTICAL PLATFORM OF SOUTHERN MONGOLIA CONGRESS

A united organization
Working for
southem Mongolian

democracy and

freedom

'rom soutTmongal'a.org...

CTHERS

SITUATION CF VIOLATION OF UNITED NATIONS CONVENTION
ON THE ELIMINATION O= ALL FORMS OF DISCRIMINATION IN
PEOPLE'S REPUBLIC OF CHINA

- A ™

a E3BLCGADMIN O AUGUST *,2012 % NC COMMENTS

O igingl: I'ips//bintzimetohdhr.org/ ayouts/UeatyLodyexernal
/Deownlozd.aspx?symbolro=INTYR2ICZRDWZINGC%2tCHNI2t31 733&Lang=en Situation ot Viclation ot
Lnitec Nations Ccnvention on the Elim naticn of All Forms of Discrimi~ation in Feop €'s Repub!ic of
China July 7,2018 Asizn Sclidarity Council for F-zedom...

CONTIMUE READING
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CHINA LABOR PARTY - CHINESE LABOUR PARTY

Fresdorr, justice, mutual assistance

SITE NAVIGATION China Labor Party - Chinese Labour Party

* Home .
MR
* |[mportant document

e Chinese characteristics and Chinese model
var dree Political Report of the Third National Congress of the Chinese Labor Party

* Industrial transport |teratura square round

s Cultural Revolution Research

* Historical cata Guests, consultants, delegates: You ate good!

= Picture material

S A The Third National Congress of the Chirese Labor Party is an important conference that will lead the way. Accordin

» Welcome to contect to cur two major assumptions, this confcrence should be held from Hong Kong, the sccond largest venue, to th

mainland. Because as early as eleven years ago, we have already raised the issue of revolution and improvement. Th

situation at thc timc was a rcform and revolutionary racc. We pointed out that the choice of improvement, or the choic

of revolution, the initiative is not in the hands of the people, but in the hands of the rulers. We declare that if the ruler

WEBSITE LOGIN choosc to improve, the Chincse Labor Party is willing to give up the revolution and embrace reform. If the rulers give u
e retorm, the Chinese Labor Party will have to rise to the revolution.

» [riencly ccnnection

account number
Since Hu Wen’s pro-government launched the scientific development concept of “people-oriented, harmonicu

society”, on the second day, we established the reconciliation route of casting swords into plows. At that time, w
password thought that after the improvement of Hu Wen, China should make great progress, and we can return to the mainand t
holc the three major. It seems that cur expectations for Hu Wen zre too high.

remembker me

Since the founding of the party on November 17 |, 2000 , the Chinese Labor Party has been nearly fourteen yezrs olc
Two years before the founding of the Party, that is, in 1998 , Dr. Wang Bingzhang had a sword in ten years, and h
returned to China to establish the madern China Democrzcy Party. On the eve of the founding of the Democratic Party

* Fomol you- password? Bmg Zhang brother personally flew o Australia to negotiate with me, hoping that the Labour Party in pr cp«uauuu fux th

a Farnnt uvnirr arnrcrint? mnchen mmadlY e e L A e e M a2 e Muta 2t BB LV L A Wi e add LZal WL L - a
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Finding #3: Political phrases are very
effective as search terms

Chinese | English Censored domains
+ 1 | Wang Qishan 74%
7t | Li Hongzhi 64%
ZMAHE | Guo Boxiong 62%
BAERY%F | Hu Jintao 56%
B Hu Ping 54%
Morty Morty 52%
(S Homicide 52%
FFE Chief executive 52%
Vimeo Vimeo S50%
HiER | CIA 50%

Table 2: Sample of unigrams with significant blockrates
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Finding #3: Political phrases are very
effective as search terms

Chinese English Censored domains
1)) Chinese Communists threaten 50%
R S 4672 3 3 Declared anti-communist 44%
W E L B 2 48424 | Public security of the CPC 42%
b IR Beijing clean-up 40%
(LER B Jiang Zemin Hu Jintao 40%
1HE G Persecution activities 40%
B Ol PR Officials called on 36%
HE) oK Heavy Citizen 36%
B [llegal detention 36%
ANE] R E Different Democratic 34%

Table 3: Sample of bigrams with significant block rates
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Finding #3: Political phrases are very
effective as search terms

Chinese English Censored domains
JE& T 21 BEIDAIHE meeling 54
PE G fI5REURSE | The Chinese Communist Party's religious policy 42%
L 277 % To take a violent crackdown 38%
g IR Hong Kong Politics 34%
B 2 1R European Parliament Resolution 32%
w1 [ TE New Tang Dynasty 32%
et B - A terrorist event. 32%
KZ I 7R Tienanmen Square Demonstrations 32%
FE =E B Urging the US government 32%
1989 & 125 1989 democracy movement 30%

Table 4: Sample of trigrams with significant blockrates
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Future work

* Add support for other languages to find censored
websites pertaining to other countries

e Measure churn; do additional websites become
(un)censored over time?

e Compare results across search engines
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Conclusion

 We built a large, publicly-available, culture-specific
list of censored domains in China

e |t is important to keep testing lists up to date to
understand how censorship in a given country
changes over time

e https://github.com/ahounsel/auto-blocklist
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