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Tor (The Onion Router)
Anonymous network

Poorly suited for censorship circumvention

Including bridges + pluggable transports

Unlisted nodes that are difficult to discover

Default bridges





Internet Censors and Circumvention Proxy Servers
Length of delay

Not intuitive

Methods of discovery
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Methodology
Script that probes bridges to test for reachability

China, Iran, US





Results
Number of days it took to block

Orbot

Blocking time of day





Results
Number of days it took to block

Orbot

Blocking time of day



Blocking Time of Day Graph



Rates of Reachability Graph



Further Questions and Steps
Bridge address discovery

Blocking delay is on the order of days

Traceroutes

Other countries
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https://www.bamsoftware.com/proxy-probe/
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Others who choose to stay anonymous




