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The Era of Devices Devices Attached to Us

[Pictures credit: Forbes, US News, Wired]
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Devices Attached to Our Brains

EPOC NECOMIMI Nielsen
Emotiv NeuroSky Consumer Neuroscience

[Picture credit: Lucid] [Picture credit: mindtecstore] [Picture credit: forbes.com]

[ New and upcoming products make brain malware possible!}
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Brain Malware?

Hackers backdoor the human brain,
successfully extract sensmve data

Sebastian Anthony omMmmMments

Our Brains Will Be Hacked, Tracked and Data-
Mined

Written by JORDAN PEARSONJune 3, 2014 // 12:22 PM EST

How Hackers Could Get Inside Your
Head With ‘Brain Malware’

WRITTEN BY VICTORIA TURK (/AUTHOR/VICTORIATURK)
August 3, 2016 // 07:50 AM EST
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What is Brain Spyware?

Any malicious application that extracts private information
about users from their neural signals [Martinovic et al., 2012]

[Picture credit: University of Washington
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Why Does Brain Spyware Work?

ENGINEERING PERSPECTIVE
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Why Does Brain Spyware Work?
NEURO-SCIENTIFIC PERSPECTIVE

Event Related Potentials (ERPs) - responses associated
with specific sensory, cognitive and motor events

ERP Amplitude (V)
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Subliminal Brain Spyware?
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Subliminal Brain Spyware or Subliminal Alarm?

“What we do not see and what
we do not know can hurt us”

Brannon, 1994
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Subliminal Stimulation

* Process of affecting people with stimuli of
which they are not aware

1131117
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How Feasible is Subliminal Brain Spyware?

Approach: Experimental analysis with human subjects
using specially developed BCl-game, Flappy whale
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How Feasible is Subliminal Brain Spyware?

* During the game:
e 5 different stimuli presented on the screen for 7 ms
* Each stimulus repeated 10 times

e Users’ EEG signals recorded using 7 electrodes
1/31/17 13
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Data Preparation and Analysis
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EEG signal [scaled uV]
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Data Preparation and Analysis
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Data Preparation and Analysis
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Feasibility of Subliminal Attacks

Flappy Whale, BCI-
controlled game
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Feasibility of Subliminal Attacks
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Mitigation - BCI Anonymizer

Idea: Neural signals should be treated as a user’s
personally identifiable information (PllI)

[Picture credit: NeuroFocus]
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Brains Can be Hacked. What Can We Do?
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Brains Can be Hacked. What Can We Do?

approaches
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