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New	and	upcoming	products	make	brain	malware	possible!		
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Hackers have spyware in your mind. You’re minding your business, playing a game or

scrolling through social media, and all the while they’re gathering your most private

information direct from your brain signals. Your likes and dislikes. Your political

preferences. Your sexuality. Your PIN.

It’s a futuristic scenario, but not that futuristic. The idea of securing our thoughts is a

real concern (http://motherboard.vice.com/read/our-brains-will-be-hacked-tracked-

and-data-mined) with the introduction of brain-computer interfaces—devices that are

controlled by brain signals such as EEG (electroencephalography), and which are

already used in medical scenarios and, increasingly, in non-medical applications such

as gaming (http://motherboard.vice.com/blog/mind-control-is-going-mainstream).

Researchers at the University of Washington in Seattle say that we need to act fast to

implement a privacy and security framework to prevent our brain signals from being

used against us before the technology really takes off.

“There’s actually very little time,” said electrical engineer Howard Chizeck over Skype.

“If we don’t address this quickly, it’ll be too late.”

I first met Chizeck and fellow engineer Tamara Bonaci when I visited the University of

Washington Biorobotics Lab to check out their work on hacking teleoperated surgical

robots (http://motherboard.vice.com/read/surgery-robot-hacked-raven-ii). While I was

there, they showed me some other hacking research they were working on, including

how they could use a brain-computer interface (BCI), coupled with subliminal

messaging in a videogame, to extract private information about an individual.

How Hackers Could Get Inside Your
Head With ‘Brain Malware’
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What	is	Brain	Spyware?	
Any	malicious	applicaJon	that	extracts	private	informaJon	
about	users	from	their	neural	signals	[MarJnovic	et	al.,	2012]	
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Why	Does	Brain	Spyware	Work?	
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Event	Related	PotenJals	(ERPs)	-	responses	associated	
with	specific	sensory,	cogniJve	and	motor	events	
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Subliminal	Brain	Spyware?	
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Subliminal	Brain	Spyware	or	Subliminal	Alarm?	

	
“What	we	do	not	see	and	what	
we	do	not	know	can	hurt	us”	

	Brannon,	1994	
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Subliminal	SJmulaJon	
•  Process	of	affecJng	people	with	sJmuli	of	

which	they	are	not	aware	
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How	Feasible	is	Subliminal	Brain	Spyware?	

Approach:	Experimental	analysis	with	human	subjects	
using	specially	developed	BCI-game,	Flappy	whale	
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•  During	the	game:	
•  5	different	sJmuli	presented	on	the	screen	for	7	ms		
•  Each	sJmulus	repeated	10	Jmes	
•  Users’	EEG	signals	recorded	using	7	electrodes	

How	Feasible	is	Subliminal	Brain	Spyware?	
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Data	PreparaJon	and	Analysis	
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Data	PreparaJon	and	Analysis	

1/31/17 

Time (milliseconds)

ER
P 

Am
pl

itu
de

 (μ
V)

0

2.5

5.0

7.5

-2.5

-5.0

-200 0 200 400 600 800

P300

N400

P600

ERN

Stimulus

16 



1/31/17 

Feasibility	of	Subliminal	ADacks	
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Feasibility	of	Subliminal	ADacks	
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MiJgaJon	-	BCI	Anonymizer	
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Idea:	Neural	signals	should	be	treated	as	a	user’s	
personally	idenJfiable	informaJon	(PII)	

vs. 

[Picture credit: The Verge] [Picture credit: NeuroFocus] 

19 



1/31/17 

Brains	Can	be	Hacked.	What	Can	We	Do?	

Understand	system	
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Develop		
non-technical	
approaches	
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