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Motivation

* Compare the performance of application-layer Advanced Metering
Infrastructure (AMI) protocols

* Protocols are used for
* Aggregation
* Confidentiality/integrity protection
* Privacy-preservation



Performance Metrics

* Computational performance
* Encryption/decryption/aggregation time taken by a smart meter

 Communication performance
* Total packet size that the smart meter transmits

* Congestion analysis based on the number of packets in the sending queue at
the smart meter



Simulation Network Specification

* OMNeT++

° C++
* NED

* ZigBee
* Data rate: ~163kpbs
* Packet error rate: 0.1
* Delay: 100ms

* Pecan Street dataset (one of the largest energy/water datasets)



Case Study

Laptop (Intel Core i7-3610QM 2.3 GHz processor)
VS
Smart Meter (120 MHz, 32-bit ARM Cortex-M4)

* Cortex-M4 is ~100 times slower in performing FLOPS in comparison
with Intel Core i7-3610QM
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* Documentation
* doxygen
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** Event #987 1=56.239 AMI.sms[9] (SmartMeter, id=11) on selfmsg suns«dw cMessage, id=23) By»8 E
** Event #9838 t«56.278 AMI.sms[5] (SmartMeter, ide7) on selfmsg startSendingEnergyData m cMessage, 1d=19)

** Event #989 1=56.295 AMI.sms(0] (SmartMeter, id=2) on selfmsg startSendingEnergyData (omnetpp::cMessage, id=14)

** Event #990 1=56.354 AMI.sms[7] (SmartMeter, id=9) on selfmsg start: J id=21)

** Event #991 t«56.392 AMI.sms[3] (SmartMeter, id=5) on selfmsg sta ( id=17)

** Event #992 1=56.414 AMI.sms[2] (SmartMeter, id=4) on selfmsg sta (omnetpp: id=16)

** Event #993 1=56.431 AMI.sms[4] (SmartMeter, id=6) on selfmsg startSendingEnergyData (omnetpp: :cMes: id=18)

** Event #994 1=56.437 AMI.sms[1] (SmartMeter, ) on selfmsg startSendingEnergyData (omnetpp::cMessage, id=15)

** Event #995 t=56.489 AMI.sms[8] (SmartMeter, id=18) on selfmsg sta ( , 1de22)

** Event #996 1=57.219 AMI.sms[6] (SmartMeter, id=8) on selfmsg startSendi (omnetpp: :cMessage, 1d=20)

** Event #997 1t=57.239 AMI.sms[9] (SmartMeter, id=11) on selfmsg startSendingEnergyData (c-ntpp :cMessage, 1d=23)

** Event #998 1«57.278 AMI.sms[5] (SmartMeter, id=7) on selfmsg startSendingEnergyData id=19)

** Event #999 1=57.295 AMI.sms[0] (SmartMeter, id=2) on selfmsg startSendingEnergyData (mtyp cMessage, ide14)

** Event #1000 t=57.354 AMI.sms[7] (SmartMeter, id=9) on selfmsg startSendingEnergyData (omnetpp::cMes: . 1d=21)

** Event #1001 t=57.392 AMI.sms[3] (SmartMeter, id=5) on selfmsg startSendingEnergyData , id=17)

** Event #1002 t=57.414 AMI.sms[2] (SmartMeter, ided4) on selfmsg startSendingEnergyData , 1d=16)

** Event #1003 t=57.431 AMI.sms[4] (SmartMeter, id=6) on selfmsg startSendingEnergyData (omnetpp , 1d=18)

** Event #1004 1=57.437 AMI.sms[1] (SmartMeter, id=3) on selfmsg startSendingEnergyData (omnet , 1d=15)

** Event #1005 t=57.489 AMI.sms[8] (SmartMeter, id=10) on selfmsg startSend rgyData (omnetpp: :cMessage, id=22)

** Event #1006 t=58.127 AMI.gen (Maﬁﬂnrltor. id=16) on selfmsg timer ( ::cMessage,

General 20: AMI |Msg stats: 10 scheduled /842 existing / 1752 created =)




Computation Overhead
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Packet Queue Size
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Questions?

Vitaly Ford (fordv@arcadia.edu)

https://vford.me
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