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Action Network Activity Features Detection Parameter

Downloading Connection to remote server
Receiving payload for further action

HTTP GET for a specific URL
Receive payload (binary or text)

Reporting Connection to remote server
Submit data to remote server

HTTP POST to remote server with parameters or 
payload

Scanning Detecting availability of other hosts
Detecting open ports of hosts

ICMP ECHO packets to other hosts
TCP SYN or UDP packets to ports

Spamming Connection to public mail server
Sending spam emails

TCP connection to port 25, 465, 587
Text email with URL or attachment

C&C Communication HTTP, IRC connection to remote server
Receive instructions

IRC protocol / ports

Propagating Trying to transfer data over to other hosts FTP, samba, NFS protocol / ports
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Behavior Percentage

Downloading 10.9%

Reporting 5.6%

Scanning 28.5%

Spamming 2.2%

C&C Communication 0.2%

Propagation 11.5%

Not Detected 57%
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Count of behaviors Ratio

1 67.6%

2 28.2%

3 3.4%

4 0.7%

5 or more 0%
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