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SPADEv1 (2008-2009)

Certification / verification of file lineage
Metadata replication (for availability)

Verification reordering (for performance)

Causality witnesses (to avoid clocks)

Scalability issues

Collection, storage tightly coupled

Static architecture

Fine-grained cryptographic protection

Provenance propagated with files
Latency, storage overhead

Motivated rewrite in 2010
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What is SPADEv2?

Open source middleware

Reporters:

OS (Linux, OS X, Windows, Android)

Compiler (LLVM)

Imports (in DSL, JSON, Graphviz)

Bitcoin

Storage:

Graph (Neo4j, Graphviz)

PROV-O, PROV-N

Kafka, SQL, Datalog (In progress)
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Case Study: Bitcoin

Market crossed $1B in 2013

Accepted by 75,000 companies in 2014

Blockchain is public append-only ledger

Blocks of mined (verified) transactions

Transaction of incoming, outgoing payments

Provenance queries:
All payers in ancestors

All payees in descendants

Financial flows via all paths

99% blocks→ 522M vertices, 1042M edges
Scaling SPADE to“Big Provenance” – p. 4/17



Case Study: Forensics

“Common Criteria” unifies security standards

Linux Audit designed to satisfy requirements

In Oracle, RedHat, SUSE, ... guidelines

Forensic analysts use logs after attack

Event reconstruction often manual

Provenance queries:
History of suspicious activity

Impact of malicious act

Check for sensitive flows

1 day of logs→ 210M vertices, 833M edges
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Challenge: Collection Volume

Previously used as data microscope

Focus on specific attributes, timeframes
Files for software release
I/O hotspot identification
Sensitive Android flows

Expensive to re-collect “big provenance”

Suggests fine-grained instrumentation

Providing too much detail overloads users
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Approach: Transformers

Support query response rewriting

Can be composed
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Untransformed
Provenance

Agents (in red): Bitcoin addresses

Entities (in yellow): Payments

Activities (in blue):

Transactions of incoming, outgoing payments

Blocks of transactions mined (verified) together

Provenance of “bad” Bitcoin address

transactionIndex:1
type:Entity

transactionHash:2938af323355f613b4c6dbb44fde8559e46e287df8810b780faf4753b2bf05dc

type:Activity
transactionHash:ab1447314b1ac4e3928716b266cee0d08acced95c8079382a9ffc70b914f7116

blockHash:00000000000005974c5433c206e03b35ab74de2fb6a0ba1398e2985fb7512939
blockConfirmations:143469

blockHeight:197751
blockTime:1347051705

type:Activity
blockDifficulty:2694047

blockChainwork:0000000000000000000000000000000000000000000000195313ed0295349a90

(type:WasInformedBy)

transactionIndex:1
type:Entity

transactionHash:02bba1df715ab31db9fb88dab870fc9c8b84c08a459eb540e39b09bf9f52f7cb

(type:Used)

blockHash:0000000000000292d8d07483726f375abb09ccb8a8c07be84f0092b4b317c918
blockConfirmations:143477

blockHeight:197743
blockTime:1347044640

type:Activity
blockDifficulty:2694047

blockChainwork:00000000000000000000000000000000000000000000001951cb0eba17453be0

blockHash:00000000000003e4bc50b4ffdde0c799d015761f460a6a53e1050c6da5fe3fbe
blockConfirmations:142311

blockHeight:199066
blockTime:1347812858

type:Activity
blockDifficulty:2694047

blockChainwork:00000000000000000000000000000000000000000000001a263da6ce71c706d2

blockHash:00000000000003a482e0fb07b1ba64c5b64b393d17ca91c17305843fe99c38a6
blockConfirmations:142312

blockHeight:199065
blockTime:1347812853

type:Activity
blockDifficulty:2694047

blockChainwork:00000000000000000000000000000000000000000000001a26148b0562091afc

(type:WasInformedBy)

blockHash:0000000000000210f26cc919594666e4158ab1acf2dd0c03f0d361d7b3463f7f
blockConfirmations:142310

blockHeight:199067
blockTime:1347813324

type:Activity
blockDifficulty:2694047

blockChainwork:00000000000000000000000000000000000000000000001a2666c2978184f2a8

(type:WasInformedBy)

blockHash:00000000000004af29c3062dc4628b7848eb3a9c441290f2eb57d77870861385
blockConfirmations:143454

blockHeight:197766
blockTime:1347061013

type:Activity
blockDifficulty:2694047

blockChainwork:000000000000000000000000000000000000000000000019557c8dca81556c1a

blockHash:000000000000047091e8a76de26ad808566dbbabf8c8256ba54a61c599733943
blockConfirmations:143455

blockHeight:197765
blockTime:1347059657

type:Activity
blockDifficulty:2694047

blockChainwork:0000000000000000000000000000000000000000000000195553720171978044

(type:WasInformedBy)

transactionIndex:0
type:Entity

transactionHash:ab1447314b1ac4e3928716b266cee0d08acced95c8079382a9ffc70b914f7116

(type:WasGeneratedBy
transactionValue:38.84790918)

address:1CBbCuitHSjoaHX6HbcsDt929gTQsRNFPx
type:Agent

(type:WasAttributedTo)

transactionIndex:1
type:Entity

transactionHash:f6e3416c09faa92153e3827be4488351225042986cdc9c0893acf304b1d7376e

address:14NrwDLiAf7PjtXcRa9njrmTryXnK34yPL
type:Agent

transactionIndex:1
type:Entity

transactionHash:e47eb71b6804cf67aebad8186584083e90bdb8b644fa7adab837ef4771ac0681

address:1M6yHKPHgpTpUCjQiJBRnHVkGCxTLnwLRb
type:Agent

(type:WasAttributedTo)

type:Activity
transactionHash:e47eb71b6804cf67aebad8186584083e90bdb8b644fa7adab837ef4771ac0681

(type:WasGeneratedBy
transactionValue:1.0576)

blockHash:00000000000003015d2817de8e50ee13d92bce6102c076881d4c6e3e92f883bf
blockConfirmations:143456

blockHeight:197764
blockTime:1347059671

type:Activity
blockDifficulty:2694047

blockChainwork:000000000000000000000000000000000000000000000019552a563861d9946e

type:Activity
transactionHash:6433b9937fdb7e130e5958c0818349797d644768150f0ecb363cf49e77681128

(type:WasInformedBy)

transactionIndex:1
type:Entity

transactionHash:38e73744e925809f5b07a38549b72e05f120dd1ef0960e14c781f75ba486f124
(type:Used)

transactionIndex:1
type:Entity

transactionHash:ed229fa899b5e7779b3fb10f03413e33ad9f172867d9e3eebfc435ec3f76383e

(type:Used)

type:Activity
transactionHash:38e73744e925809f5b07a38549b72e05f120dd1ef0960e14c781f75ba486f124

blockHash:00000000000005b33e7d93dade7eb32afd9127f5a2b2f010862d4f8c6884ae69
blockConfirmations:142404

blockHeight:198845
blockTime:1347688948

type:Activity
blockDifficulty:2694047

blockChainwork:00000000000000000000000000000000000000000000001a02c0aa3bdad26f14

(type:WasInformedBy)

transactionIndex:39
type:Entity

transactionHash:947b48d668e45564692e1a3902db903c3ef8ba7465512fd274ce8a886fe9bbc7

(type:Used)

type:Activity
transactionHash:ed229fa899b5e7779b3fb10f03413e33ad9f172867d9e3eebfc435ec3f76383e

(type:Used)

blockHash:00000000000002506110fe408ebd81243393dc52f720e3bc1f92b056c3b8b0f8
blockConfirmations:142341

blockHeight:199036
blockTime:1347796304

type:Activity
blockDifficulty:2694047

blockChainwork:00000000000000000000000000000000000000000000001a216c653e998563be

(type:WasInformedBy)

(type:WasGeneratedBy
transactionValue:0.235987)

address:1Kpvq3yqj54gUv9iMaoevDaZr2z8CY68fn
type:Agent

(type:WasAttributedTo)

address:13Pcmh4dKJE8Aqrhq4ZZwmM1sbKFcMQEEV
type:Agent

(type:WasAttributedTo)

(type:WasGeneratedBy
transactionValue:40.418)

(type:WasInformedBy)

transactionIndex:0
type:Entity

transactionHash:c8c7ba127218711a1de1d2367e34ec8891c94f5eebdb0c2a62ccc99a26348368

(type:WasAttributedTo)

type:Activity
transactionHash:c8c7ba127218711a1de1d2367e34ec8891c94f5eebdb0c2a62ccc99a26348368

(type:WasGeneratedBy
transactionValue:3.4225)

(type:WasInformedBy)

(type:Used)

(type:Used)

transactionIndex:0
type:Entity

transactionHash:6433b9937fdb7e130e5958c0818349797d644768150f0ecb363cf49e77681128

(type:WasGeneratedBy
transactionValue:1.6168084)

(type:WasAttributedTo)

(type:WasInformedBy)

(type:Used)
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Transformed Response

Transformer operates on original response

Leverages provenance semantics

Outputs Agent “network”

address:14NrwDLiAf7PjtXcRa9njrmTryXnK34yPL
type:Agent

address:13Pcmh4dKJE8Aqrhq4ZZwmM1sbKFcMQEEV
type:Agent

(type:ActedOnBehalfOf
transactionValue:1.6168084)

address:1CBbCuitHSjoaHX6HbcsDt929gTQsRNFPx
type:Agent

(type:ActedOnBehalfOf
transactionValue:3.4225)

address:1M6yHKPHgpTpUCjQiJBRnHVkGCxTLnwLRb
type:Agent

(type:ActedOnBehalfOf
transactionValue:3.4225)

address:1Kpvq3yqj54gUv9iMaoevDaZr2z8CY68fn
type:Agent

(type:ActedOnBehalfOf
transactionValue:1.6168084)
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Agent Abstraction

Results are (more) comprehensible

Operates on (typically small) responses

Lineage Original Original Abstract Abstract

levels vertices edges vertices edges

2 11 10 1 0

4 31 30 5 4

8 110 109 16 14

16 626 691 73 79
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Composing Transformers

Provenance of file read by web server

Focus on aspects of interest

System administrator can adjust results

Transformer Vertices Edges

None 1969 2831

+ Temporal traversal 1061 1114

+ No versions 9 59

+ Merge I/O 9 8
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Challenge: Ingestion Rate

Reporters send vertices, edges

Edges can repeat endpoint vertices

Put operations are idempotent

Minimizes state at source

System must reconcile duplicates

Baseline approach queries storage

Degrades ingestion performance

Optimization used memory-bound cache

Memory pressure stops ingestion
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Approach: Hybrid Screening

Aim to minimize queries to storage

Bloom filter as primary screen

Fixed size cache as secondary screen

When vertex arrives, check in Bloom filter:

If yes, check if in cache:

If yes, stop ← Big effect

If no, check in storage:

· If yes, stop ← Big effect

· If no, put in storage

If no, put in storage

For correctness argument, see paper
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Memory Pressure
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Ingestion Speed
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Challenge: Integration

SPADE integration filters used for
Aggregation in time

Fusion of related events

Connecting abstraction levels

Operate on vertex, edge streams

Larger integration window→ More memory

Smaller window→ Lost integration chances

Approach

Content-based integration

See paper
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Conclusion

Scaling is a work in progress
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