Functional Privacy

or Why Cookies are Better with Milk

Robert J. Walls Shane S. Clark Brian N. Levine

Department of Computer Science
University of Massachusetts Amherst

This work was supported in part by a National Science Foundation Graduate Research Fellowship and
in part by a grant from the UMass President’s Office.

riwalls@cs.umass.edu Functional Privacy


mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu

riwalls@cs.umass.edu 2 Functional Privacy


mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu

Oy

8 O O /' E ™he New York Times - bres x W

€  C O wwwanytimes.com pag it
WOME PAGE | TOOAYS PaPER | viceo | wosT roPuLAR | US. Editon v Subscribe: Digial / Mome Delivery  Log in | Register Now
MR AT A e N - o o
MARCUACOB! B OO & 1he New York Times - trew: % [OMcial Acple Store - Buy 11 | ©f Yahoo! % | A Setmings - Coskies and e % |
€&  C ) wwwyahoo.com T &N

JEE—
ET Make Yaheo! your homepage and never mas 3 moment of Yahoo!'s coverage of the Lendon Otympics. Close =

LR O —— Web Images Video Local Apps Mo ~
~ 4 YasoOR! | o

A eno o) o a T
va & The New Yerk Times - &« [[]OMcial Apple Store - 8o, < Of Yahoo! % A Settings - Cookies and 5 8 Amaros.com. Onkse Sh.
POLITICS
&  C ) wwwamazon.com T &N\
NFW YORK
. Wodnesday, July 28, 2
DEALBOOK .
J vanoorstes o | @mazon YourAmazencom TodsysDess GACasds Help FREE Two-Day Shipping: See dewits

ACENCY ' s g’:””nmm Search e~ Helo.Signin  \0,_ Wash
HEALTH (5@l Dasng - enon “\e—\ o
ARTS c OO0 @omenman May The Cutest x|
aTVS F‘mmwc-&l
OFINION e Ficks
Auos A Games ° rome
Blogs winningost kittens
Books £ ro-oscopes kl ndl — losingest kittens
Canoons mowost kitens
Chaesliade 0 008 The 11 best-§ add your Kitten
Crosywords B Mail $199 : shop now facebook group RICCenwaE
Diring & Wne . (5 vosserrzar ‘7
Education . N )
Event Guide oy .m Kindle e-readel . 3"*
Fashion & Style Al I \d
Horme & Garden =
sote & wy varco!
Magarire
Movies [ News
Mk W o -

I8 Reat Esate

Gw

@ shine -

*  DRAW

Click the cutest kitten picture!
Can't decide? Refresh the page for a draw.

Subscription Cat Litter Amaerican Shorthair Cats
MHoh Quality Cat Uitter Delivered W/ White Katens avalable now Ready %o
Free Shipping. Subscride Online. go Frstof July, M&F

CLMAR PN FOR STATS
63% of people

agoo that Claronce
Is outer than Koko.

e, Dbaxdecat comy Catl erOel vered s DOotEe . WS

Kitterywar has a2 Drilliant new server, check It out! Thank you!

riwalls@cs.umass.edu 2 Functional Privacy


mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu

800 & The New York Times - Sres

«

C ) www.nytimes.com oSN\
MOME PAGE  TOOAY'S PAPER | VIOEO | MOST POPULAR | U S Egiton » Subscribe: Digeal / Mome Delivery  Log In - Regisier Now
”‘.-‘\7-1.-“-..‘-”?..- - W — e~ ——
N
=
MARCuAcCOS!I 80O & The New York Times - Sre. [T Omcial Agple Sacre - Buy 1 O Yahoo! A, Settings - Cookies and site
€« C ) www.yahoo.com o5\
"% 4 m Make Yahoo! your homepage and never mas a moment of Yahoo!'s coverage of the London Olympics. Close =

)

i 3 Mase Y pous Navegage Web 0 : - o ADe "
— r 3

wosss YAHC
va v
roLmcs
NEW YORK - Wodnesday, July 28, i
RUSINESS Fo
ol YAHOO! SITES ©
TECUNOLOGY
SPORTS fo. = Avtos
SCIENCY ny
HEALTH The {54 Dasng )
ARTS
sTVE a Finance (Dow= §)
OPFINION : ool Ricks
Asos ) a Go—es
Blogs :
o [ooores

Cancons m Jobs
Cuasfocn

Cronyworsn M G Mai

" )
Diving & Wine - g VoS30
Fducation
Evert Guidte :’; & voves
.
Faaton & Sty
Music

Hore A Garden the
ot - a My Yahoo!
Magasrre y

f—
Mov s (535 News
Mus e ’ . omg!

5 Real Esaate

&) screen
@ Shine
) shopping
Fil Sports

> e Amaerican Shorthair Cats
uality Cat Utter Delivered W/ White Kimtens avaiable now Ready %o
Free Shipging. Subscrde Cnline go Frst of July, MAF

8% of pecpie

CLMN M

agroo that Clarence
Is owter than Koko

Kitterywar has 2 brilliart new sorver, check It out! Thank you!

riwalls@cs.umass.edu 2

Frase Lowy, Tom

Beal Pree L2291
o Boy New

=

BARNES  WooLE

Functional Privacy


mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu

8 0o > Mozilla — Collusion Demo - X\\\___,

€&  C 2 https://www.mozilla.org/en-US/collusion/demo/
HOME  DEMO mozillav
o
mozilla
Collusion Demo
Thanks for trying out this demo. If ©

you'd like to see this graph change @
in real time based on the sites you

visit in your own browser, feel free

to try the Collusion Firefox add- @ @ "
on. Even visiting the sites
mentioned in the demo will

probably give you different

visualizations, because some @ |
services you may be logged into— @ |
like Facebook—can also track you Lﬁ)

across sites. @

If you want to block companies
from tracking you on the internet, @ @
you can install TrackerBlock for

Firefox and Internet Explorer. @

Collusion was created as a
prototype by Atul Varma. For
more information about the

- -
AR LY () ’ iAni JECK () e

riwalls@cs.umass.edu 3 Functional Privacy


mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu

“If you are not paying for it, you're
not the customer; you're the
broduct being sold.”

-Andrew Lewis
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How do we help the common user?
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privacy with reduced functionality
versus

full functionality without privacy.

riwalls@cs.umass.edu 6 Functional Privacy


mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu

privacy with reduced functionality
versus

full functionality without privacy.

:When forced to choose, most users
will pick functionality over privacy.
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Functional privacy: The privacy that can be
obtained without a reduction in service.

Privacy tools will often better serve the common
user by adopting a functional privacy approach.
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¢

Milk:

A functional privacy approach
for limiting consumer tracking

/N
J

®

&C
on the web.

Implemented as a Chrome extension.
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» Cookie Binding

Cookie Milk example.com
Store
) - ) : (= )
Store Set-Cookie
example.com!!lname name
- -
_ Rewrite _
Retrieve Cookie
example.com!!!name name
> >

: bind each cookie to
the domain that sets it.
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&

Cookie Binding

example.com

Set-Cookie
name

Cookie
name

-------------------- ™ 4

Key concept: bind each cookie to
the domain that sets it.
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Cookie Binding

example.com

Set-Cookie
name

Rewrite
Cookie

‘ name

Key concept: bind each cookie to
the domain that sets it.
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(\ )

Milk Example

Set-Cookie SXampg.con

(el
Rewrite

examplel.com

Block cross-
domain cookie

Set-Cookie
tracker

doubleclick.net

Rewrite

Key concept: third-party tracking cookies
are not shared across domains.
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Set-Cookie example.com
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Key concept: third-party tracking cookies
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Milk Root Store

Set-Cookie
login
Rewrite
Rewrite Cookie examplel.com

login
g >‘_ facebook.com '.

Key concept: root cookies are shared
across domains.
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Milk Root Store

Set-Cookie  example.com

login ﬁ_ facebook.com ..

Rewrite Cookie examplel.com

login
g >‘_ facebook.com '.

Key concept: root cookies are shared
across domains.
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Milk Root Store

Set-Cookie  example.com

Rewrite login ﬁ_ facebook.com '.

Rewrite Cookie
login

examplel.com

{faceb |

Key concept: root cookies are shared
across domains.
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Milk Limitations

® Proof of concept, not a product.

® Other tracking methods besides cookies,
e.g. IP address, HTML 5 local storage.

® Chrome lacks a synchronous Cookie API.
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<3 Functional Privacy

(in the wild)

® ShareMeNot [roesner NDsI 2012] ® Privacy-preserving
toll systems

e HTTPS Everywhere
® | ocation-based

® User-Agent Entropy services

® Cell phone IMEI
tracking
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Not all functionally private
solutions are effective.

* Informed consent
e Do Not Track headers
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Informed Consent

: Give the user information about how
their information is used.

N
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= - K3 Data Use Policy | Facebook
0O 0O
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P |www.pandora.com/legal

“— C () www.pandora.com/legal

PANDORA

Pandora Terms of Use

Read Pandora's Privacy Policy

To make it a bit easier to digest our Terms of Use, we thought we'd start by highlighting in plain English some of the
J o J - | - - J
ssues. This summary is not a legal document. Of course you'll want to read the complete Terms of Use, but here is

what we think is important
Terms:

You must be at least 13 years old to open a Pandora account. Pandora can only be used in certain countres

We expect you to keep your &

Except as set forth below in Section 2.1, Pandora is for personal use only. That means you can' play Pandora for
the patrons in you

You can't use Pandora to stea or other content, and you have to listen to it through pandora.com or on a
device officially supported by Pandora

g
Pandora if

Do not use you do not agree to the Terms of Use. Your use of Panc

of Use

PANDORA MEDIA, INC.
TERMS OF USE
(EFFECTIVE AS OF NOVEMBER 15, 2011)

PLEASE READ CAREFULLY

] technical support, you may contact Pandora support

5\

by visiting http://help.pandora.com

This Pandora Media, Inc. Terms of Use Agreement (this "Agreement”) is a legal agreement between you and Pandora
Media, Inc. and its subsidianes ("Pandora”, "we", "us" or "our") providing, among other things, the terms and conditions

for your use of Pandora's streaming music and content vices (collectively, the *Pandora Services"), including but not

imited to delivery via our Web site [hitp://www.pandora.com] (the *Site"), a mobile device, or otherwise

J

We may from time to time modify these terms of use and will post a copy of the amended Agreement at

WHA]
COVE

You may use the Services only if you can form a binding contract with Twitter and are not a person barred from re

sammami i ol Abe e WA 2Ae ) NLbhn e b e Wbl 2
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Informed Consent

_ : Give the user information about how
their information is used.

® : Too much to read, too hard to
understand, too little time --- about 200
hours worth of reading per year.
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Do Not Track

° : Header mechanism for opting out.

o 1
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800 & Conflict Over How Open 'D:

C ) www.nytimes.com/2012/03/30/technology/debating-the-path-to-do-not-track.html?_r=2 w7

Conflict Over How Open ‘Do Not Track’ Talks Will Be

By EDWARD WYATT and TANZINA VEGA

Published: March 20, 2012

WASHINGTON — Technology companies want to talk with the
government about protecting privacy on the Internet. They just want
those talks to be private.

E] recomnveno
W TWITTER
[ LINKEDIN

’ o e =3 SIGNINTO E-
@, Entarge This Image  Representatives of advertising =

MAIL
companies, Internet sites and B pront
technology companies told a House A
subcommittee on Thursday that they

SHARE

thought Internet privacy policies,
_ including Do Not Track options,
emeecery 1menee  SHOUNA be created through an “open
Jon Lebowitz, chairman of the F.T.C., and transparent” process, as two
says the group takes Do Not Track to .
mean not collecting any data from govemment agencies have
recommended.

RUBY
SPARKS

consumers.

But openness is relative. “If this process takes the form of a public discussion, industry
participants will be looking over their shoulders or sitting on their hands instead of
offering bold ideas for workable solutions,” said Jonathan Zuck, president of the
Association for Competitive Technology, a trade association of software, hardware and
technology consulting companies.

The Commerce Department and the Federal Trade Commission, which are encouraging
companies to be more open with consumers about their privacy policies, say that any such
talks should be accessible to, if not include, Internet users.

“We don’t think there is any substitute for openness and transparency,” Lawrence E.
Strickling, assistant secretary for communication and information at the Commerce
Department, told the subcommittee, a part of the House Energy and Commerce
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“The advertising group, howeuver,
defines it as forbidding the serving of
targeted ads to individuals but not
prohibiting the collection of data.”
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Do Not Track

° : Header mechanism for opting out.

° . Little incentive for companies to
provide privacy.
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Conclusions

® Functional privacy is the privacy that can be
obtained without a reduction in service.

® Privacy tools will often better serve the
common user by adopting a functional
privacy approach.

Milk is available at
http://forensics.umass.edu/milk.php ®

B~
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