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“If you are not paying for it, you're 
not the customer; you're the 

product being sold.”
-Andrew Lewis
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How do we help the common user?
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User’s dilemma: 

privacy with reduced functionality 
versus 

full functionality without privacy.
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User’s dilemma: 

privacy with reduced functionality 
versus 

full functionality without privacy.

Intuition: When forced to choose, most users 
will pick functionality over privacy. 

6

mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu


rjwalls@cs.umass.edu Functional Privacy7

Functional privacy:  The privacy that can be 
obtained without a reduction in service.

Privacy tools will often better serve the common 
user by adopting a functional privacy approach.
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Milk:
A functional privacy approach 
for limiting consumer tracking 
on the web. 

Implemented as a Chrome extension.
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Key concept: bind each cookie to 
the domain that sets it.

Cookie Binding
Cookie 
Store

example.comMilk

Set-Cookie
name

Rewrite

Store
example.com!!!name

Retrieve
example.com!!!name

Cookie
name
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Milk Example
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Key concept: third-party tracking cookies 
are not shared across domains.

Cookie 
Store example.com

Milk
Set-Cookie

tracker
Rewrite

Store
example.com!!!tracker

Retrieve
example.com!!!tracker example1.com

doubleclick.net

doubleclick.net

Block cross-
domain cookie

Set-Cookie
tracker

Store
example1.com!!!tracker Rewrite
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Milk Root Store
Cookie 
Store Milk

Set-Cookie
login

Rewrite

Store
facebook.com!!!login

Retrieve
facebook.com!!!login

example1.comRewrite

Root

Cookie
login

facebook.com

facebook.com
example.com

Key concept:  root cookies are shared 
across domains.

11

mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu


rjwalls@cs.umass.edu Functional Privacy11

Milk Root Store
Cookie 
Store Milk

Set-Cookie
login

Rewrite

Store
facebook.com!!!login

Retrieve
facebook.com!!!login

example1.comRewrite

Root

Cookie
login

facebook.com

facebook.com
example.com

Key concept:  root cookies are shared 
across domains.

11

mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu


rjwalls@cs.umass.edu Functional Privacy11

Milk Root Store
Cookie 
Store Milk

Set-Cookie
login

Rewrite

Store
facebook.com!!!login

Retrieve
facebook.com!!!login

example1.comRewrite

Root

Cookie
login

facebook.com

facebook.com
example.com

Key concept:  root cookies are shared 
across domains.

11

mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu


rjwalls@cs.umass.edu Functional Privacy11

Milk Root Store
Cookie 
Store Milk

Set-Cookie
login

Rewrite

Store
facebook.com!!!login

Retrieve
facebook.com!!!login

example1.comRewrite

Root

Cookie
login

facebook.com

facebook.com
example.com

Key concept:  root cookies are shared 
across domains.

11

mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu


rjwalls@cs.umass.edu Functional Privacy11

Milk Root Store
Cookie 
Store Milk

Set-Cookie
login

Rewrite

Store
facebook.com!!!login

Retrieve
facebook.com!!!login

example1.comRewrite

Root

Cookie
login

facebook.com

facebook.com
example.com

Key concept:  root cookies are shared 
across domains.

11

mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu


rjwalls@cs.umass.edu Functional Privacy11

Milk Root Store
Cookie 
Store Milk

Set-Cookie
login

Rewrite

Store
facebook.com!!!login

Retrieve
facebook.com!!!login

example1.comRewrite

Root

Cookie
login

facebook.com

facebook.com
example.com

Key concept:  root cookies are shared 
across domains.

11

mailto:rjwalls@cs.umass.edu
mailto:rjwalls@cs.umass.edu


rjwalls@cs.umass.edu Functional Privacy

Milk Limitations

• Proof of concept, not a product.

• Other tracking methods besides cookies, 
e.g. IP address, HTML 5 local storage.

• Chrome lacks a synchronous Cookie API.
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Functional Privacy
(in the wild)

Tools on the web:

• ShareMeNot [Roesner, NDSI 2012]

• HTTPS Everywhere

• User-Agent Entropy
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Other domains:

• Privacy-preserving 
toll systems

• Location-based 
services

• Cell phone IMEI 
tracking
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Not all functionally private 
solutions are effective.

• Informed consent
• Do Not Track headers
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Informed Consent

• Idea: Give the user information about how 
their information is used.

• Problem:  ???

15
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Informed Consent

• Idea: Give the user information about how 
their information is used. 

• Problem: Too much to read, too hard to 
understand, too little time --- about 200 
hours worth of reading per year.
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Do Not Track

• Idea: Header mechanism for opting out.

• Problem: ???
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“The advertising group, however, 
defines it as forbidding the serving of 

targeted ads to individuals but not 
prohibiting the collection of data.”
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Do Not Track

• Idea: Header mechanism for opting out.

• Problem:  Little incentive for companies to 
provide privacy.
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Conclusions

• Functional privacy is the privacy that can be 
obtained without a reduction in service.

• Privacy tools will often better serve the 
common user by adopting a functional 
privacy approach.
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Milk is available at 
http://forensics.umass.edu/milk.php
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