
John-Paul Verkamp and Minaxi Gupta

School of Informatics and Computing

Indiana University

verkampj / minaxi@cs.indiana.edu



73 out of 202 countries are rated highly in 
censorship

Web censorship ranges from complete 
disconnection to removing posts on blogs and 
social networks to filtering specific pages and 
URLs

Web censorship is not well studied from a 
technical perspective (with certain 
exceptions)
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Mechanics of censorship vary across 

countries

Censorship is not always explicitly 

communicated

Censorship can be stateful

Customized censorship evasion is possible
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Source List Rating Countries

Freedom House Free Press Rating Not free 55

Reporters

Without Borders

Press Freedom Index Least free 13

Reporters

Without Borders

Internet enemies

Under surveillance

13

14

OpenNet Initiative Political, Social, 

Security, Tools

Pervasive 

Filtering

16

Total number of unique countries: 71



Country PlanetLab Tor Proxy Person #

Bangladesh Yes Yes 2

Bahrain Yes 1

China Yes Yes Yes 3

India Yes Yes Yes 3

Iran Yes Yes 2

Malaysia Yes Yes Yes 3

Russia Yes Yes Yes 3

Saudi Arabia Yes Yes 2

South Korea Yes Yes 2

Thailand Yes Yes Yes 3

Turkey Yes Yes Yes Yes 4

Indiana University – verkampj@cs.indiana.edu
6



Indiana University – verkampj@cs.indiana.edu
7

Country FH RWB E/S ONI #

Bangladesh Partly free Somewhat free 0 0

Bahrain Not free Less free U 3 3

China Not free Least free E 4 4

India Free Somewhat free 0 0

Iran Not free Least free E 4 4

Malaysia Not free Less free U 0 2

Russia Not free Somewhat free U 0 2

Saudi Arabia Not free Less free E 3 3

South Korea Free Somewhat free U 2 2

Thailand Partly free Less free U 1 2

Turkey Partly free Somewhat free U 0 1



By location:
• DNS-based, router-based

By trigger:
• IP/port/protocol, hostname, URL, keyword

By result:
• Timeout, warning page
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Connection times out; used in Malaysia, Russia, and Turkey
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Redirects to a warning page; used in South Korea*
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Connection times out; used in Bangladesh and India
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Difficult to differentiate without access to a server actively being censored
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Redirects to a warning page; used in Bahrain, Iran, Saudi Arabia, and South Korea*
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Country Location Trigger

(verified)

Execution

(router-based)

Result

Bangladesh Router Hostname Filter Timeout

Bahrain Router Hostname, URL Filter and return HTTP 403, warning

China Router IP, hostname, URL, 

keyword

Allow but return first TCP reset

India Router Hostname Filter Timeout

Malaysia DNS Hostname - DNS redirect, timeout

Russia DNS Hostname - DNS redirect, timeout

Saudia Arabia Router IP, hostname Filter and return HTTP 200, iframe

warning

South Korea DNS / 

Router

Hostname, URL - / Filter and return DNS or HTTP 302 

redirect, warning

Thailand Router Hostname, URL Allow but return first HTTP 302 redirect, 

warning

Turkey DNS Hostname - DNS redirect, timeout
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Only confirmed in China

Only the first GET request of a TCP 

connection is blocked

Keyword blocking triggers more severe 

filtering for approximately 12 hours
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 DNS-based
• Use alternate DNS servers
• Use DNSSEC

 IP filtering
• Use proxy servers (although those are often blocked)

 Hostname filtering
• Use HTTPS if available
• For many sites, don’t send the Host header

 Full URL / keyword based filtering
• Encode the URL in a different yet equivalent way
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Mechanics of censorship vary across 

countries

Censorship is not always explicitly 

communicated

Censorship can be stateful

Customized censorship evasion is possible
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