
ShadowDB:  
A Replicated Database on a 

Synthesized Consensus Core 

Nicolas Schiper, Vincent Rahli, Robbert van Renesse,!
Mark Bickford, Robert L. Constable!

!
Cornell University!
October 7th, 2012 

 
ShadowDB 

ShadowDB	





ShadowDB 

ShadowDB is an experiment on building fault-tolerant 
software using synthesized code 
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Evaluator!
in SML!

ShadowDB – The Big Picture 
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Outline 

•  The Replication Protocol 

•  Synthesis of Consensus in Nuprl 

•  Preliminary performance results 

•  Future work 
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The Replication Protocol – Normal Case 
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(2) execute T! (4) store msg.!

(6) commit T!
(7) answer! (9) commit T!

(3)  (Tid, order, updates)!

(5) (ACK, Tid, order)!

(8)  (commit, Tid, order)!(1) send T!

(seq. no, group incarnation)!



The Replication Protocol – Recovery 
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network!
partition!
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States diverge!!



The Replication Protocol – Recovery 
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network!
partition!

reconfigure! reconfigure!

Synthesized consensus service!
(2/3-consensus)!

!
!
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!

propose!
(group inc, seq, primary, backups)!

decide!
(group inc, seq’, primary’, backups’)!



Synthesis of Consensus in Nuprl 

•  Consensus properties: 
•  Agreement: no two processes decide differently 
•  Validity: the decision is one of the proposals 
•  Non-blocking: there exists an execution in which all crash-

free processes decide   
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Synthesis of Consensus in Nuprl 
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process round ( rep l i cas , f , s l o t , val , i )
var vo te rs = ? , va ls = [ ] ;
8 r 2 r e p l i c a s :

send ( r , h ‘ ‘ vote ‘ ‘ , ( ( ( s l o t , i ) , va l ) , s e l f ( ) ) i ) ;
for ever

switch rece ive ( )
case h ‘ ‘ vote ‘ ‘ , ( ( ( s l o t , i ) , c ) , sender ) i :

i f sender 62 vo te rs then

vo te rs := vo te rs [ {sender } ;
va ls := c . va ls ;

end i f ;
i f l eng th va ls = 2 ⇤ f + 1 then

l e t ( k , x ) = possmaj va ls c in

i f k = 2 ⇤ f + 1 then

send ( s e l f ( ) , h ‘ ‘ decided ‘ ‘ , ( s l o t , x ) i ) ;
else

send ( s e l f ( ) , h ‘ ‘ r e t r y ‘ ‘ , ( ( s l o t , i +1) , x ) i )
end i f ;
e x i t ( ) ;

end i f ;
end case

end switch

end for

end process

(⇤ �� s ta t e update �� ⇤)
l e t add to quorum s i loc ( ( s i ’ , v ) , sender ) ( vals , locs ) =

i f s i = s i ’ & ! ( deq�member ( op =) sender locs )
then ( v . vals , sender . locs )
e lse ( vals , locs ) ; ;

(⇤ �� s ta t e �� ⇤)
c lass QuorumState s i =

State1 (\ l oc . ( [ ] , [ ] ) ) ( add to quorum s i ) vote ’base ; ;
(⇤ �� output �� ⇤)
l e t when quorum s i loc ( ( ( s , i ) , v ) , sender ) ( vals , locs ) =

i f s i = ( s , i ) & ! ( deq�member ( op =) sender locs )
then i f l eng th va ls = 2 ⇤ f + 1

then l e t ( k , x ) = possmaj valeq va ls v i n
i f k = 2 ⇤ f + 1
then { decided’send loc ( s , x ) }
else { r e t r y ’ s e n d loc ( ( s , i +1) , x ) }

else {}
else {} ; ;

(⇤ �� Quorum and Round �� ⇤)
c lass Quorum s i =

( when quorum s i ) o ( vote’base , QuorumState s i ) ; ;
c lass Round ( s i , c ) =

Output (\ l oc . vo te ’b roadcas t reps ( ( s i , c ) , l oc ) )
| | Once (Quorum s i ) ; ;

Figure 2: A round of 2/3 consensus in pseudo-code (left) and EventML (right).

(see marker d� in Figure 1), i.e., predicates expressed in
the Logic of Events [4, 5] which is a logical framework
implemented in Nuprl to reason about and synthesize dis-
tributed systems. EventML can be seen as a program-
ming interface to the Logic of Events.

Once the formal semantic meaning of a specification
is loaded in Nuprl, we have designed a tactic that auto-
matically proves that the specification is implementable,
i.e., that there exists a collection of distributed processes
that produce exactly the information flow defined by the
specification. That tactic works by recursively prov-
ing that each component of the specification is imple-
mentable. Because EventML specifications only use a
small number of combinators, which we have proved to
be implementable, proving that a specification is imple-
mentable is fairly straightforward. One can then extract
from such a proof the above mentioned collection of pro-
cesses that is provably correct w.r.t. the specification (see
marker e� in Figure 1). The synthesized code is a col-
lection of Nuprl terms that can be evaluated using any
of the term evaluators available in EventML. Because
processes react to and produce messages, EventML also
features a message system. Finally, the last step of our
methodology (see marker f� in Figure 1) consists in
proving that the specified protocol satisfies some correct-
ness criteria, such as the consensus properties. Our log-
ical framework allows to do that reasoning at the speci-
fication level rather than at the code level. Event though
Logic of Events and EventML specifications might look
like programs more than high-level specifications, the
level of abstraction of the Logic of Events allow us to
easily perform both synthesis and verification. For that
reason we refer to Logic of Events and EventML pieces
of code as either specifications or programs.
3.2 Synthesis and Verification of Consensus. We il-
lustrate our approach using the round process, a key

component of the consensus protocol we have synthe-
sized, denoted 2/3 consensus [9]. This protocol toler-
ates up to f crash failures, by using at least 3 f +1 repli-
cas. Using this protocol, decisions can be reached in one
round, compared to protocols that use 2 f +1 replicas and
need at least two rounds to decide.

Figure 2 shows pseudo-code for a round, a sub-process
spawned by a replica, running at the same location as
the replica. A round tries to decide on a value for a
given consensus instance, also called a slot. Once it is
done, it sends a report back to its parent process (either a
‘‘ decided‘‘ or a ‘‘ retry ‘‘ message) and exits.

A round process takes five parameters: replicas is the
collection of replicas trying to reach consensus; f is the
number of tolerated failures; slot is the slot number that
round is trying to fill with value val; finally, because a
round might not succeed, replicas allow arbitrarily many
do-over polls: successive polls for a given slot number
are assigned consecutive integers called innings. A round
process is in charge of a single inning.

A round R proceeds as follows: First, R sends votes
for ((( slot , i ), val ), self ()) to each of the replicas, where
self () is R’s identifier. Then, R waits for (2⇤f)+1 votes
for slot number slot and inning i from the collection
of replicas. If the (2⇤f)+1 votes are unanimous (this is
computed by possmaj), R send a ‘‘ decided‘‘ message
to its parent process (i.e., to itself), otherwise it sends
a ‘‘ retry ‘‘ message to its parent process.

From the pseudo-code displayed in Figure 2, we have
generated by hand the corresponding EventML speci-
fication presented on the right of the same figure (our
EventML tutorial [6] presents the complete specifica-
tion). A Round broadcasts a vote to the replicas and runs
what we call a Quorum process. Once that process has
produced an output it exits, as specified by the keyword
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vals: values received in the current round!
locs: locations from which we received a msg.!
!
when receiveMsg(group inc, round, value, sender) {!
   if (first msg from sender in round of group inc)!
      if ( | vals | = 2 * f + 1)!
         if all values are equal to some x then decide x!
         if a value x appears as a majority then retry with x!
         else retry with first value received in round!
}!

From Pseudo-code to EventML 
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Preliminary Performance Results 
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•  ShadowDB’s performance is good (f = 1) 
•  read-only: 79% of single node throughput  (>9K TPS) 
•  updates: 45% of single node throughput (>500 TPS) 

•  Recovery time is “OK” for ShadowDB 
•  Running an instance of consensus took ~3.5 seconds at 

time of submission 
•  It currently takes ~0.6 second 
•  This is too slow to synthesize bigger parts of ShadowDB 
•  More optimizations coming up! 



Future work 

•  Synthesize the ShadowDB replication protocol 

•  Diversity in time 
•  We synthesized Paxos 
•  BFT consensus 
•  Change the participants of the consensus service 

•  Diversity in space 
•  Diversify replica (e.g. data structures, sorting algorithms...) 

•  Evaluate diversity 
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Questions? 

Thank you! 


