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Why is Privacy in Automotive and Mobility Systems relevant?

3 Location Trace: list of position samples belonging to same ID

Position Sample =
(Timestamp, Coordinates, ID, other data)

Contextual information:

any data that allows to correlate
positions or facts

with position samples

"Privacy in Inter-Vehicular Networks: Why simple pseudonym change is not enough”, WONS 2010
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Do Vehicle Positions Identify Users?

Hoh and Gruteser showed that k-means clustering is an effective way
to reconstruct home-addresses from vehicle position data

(a) Well clustered destinations (b) Noisy originations due to GPS signal ac-
quisition delay

Figure 4.1: Place identification example. Determining which building a driver visited is pos-
sible in left scenario because trip endpoints (shown by the markers) cluster denser than nearby
homes.

Baik Hoh, "Achieving Guaranteed Anonymity in Time-Series Location Data®, PhD. Thesis, Rutgers University 2008
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Solutions in Reality?
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Drivers and Industry are Both Concerned

“Self-driving cars are a privacy nightmare.
And it’s totally worth it.”
Washington Post (May 21, 2013)

i drives Google:
consumer, (Calliforpi, State s:::e sJ“"‘tﬂmmous car. 4
B,

LHE WALL STREET JOURNAL

June 3, 2013, 1:46 PM ET

75% concerned that automated cars may The Big Worry About Driver]
riverless

collect personal data, Cars? Losing Privacy

70% concerned that their data is forwarded
to government,

81% very concerned that hackers my take
control of self-driving car

(Survey by Alliance of

Automobile Manufacturers)




- Frank Kargl | Privacy Engineering in the Automotive Domain | PEPR’19 | 2019-08-12

k\’ Institut fiir Verteilte Systeme

Institute of Distributed Systems

A

SEVECEM

_ , . _ [ — S e

2005

ulm university un|verS|tat ‘

[T]

PRECI_SA  /JPRESERVE  QPRIPARE




Why are none of our nice
academic solutions
used out there?
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Observation 1: Privacy Engineering Needs to Integrate into Overall Processes
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Privacy-considered stage'

Privacy-focused stage !

...............................................

A Privacy-Aware V-Model for Software Development, IWPE 2019
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Observation 2: Agile Development May Complicate Things Further

Privacy technologies need to go to the gym
on the challenges of privacy engineering in an AGILE world

Joint work with Seda Glerses (TU Delft) and Blagovesta Pirelli (EPFL)

C. Troncoso, ,Privacy technologies need to go to the gym - on the challenges of privacy engineering in an Agile World, IWPE 2019 Keynote
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Observation 3: Aligning Security and Privacy Helps Integration
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Observation 4: Limited Privacy Knowledge in Car Companies

Anonymization

AL I Anonymoys Credentia|s
Dij .
. A DP lfferentlal Privacy o
Q{x* Training
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Simplifying Solutions
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Observation 4: Limited Privacy Knowledge in Car Companies

A Home About

Anonymity Set

In a system with different users we have the
problem that we can often distinguish between
them. This enables location tracking, analyzing

the behaviour of the users or other privacy-
infringing practices.

® 1 Comments @ 3 Upvotes i@ 0 Downvotes

& Read

Protection Against Tra...

Strip Metadata Pseudonymous ldentity

There are multiple types of metadata. There is Many kinds of sensitive informations are released
user-generated m(

:::ém:gg;;m O Why GitHub? Enterprise Explore -~ Marketplace Pricing Sign in

functionality of soi
email or http, or ti
user is not aware ¢

o3commens | = Odanezis / petlib ® Watch 14 % Star 87 YFork 21

| <> Code Issues 5 Pull requests 0 Projects 0 Security Insights

Pseudor

. . Dismiss
Join GitHub today
GitHub is home to over 40 million developers working together to host
and review code, manage projects, and build software together.
A python library that implements a number of Privacy Enhancing Technolgies
{D 304 commits ¥ 2 branches © 13 releases 22 7 contributors sfs BSD-2-Clause

Branch: master v New Bques Find File Clone or download v

E gdanezis Merge branch 'master' of https://github.com/gdanezis/petlib Latest commit d69649d on 27 May
8 contrib Added more timing tests 2 years ago
s docs Support for both OpenSSL 1.0.x and 1.1.x (#19) 3 months ago
8 examples Added examples to the standard test suite 2 years ago
i petlib Merge branch 'master’' of https://github.com/gdanezis/petlib 3 months ago
i utils Removed paver 2 years ago
[E) .gitignore Support for both OpenSSL 1.0.x and 1.1.x (#19) 3 months ago
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Observation 4: Limited Privacy Knowledge in Companies

1. Model DFD

e Solution Trees simplify PETs sele

4. Social network dat \ _JanoounT Ty Tn o] o uf w]

Zﬂ:ren:taspm L? Protect ID Action Action Action
DFD = Item Item Item

> 3. Elicit
+ Document threats

30VdS IN31904d
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Remove

4. Prioritize threats
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1

A=A 8
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\ Remove
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1 Linking Linkability Minimize |
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30VdS NOILNTOS

By ensuring Access
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;:::ata of entity Ec;uected g Ensure following threats are
store) generalization | Acce SS no more applicable
— Infaimetion. | Accsss cohtnl o ! The access control here refers to the classical security access control to

ofidata galaLae * achieve authorization. This kind of access control does not remedy the Control

privacy threats but limits the exposure of data to specific authorized users.
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Electric Vehicle Charing and ISO/IEC 15118

Case-Study

#lnn Mnnnn |

\

. ~rff .“04‘...? . .
o SR

*o 2 Bl S
7 3.8 . _
- .- 2
.....LJ! U ...'T...

. - WAL ™S » Ll
v b 'au .i-,-.l . N \
3 . “%. o 4 -
: =Ly ~y

- w
.

b T -
FE2AA ALY

.”.lu_uﬂhﬂ umu
TR EE BN Em
v o WL RS

, ) ).\.,'14‘..“.

: EEEm
ey
’

-:a <

s

= .
‘\_

Image: Wikicommons, Author Brbbl, CC BY-SA 3.0



Frank Kargl | Privacy Engineering in the Automotive Domain | PEPR’19 | 2019-08-12

ISO/IEC 15118 - Voting Draft 2011/12

ISO/IEC 15118 for Electric Vehicle
Charging AAA & billing

Electric EV IS PRiySicainy Charging  CS's Energy EV's Mobility

vehlcle a\connected to the CS ‘Eﬂ spot

(client)

Session
setup

Service

selection

Payment

arrangement

Charging

Session
end

Session setup

Service discovery

Service detail

&)

Service detail

Service and payment

Payment details

Contract authentication

Charging parameter discovery

Power delivery

Charging status & Metering receipt
)

Charging status & Metering receipt

Session stop

avt EV is disconnected Eﬂ

provider operator

(server)

Verify
contract
details

Meter

receipts Bill/SDR
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ISO/IEC 15118 - Voting Draft 2011/12
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POPCORN Mobility contract establishment

' (b) Sign contract and register CertiD
(a) Provisioning User
Certificate (c) Reqguest credential
with CertiD installation, CertlD -
i oy
L (d) Anen ' |
ymous credentials
Fir. Electric
OEM vehicle (e) Create secret for

signing credentials

. . . (f) Request signing credential installation 2 ‘
Privacy-Preserving ChaRgiNg . p— i R
ags (g) Group signing credentials
for e-mobility

The POPCORN protocol PUPC RN
Privacy-Preserving ChaRgiNg
for e-mobility
(1.1) Show anonymous (1.2) Verify
credentials proof locally

Minimization (.2) Yerily commi
(1.3) Allow credentials (if refused:
Anonymous Credentials

Stop or ask other identification)
a\/( (2.1) Meter reading (3.3) [Anonymously] *
Commits + SDR f

Electric Energy

Group Signatures (2.2) Commit @3
(3.1) End charging SR Payment,
trans. no (5.1)
(3.2) SDR incl. Enc(EP) (4.2) Dispute:
Dec(Enc(EP)) Commits
+ SDR
(4.1) Payment
Payment, handler
Enc(EP),

POPCORN provides step-wise privacy “nomber transactionno (52) Uncover.

(3.4) Submit SDR EV-ID(Commits)

with Contract ID m (5.3) Verify dispute: SDR g

Mobility ) (5.4)If avgllablc: Dispute
operator Payment receipt for SDR resolver

using state-of-the-art PETs (5.6) Contact

if necessary

enhancements for ISO/IEC 15118

(4.3) Bill/inform

(5.5) Contact if necessary '

"POPCORN: Privacy-Preserving Charging for eMobility“, ACM CCS CyCar 2013 USer
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Prototype

Charging sta Charge

indicators

‘Electric vehicle

Modified
Ethernet cable
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Formal Proof
with ProVerif

Function system with
crypt. primitives

R Proof of
CheckSign(Sign (Gkeygen(gmsk,k),v),GPk(gmsk)) = true property
Guncover(Sign(Gkeygen(gmsk,k),v),gmsk) = k
RecoverData(Sign(k,v)) = v
CheckSign(Sign(k,v),Pk(k)) = true
Model of » Counterexample

protocol

Applied Pi.Calculus / Horn Klauseln

Model of privacy

properties » Does not terminate

Strong Unlinkability: !(v id; IP) = I(v id; P)
(observational equivalence property)

Weak (standard) secrecy: Angr. kennt Geheimnis nicht
(reachability property)

Strong secrecy: P{M/s} = P{M’/s}

(observational equivalence property)

“Formal Verification of Privacy Properties in Electric Vehicle Charging”, ESSOS 2015
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Formal Proof with ProVerif

Privacy-Preserving ChaRgiNg‘:

for e-mobility 2 0
o

Proven Not proven

Weak secrecy (EV, MO) v/
Strong secrecy (EV, MO) v
Resistance to offline guessing (EV, MO) 4
Anonymity (EV) v X
Strong Unlinkability (EV) v X
Weak Secrecy (EP) v X

“Formal Verification of Privacy Properties in Electric Vehicle Charging”, ESSOS 2015
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How did Industry React?



Conclusions

Observation 1: Privacy Engineering Needs to Integrate into Overall Processes
Think Privacy Engineering beyond only Privacy

Observation 2: Agile Development May Complicate Things Further
Privacy engineering needs to become agile itself

Observation 3: Aligning Security and Privacy Helps Integration

Reuse artifacts (like DFDs, Risk Analysis) where possible
Think of joined teams

Observation 4: Limited Privacy Knowledge in Companies

Motivation and training necessary
Simplify good privacy practice
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