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Why is Privacy in Automotive and Mobility Systems relevant?
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Position Sample = 
(Timestamp, Coordinates, ID, other data)
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8 Location Trace: list of position samples belonging to same ID

Contextual information: 
any data that allows to correlate 
positions or facts
with position samples

"Privacy in Inter-Vehicular Networks: Why simple pseudonym change is not enough", WONS 2010
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Do Vehicle Positions Identify Users?

Hoh and Gruteser showed that k-means clustering is an effective way  
to reconstruct home-addresses from vehicle position data
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Baik Hoh, "Achieving Guaranteed Anonymity in Time-Series Location Data“, PhD. Thesis, Rutgers University 2008

You are where you travel!



Frank Kargl | Privacy Engineering in the Automotive Domain | PEPR’19 | 2019-08-12

Various Stakeholders Interested in Your (Cars) Whereabouts
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Images: Klaus Foehl & Brbbl, Wikicommons, CC BY-SA 3.0 / piston.my
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Solutions in Reality?
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Image:  https://www.autorentalnews.com/147811/gps-tracking-the-right-way-disclosure-fees-and-recovery

Agree or leave!
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Drivers and Industry are Both Concerned

“Self-driving cars are a privacy nightmare. 
And it’s totally worth it.” 
Washington Post (May 21, 2013) 

75% concerned that automated cars may 
collect personal data, 

70% concerned that their data is forwarded 
to government, 

 
81% very concerned that hackers my take 
control of self-driving car 
(Survey by Alliance of  
 Automobile Manufacturers)
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Why are none of our nice 
academic solutions 

used out there?
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Observation 1: Privacy Engineering Needs to Integrate into Overall Processes
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A Privacy-Aware V-Model for Software Development, IWPE 2019
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Observation 2: Agile Development May Complicate Things Further
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C. Troncoso, „Privacy technologies need to go to the gym - on the challenges of privacy engineering in an Agile World, IWPE 2019 Keynote

Privacy technologies need to go to the gym
on the challenges of privacy engineering in an AGILE world

Carmela Troncoso

Joint work with Seda Güerses (TU Delft) and Blagovesta Pirelli (EPFL)



Frank Kargl | Privacy Engineering in the Automotive Domain | PEPR’19 | 2019-08-12

Observation 3: Aligning Security and Privacy Helps Integration
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Security Risk Analysis

Risk-based Privacy  
Engineering  

Approach 
(e.g., LINDDUN) 

avoids duplicate work   
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Observation 4: Limited Privacy Knowledge in Car Companies
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Priv
acy

DPIA

GDPR
Anonymous Credentials

Anonymization

Differential Privacy

PETs

? ? ?
Training 
Simplifying Solutions
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Observation 4: Limited Privacy Knowledge in Car Companies
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Observation 4: Limited Privacy Knowledge in Companies
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Solution Trees simplify PETs selection



Frank Kargl | Privacy Engineering in the Automotive Domain | PEPR’19 | 2019-08-12

Image: Wikicommons, Author Brbbl, CC BY-SA 3.0

Case-Study: Electric Vehicle Charing and ISO/IEC 15118
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ISO/IEC 15118 - Voting Draft 2011/12

ISO/IEC 15118 for Electric Vehicle 
Charging AAA & billing
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ISO/IEC 15118 - Voting Draft 2011/12
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POPCORN provides step-wise privacy 

enhancements for ISO/IEC 15118 

using state-of-the-art PETs
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"POPCORN: Privacy-Preserving Charging for eMobility“, ACM CCS CyCar 2013

Minimization 
Anonymous Credentials 
Group Signatures 
…
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Prototype
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Formal Proof 
with ProVerif
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Function system with 
crypt. primitives

CheckSign(Sign (Gkeygen(gmsk,k),v),GPk(gmsk)) = true 
Guncover(Sign(Gkeygen(gmsk,k),v),gmsk) = k 
RecoverData(Sign(k,v)) = v 
CheckSign(Sign(k,v),Pk(k)) = true

Model of 
protocol

Applied Pi.Calculus / Horn Klauseln

Model of privacy 
properties

Strong Unlinkability: !(𝜈 id; !P) ≈ !(𝜈 id; P)  
 (observational equivalence property) 
Weak (standard) secrecy: Angr. kennt Geheimnis nicht 
 (reachability property) 
Strong secrecy: P{M/s} ≈ P{M’/s} 
 (observational equivalence property)

ProVerif

Proof of 
property

Counterexample

Does not terminate

“Formal Verification of Privacy Properties in Electric Vehicle Charging”, ESSOS 2015
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Formal Proof with ProVerif
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Proven Not proven

Weak secrecy (EV, MO) ✔

Strong secrecy (EV, MO) ✔

Resistance to offline guessing (EV, MO) ✔

Anonymity (EV) ✘

Strong Unlinkability (EV) ✘

Weak Secrecy (EP) ✘

✔ 

✔ 

✔

2.0

“Formal Verification of Privacy Properties in Electric Vehicle Charging”, ESSOS 2015
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How did Industry React?
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Conclusions

Observation 1: Privacy Engineering Needs to Integrate into Overall Processes 
– Think Privacy Engineering beyond only Privacy 

Observation 2: Agile Development May Complicate Things Further 
– Privacy engineering needs to become agile itself 

Observation 3: Aligning Security and Privacy Helps Integration 
– Reuse artifacts (like DFDs, Risk Analysis) where possible 
– Think of joined teams 

Observation 4: Limited Privacy Knowledge in Companies 
– Motivation and training necessary 
– Simplify good privacy practice
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