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Formalising configuration languages sounds rather
academic - why is this important in practice?
Almost all large installations - including critical systems
such as air traffic control[4] - now rely very heavily on
configuration tools, and their associated languages, to de-
fine and manage their infrastructure. This growth means
that configuration errors are becoming more serious, and
more prevalent: they were found to be the second major
cause of service-level failures in one of Google’s main
services[3], and they have been responsible for serious
outages at most of the main internet service providers.
Unlike modern programming languages, configuration
languages are usually defined by a single implementa-
tion, with no formal specification of the language - ambi-
guities and implementation errors are much more likely,
and it is hard to create alternative compilers or other
tools.

How does formalisation help with these problems?
• A precise definition enables us to create multiple im-
plementations which are truly compatible and “correct”.
• It also allows other people to experiment with compat-
ible language extensions.
• And to implement supporting tools such as IDEs,
graphical tools, analysers ...
• We can formally prove properties of the configuration
making it highly reliable.
• Crucially, the process of developing the semantics also
gives us a deeper understanding of the language and
highlights problems with the language design.

What did we do?
We used an approach known as denotational seman-
tics to develop a formal specification for the core of
the SmartFrog[1] configuration language. SmartFrog is
a declarative configuration language which is compara-
tively well-defined and has a typical structure. The de-
notational approach provides a direct mapping from the
statements of the language onto their “meaning” - i.e. the
real, resulting configuration.

What did this achieve?
• We used the semantics to prove some critical properties
of the language, such as the fact that the compiler always
terminates.
• Two people independently created three different im-
plementations of the compiler[2] using the semantics as a
specification. These were automatically compared using
auto-generated, and hand-crafted examples, and found to
be highly compatible. Two of these were extended to be
fully compatible with the production compiler.
• We identified real bugs in the production compiler
which has been in use for many years.
• We identified reasons for some “awkward” features in
the language and possible ways of avoiding these.

What did we learn from this?
• It is possible to develop a formal semantics for config-
uration languages, and this helps to alleviate many of the
practical problems mentioned above, and makes it much
easier to create clear and correct compilers.
• This process is much more natural for “declarative”
languages and further strengthens the case for their use
(this bears comparison with the growth in popularity of
functional programming languages).
• A more careful approach to the design and evolution of
production configuration languages is necessary to avoid
deep problems being caused by apparently small lan-
guage changes.
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