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Regulatory environment

e Online content providers in China are responsible
for content they host

e Delegated censorship directives

e (Companies seek to filter sensitive content quickly
with minimal human involvement



Sensitive keyword combinations

+ +

six four + student + democracy movement

e [Each combination contains one or more components
e Message censored if all components matched
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Client-side censorship

e (ensorship occurs in local application
e Extract keyword list through reverse-engineering




Server-side censorship

e Keyword lists are stored on a remote server
e Seen in chat apps including WeChat
e Sample testing required

o Efficient methods needed

%




News articles for sample testing

e Up-to-date text samples with coverage of current
events, particularly political events

e International sources report on issues which may not
be disseminated by local media



Testing a social media platform

e Pool of accounts we control
o Sender
o Receiver
o Passive accounts

e Requires sending high volume of messages



Sample testing is costly |

Log In Via Mobile Number

This WeChat account has been
confirmed of suspicious registra-
tion in batch or using plugins and
is blocked. To continue using this

account, tap "OK" and apply for this
account to be unblocked.

Cancel

Unable to log in?  More Options



Algorithms for sample testing

e Original algorithm

o Improved algorithms
1. Binary search with backtracking
2. Binary splitting
3. Gomponent-aware binary splitting



Original algorithm
Stage 1/3: Recursive bisection
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Original algorithm
Stage 1/3: Recursive bisection
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Left half:

Not censored.
Return and
continue
testing with
other half.



Original algorithm
Stage 1/3: Recursive bisection
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Right half:

Censored.
Branch into
left and right
halves.



Original algorithm
Stage 1/3: Recursive bisection
Reduced

sensitive
segment

S RESE R, R

CENSORED



Original

Non-sensitive

B SR EE 2R IR, &AL (R

CENSORED

algorithm characters
Stage 2/3:
Keyword

Isolation °
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Non-sensitive Sensitive

- characters characters
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elimination
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Stage 3/3:
Split
components

TERZIIXEHIEN
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RN + R EH

CENSORED



Overlap flaw

o Text: T oK B B Ae R i

e W ¢ R

o Actual: %2z +
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MEEREXNER, MEREINTITR 199645 K 5 MEL, 2003FEEAN M3 ARES,
ERX—RXXFERBE 2Rt BEINFEATRE, REHRBGE/N\SBENLEE,
AR L EE7E N 3 BUARIF 8206, i F20154 10 A BN EBRE, ESLTFHRT,
FAAHESE AN ERLERBEXMENLZERBHAF LK, ENITREHEK, L E
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. HEDMEXREBRR, FEUIKRKAETERA, BIE@2EERAZAL REEE
ShEME%EEET T CEEEE HNB2HBEMRILENI—Z, RERED,
FTHERK XAALEZHRNDF, BROMABMELZ AMIIZANHARERES T it
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CENSORED

Average messages per news article: 343



Improved algorithm 1:
Binary search with backtracking

AEERENER, tEEITR 1996 K5 MEL 2003 FEEN M BES,
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CENSORED

Attempt
iterative
redaction on
lower and
upper halves



Improved algorithm 1:
Binary search with backtracking

Not censored

Undo redaction
and divide area
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Improved algorithm 1:
Binary search with hacktrackmg
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DELIVERED

Not censored

Undo redaction
and divide area
of interest into
two halves

(and so on...)



Improved algorithm 1:
Binary search with backtracking
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CENSORED

Keep the
redaction made
and continue



Improved algorithm 1:
Binary search with backtracking

CENSORED

Result

From here, split
components

Average messages

per news article:
07 (vs. 343)
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Problem of using a small number of tests to identify
positive samples in a large population.
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Improved algorithm 2:
Binary splitting (from group testing)
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Improved algorithm 2:
Binary splitting (from group testing)

TAIMELR, KBESHEERTEE, EXHEXERATIEMER, ELFE
pea iRkt deoisaigase s a8l Remove all text
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Known Sensitive Characters




Improved algorithm 2:
Binary splitting (from group testing)

“8  Remove all text
T. @2 Ii%A T OB AR R R R E T A . BT 4 e :
BRI B AN T8, BURRIE T M — Bkt R SEUH . 1A precedlng the
FRBAR AT FEAR I SR RER, SLE AT BANRERE, h

o EE AN, BT T HENR. EL, URIES A FERNET character

X 3, FESFHRIED, RAR/— A EEISH, BFRR AT — B2 - o

B\ RAEE AR HTHEA T MRAR S HIT., ELEE—TIERDRR, g identified

BEDE L MEAM L ERER T BRA TR, SN EEEs
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el S

Known Sensitive Characters AR

o

ELIVERED



Improved algorithm 2:
Binary splitting (from group testing)

Continue until
known

EE AN, T T HBNL. WES, LRIESHAFSENESN sensitive
X, B3k, EEFREED, AARN—EH B, ERRAARN—ESE
B\ RAEE - AR HTHAA T WEAR ST, ELtRE—TIERhRE, e characters are
B BE L M ETBRI  BiZAREY, tho s B s
B RS T —— BB M I T =, A Fix g R, Bt k{1 CenSOI‘ed.
W EFRREME A WERERE T, BOENER T EXENEENE,

CENSORED Spllt
54 3% th 5 components
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Known Sensitive Characters



Binary splitting

Average messages per news article: 70
Worse than binary search with backtracking (57).
Why?

e Jamples are mutually dependent
e (Components are not considered until after



Improved algorithm 3:
Component-aware binary splitting

Use binary search to identify first character of

component only, then linearly search following text to
identify component



Improved algorithm 3:
Component-aware binary splitting

Previously ~ Component  Remainder

identified to isolate of text
component(s)
a bcdefghijkl
ab  cdefghijkl
+ abc + defghijkl

abcd efghijkl




Improved algorithm 3:
Component-aware binary splitting

Previously ~ Component  Remainder Previously ~ Component  Remainder
identified to isolate of text identified to isolate of text
component(s) component(s)

a bcdefghijkl a bcdefghijkl

ab cdefghijkl ab bcdefghijkl

+ abc + defghijkl + abc + bcdefghijkl
abcd efghijkl abcd bcdefghijkli
e (Overlapping keywords detected




Results

Previous | |
Algorithm | !

BinSearch | |
Backtrack
BinSplit |7
CompAware | | |
BinSplit 7

0 50 100 150 200

Tukey hox plot of # messages required to isolate a sensitive
keyword combination across tested articles (lower is better)




Results

Average-case performance,
CompAwareBinSplit: 39.47 messages

10.3% of messages required for previous
algorithm



Conclusion

We present improved algorithms for isolating
keyword combinations from censored text

Generalizability for other applications and languages



Questions?

Source code available at:
https://github.com/citizenlab/censored-keyword-isolation




