Protecting
Whistleblower




Twitter Whistleblowing

“I'm here today because Twitter’s leadership
is misleading the public, lawmakers,
regulations, and even its own board of
directors. What | discovered when | joined
Twitter was that this enormously influential _ |
company was over a decade behind industry i LA
security standards. The company’s e
cybersecurity failures make it vulnera hle to (| 1|18
exploitation, causing real harm to real FlLLLL AN
people.” — Peter “Mudge” Zatko Gl
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HOUSE OFFICE OF THE
WHISTLEBLOWER OMBUDS

* Independent, nonpartisan support office

* Provide best practices for working with
public and private sector whistleblowers

 Not an intake office
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SERVICES

* Trainings on best practices for working
with whistleblowers

* Developing guidelines and procedures for
whistleblower intake

* Confidential consultations to assist staff in . ‘ '
responding to whistleblowers " i | g

* Technical expertise for =
whistleblower legislation 4y O e T |



Who Are Whistleblowers?

* Expose abuses of power that betray public trust
* Protectionsvary across sectors

e Distinct from traditional casework/witnesses




Why Come Forward?

* Believe they are doing their jobs

* “Employeesshall disclose waste, fraud, abuse,
and corruption”

* At professional crossroads




Profiles in Courage




Why Don’t Come Forward?

e Fear of futility

e Fear of retaliation




Principles For Working With Whistleblowers

* Do no harm
* Establish ground rules

* Manage expectations




Principles For Working With Whistleblowers

e Honor commitments
e Partner on oversight

* Stand by your sources
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& WHISTLEBLOWER ONBUDS

sample Whistleblower cOnﬂdonﬁellty policy’

Purpose: The purpcse of this document is to ensure sufficient protecﬁons for the confidentialiw of
sensitive whistieblower information as the [Member office or Committeel (hereinafter, “office")
engages with whistieblowers from the pu private sectors o support the office's oversight work
fand constituent support functions}.

Requ!roments: The House Code of official Conduct mandates conﬁdemia\ity protectiom for
whistieblower information, and House information Security policy requires he‘vshtened security

protections for information provlded in confidence or with restrictions on its use."

Information provided 1© the Office by 2 constituent, source, OF whistleblower (herelnafter,
"whistleb\ower“) may fall within the am! i i icy. cactice, the office will assume that
whistleblower information is sensitive and should be handled and used with caution.

Note: This \nformation Security policy relates solely tO information that is not classified. policy and
prOCedures for matters relating 10 classified i tions are not contained in this
document. Consult the office of House cecurity for specific® ning the tawful handling of
classified information. Consult the of jstieblowe guidance on the 1aws and
processes that protect classified whisueblowing

4. Decision maker(s):

The [MemlmlChelr has responsibi\iw for making the key decisions affecting

the Office's collection, and use of all information related 10 whistleblower matters.
principal contact.

The principal contact for overseeing and implementing this policy is the Office’s [insert title).
office staff rity training e

personne! handling sensitive information aré res ble for meeting all minimum cybersecurity

ing requirements in accordance with House \nformation Security policies.



Notice and Consent aka “Ground Rules”

Right to confidentiality

Right to have their information protected

Right to review

Right to object to use/sharing
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Publicly Accessible Resources

Organized for @WHSTIEBLHER OIS = o s
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* Congressional Audience
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About the Office e P

Advises the House on best practices for working with whistleblowers from the
public and private sectors
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 Whistleblower Audience
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Congress Whistleblowers Contact
Guidance for working with whistieblowers - trainings, Educational resources about your rights and the options Get in touch with the Office of the Whistleblower
intake, case assistance, and more. available to you. Ombuds.

Accessibility House.gov Legal Disclaimer

The Office of the Whistleblower Ombuds cannot accept di es from whistlebl S




BEST PRACTICES
FOR WORKING WITH
WH\ST\.EBLOWERS

‘N'JS 'ﬂﬂ"~

o 25 S S

MNNTNNlNG
WH|STLEBLOWER
CONHDENT\AUTY

‘HH\STLEBLOWER
RETALIATION
DEEP DIVE

™

@wmﬁitﬁﬁhm’wwus

g

@wmﬁ{tﬁﬁhiﬁ‘nmuns




Vision

To be a valuable, nonpartisan
resource for every House office,
by institutionalizing safe,
effective, and consistent practices
for working with whistleblowers.
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Thank You USENIX!

Questions?

= =yclT

Whistleblower.house.gov

WhistleblowerOffice
@mail.house.gov

202-226-6638

6130 O’Neill House
Office Building
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