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Twitter Whistleblowing
“I'm here today because Twitter’s leadership 

is misleading the public, lawmakers, 

regulations, and even its own board of 

directors. What I discovered when I joined 

Twitter was that this enormously influential 

company was over a decade behind industry 

security standards. The company’s 

cybersecurity failures make it vulnerable to 

exploitation, causing real harm to real 

people.” – Peter “Mudge” Zatko



HOUSE OFFICE OF THE
WHISTLEBLOWER OMBUDS 

• Independent, nonpartisan support office

• Provide best practices for working with 

public and private sector whistleblowers

• Not an intake office



SERVICES

• Trainings on best practices for working 

with whistleblowers

• Developing guidelines and procedures for 

whistleblower intake

• Confidential consultations to assist staff in  

responding to whistleblowers

• Technical expertise for 

whistleblower legislation



Who Are Whistleblowers?

• Expose abuses of power that betray public trust

• Protections vary across sectors 

• Distinct from traditional casework/witnesses



Why Come Forward?

• Believe they are doing their jobs

• “Employees shall disclose waste, fraud, abuse, 

and corruption”

• At professional crossroads



Profiles in Courage



Why Don’t Come Forward?

• Fear of futility 

• Fear of retaliation



Principles For Working With Whistleblowers

• Do no harm

• Establish ground rules

• Manage expectations 



Principles For Working With Whistleblowers

• Honor commitments

• Partner on oversight

• Stand by your sources







Notice and Consent aka “Ground Rules”

• Right to confidentiality

• Right to have their information protected

• Right to review

• Right to object to use/sharing





Publicly Accessible Resources

Organized for

• Congressional Audience

• Whistleblower Audience





Vision 

To be a valuable, nonpartisan 
resource for every House office, 
by institutionalizing safe, 
effective, and consistent practices 
for working with whistleblowers.



Thank You USENIX!

Questions?

Whistleblower.house.gov

WhistleblowerOffice
@mail.house.gov

202-226-6638

6130 O’Neill House 
Office Building
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