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¹https://sectigostore.com/blog/42-cyber-attack-statistics-by-year-a-look-at-the-last-decade/
²https://www.paloaltonetworks.com/blog/security-operations/machine-learning-the-ideal-ally-for-security-analysts/ 

Why is it important?
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¹
²

https://sectigostore.com/blog/42-cyber-attack-statistics-by-year-a-look-at-the-last-decade/
https://www.paloaltonetworks.com/blog/security-operations/machine-learning-the-ideal-ally-for-security-analysts/


But why is Machine 
Learning for Security 
Different?
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DogCat
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68% of phishing emails 
blocked by gmail are 
different from day to day, 
i.e., data distribution is 
non-stationary!

Example: Phishing

Source: 
https://elie.net/talk/deconstructing-the-phishing-campaigns-that-t
arget-gmail-users/
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https://elie.net/talk/deconstructing-the-phishing-campaigns-that-target-gmail-users/
https://elie.net/talk/deconstructing-the-phishing-campaigns-that-target-gmail-users/


Source: Lorenzo Cavallaro. When the Magic Wears Off: Flaws in ML for Security Evaluations. ENIGMA 2019.  https://www.usenix.org/conference/enigma2019/presentation/cavallaro

“Blindly applying ML 
evaluation best-practices 
may backfire in security 
contexts!”
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https://www.usenix.org/conference/enigma2019/presentation/cavallaro


How do I know about it? My first experience with ML and Security

7¹Ceschin, Fabrício; Pinage, Felipe; Castilho, Marcos; Menotti, David; Oliveira, Luis S; Gregio, André. (2018). The need for speed: An analysis of brazilian malware classifiers. IEEE Security Privacy, 16 (6), pp. 31-41, 2018, 
ISSN: 1540-7993.

¹



How do I know about it? Machine Learning Evasion Competition (MLSEC) 

8¹https://cujo.com/machine-learning-security-evasion-competition-2020/ 

¹

https://cujo.com/machine-learning-security-evasion-competition-2020/


How do I know about it? The fast food ad reality

9¹https://secret.inf.ufpr.br/2020/09/29/adversarial-malware-in-machine-learning-detectors-our-mlsec-2020-secrets/
²Ceschin, F., Botacin, M., Lüders, G., Gomes, H. M., Oliveira, L. S. e Grégio, A. (2020). No Need to Teach New Tricks to Old Malware: Winning an Evasion Challenge with 
XOR-Based Adversarial Samples. Em Proceedings of the 4th Reversing and Offensive-Oriented Trends Symposium, ROOTS’20, Vienna, Austria.

1, 2

https://secret.inf.ufpr.br/2020/09/29/adversarial-malware-in-machine-learning-detectors-our-mlsec-2020-secrets/


Dataset Definition
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Dataset Definition

11

Big Dataset

● Long training times
● Complex models
● Not feasible in the reality
● Deep learning = large amount of data

Small Dataset

● May not represent a real scenario
● Invalidates results of experiments
● May not generalize and work
● Bad classification performance



“Essentially, all 
models are wrong, 
but some are useful”

George Box
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“The map is not the 
territory, it is a symbol, 
index, or representation, 
but not the place itself”

Alfred Korzybski
13



It is NOT About Its Size
It is about its representation of the real-world 

for the task being performed, as a map

Dataset Definition: Anchor Bias

14

50K
Samples

1 Million
Samples



15

ENIGMA Hotel Map
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Santa Clara Restaurants Map



Dataset Definition Experiments

17Dataset: AndroZoo, a subset of Android applications reports provided by AndroZoo, composed of eight textual attributes (resources names, source code classes and methods, manifest permissions etc.) and 
contains 213,928 benign and 70,340 malicious applications.

Exp#2. Comparing Approaches: different evaluation 
approaches, unique classifier (Random Forest)
Results: all stabilize F1 Score in 30%~40% 
proportions, less than half of the original dataset 

Exp#1. Comparing Classifiers: temporal classification 
(training set = “known data”, test set = ”future data“)
Results: “optimal” classification achieved using only 
10%~20% of the original dataset



Class Imbalance
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● Definition: distribution between classes 
differs substantially

● Present in real-world research: difficult 
to collect malicious samples

● AndroZoo dataset: ~18% of malicious 
applications¹

● Literature: several methods try to 
overcome this problem

● Resampling: removing (undersampling) 
or adding (oversampling) instances

Class Imbalance

19¹Feargus Pendlebury, Fabio Pierazzi, Roberto Jordaney, Johannes Kinder, and Lorenzo Cavallaro. 2019. TESSERACT: eliminating experimental bias in malware classification across space and time. In Proceedings of the 
28th USENIX Conference on Security Symposium (SEC'19). USENIX Association, USA, 729–746.



Undersampling: Removing Samples from the Majority Class

Time

Prevalence

0 1 2 3 4
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Time

Prevalence

0 1 2 3 4
Time

Prevalence

0 1 2 3 4

1. Original Distribution 2. No Temporal Information 3. With Temporal Information

● Different than reality ● Ideal scenario● No technique applied



Time

Prevalence

0 1 2 3 4

Oversampling: Generating New Samples from the Minority Class
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Prevalence

0 1 2 3 4
Time Time

Prevalence

0 1 2 3 4

1. Original Distribution 2. No Temporal Information 3. With Temporal Information

● Different than reality ● Ideal scenario● No technique applied



Adversarial 
Machine Learning
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● Generating adversaries: totally functional malware bypasses ML models¹

Adversarial Machine Learning

23¹Ceschin, F., Botacin, M., Gomes, H. M., Oliveira, L. S. e Grégio, A. (2019). Shallow security: On the creation of adversarial variants to evade machine learning-based malware detectors. Em Proceedings of the 3rd 
Reversing and Offensive-Oriented Trends Symposium, ROOTS’19, Vienna, Austria. 



● VirusTotal: average detection 
rates for 50 adversarial samples 
using this strategy in ~60 AVs
○ Original vs Evasive

● Results: affected real AV 
engines¹ ²

Adversarial Machine Learning: AntiViruses and Machine Learning
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¹Ceschin, F., Botacin, M., Gomes, H. M., Oliveira, L. S. e Grégio, A. (2019). Shallow security: On the creation of adversarial variants to evade machine learning-based malware detectors. Em Proceedings of the 3rd 
Reversing and Offensive-Oriented Trends Symposium, ROOTS’19, Vienna, Austria. 
²Ceschin, F., Botacin, M., Lüders, G., Gomes, H. M., Oliveira, L. S. and Grégio, A. (2020). No need to teach new tricks to old malware: Winning an evasion challenge with xor-based adversarial samples. Proceedings of the 
4th Reversing and Offensive-Oriented Trends Symposium, ROOTS’20, Vienna, Austria.



Adversarial Machine Learning: Updating Classification Model

25¹Ceschin, F., Botacin, M., Lüders, G., Gomes, H. M., Oliveira, L. S. and Grégio, A. (2020). No need to teach new tricks to old malware: Winning an evasion challenge with xor-based adversarial samples. Proceedings of the 
4th Reversing and Offensive-Oriented Trends Symposium, ROOTS’20, Vienna, Austria.

Train Dataset¹ Test Dataset False Negative Rate 
(FNR)

False Positive Rate 
(FPR) Conclusion

No Adversaries
(Ember Only)

Windows Apps +  
MLSEC 2020 Original 

Samples
0% 0.1%

All malware and the 
majority of goodware 

are detected

Windows Apps +  
MLSEC 2020 

Adversarial Malware
100% 0.1%

No malware detected 
and the majority of 

goodware are 
detected

With Adversaries
(MLSEC 2019 + 

EMBER)

Windows Apps +  
MLSEC 2020 Original 

Samples
0% 78.54% All malware 

detected, and the 
majority of goodware 

are considered 
malware

Windows Apps +  
MLSEC 2020 

Adversarial Malware
0% 78.54%



Delayed Labels 
Evaluation
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Delayed Labels Evaluation
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● Particularity of security data: do not 
have labels right after collected

● Not considered: labels available the 
same time as data
○ Some works: same labels as model
○ Poisoning: decreases detection rate

● Malware detection: single snapshot 
from VirusTotal, not considering delays

● Delays: Vary from ten days to more than 
two years, AVs take ~19 days to detect 
the majority of the threats¹

¹Botacin, M., Ceschin, F., de Geus, P. and Grégio, A. (2020b). We need to talk about antiviruses: Challenges & pitfalls of av evaluations. Computers & Security, page 101859.



● Simulation: subset of AndroZoo, online ML with/without drift detectors, as a data stream
○ Provide labels of each sample 𝑁 days after they are available to further update the decision model

● When not considering a delay: drift detector improves the detection
● After one day of delay: model that do not consider concept drift perform better overall

○ ML models do not perform the way they are evaluated without these conditions

Delayed Labels Evaluation Experiments
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Open source contribution to scikit-multiflow: skmultiflow.evaluation.EvaluatePrequentialDelayed

https://scikit-multiflow.readthedocs.io/en/stable/api/generated/skmultiflow.evaluation.EvaluatePrequentialDelayed.html#skmultiflow.evaluation.EvaluatePrequentialDelayed


Conclusion
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The future of ML for Cybersecurity
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● Stop looking only at metrics, and 
start looking at effects: challenges 
are open research problems, 
benefit both academy and industry

● Commit yourself to real world: 
future research need to keep the 
motto “machine learning that 
matters” in mind
○ If your work is losing 

connection to real world: 
we have a problem!
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Check your work: 
carefully observe all 
the problems, and 
consider them during 
the implementation 
or deployment of 
machine learning 
for cybersecurity

secret.inf.ufpr.br/machine-learning-in-security-checklist

https://secret.inf.ufpr.br/machine-learning-in-security-checklist/


“The past is just data. 
I only see the future”

Ayrton Senna
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ENIGMA: SECURITY AND 
PRIVACY IDEAS THAT MATTER

JAN 24 - 26, 2023
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