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Background



How Blockchains Work
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How Blockchains Work

We need a distributed ledger 
(blockchain)



— It’s a file!
— Append-only global log
— Every node on the network has a consistent copy

Blockchain 

How Blockchains Work



General Challenges with Blockchains:

— Storage limitations (blockchain bloat)
— Introducing new features (hard fork)— Introducing new features (hard fork)
— Slow writes
— Endless ledger problem



Blockchain DNS + PKI









Lessons from Namecoin



Production system on Namecoin:

— Used u/ namespace
— Live between March 2014 and August 2015
— 33,000 registrations
— Over 200,000 transactions





Network latency:



Design of Blockstack



“Security Box”

Follow David Clark’s trust-to-trust principle
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Blockstack Network
bitcoin node (bitcoind) 
blockstack server 
bitcoind peer connection 
rpc connection to bitcoind









Example Zone File:





Lessons from Production Use:

— Storage limitations (blockchain bloat) —> Unlimited data
— Introducing new features (hard fork)— Introducing new features (hard fork) —> Virtualchain
— Slow writes —> Get operations off blockchain path

— Security issues —> Need most secure blockchain (migrate)



Fast Bootstrapping:

(1) Records are organized into a Merkle tree (2) whose root is fed into the consensus 
hash, (3) along with a geometric series of prior consensus hashes



Secure Internet

Can ask for consensus hash from friends



Light Nodes:



Performance
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— Largest non-financial production system on Bitcoin



- Mostly network bound 
   (~5% overhead in filesize)

- 2 secs CPU for 100MB file



Future Work
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Scalability: Multiple Blockchains



Namespaces:



Blockstack CLI

Blockstack gives you fast, secure, and easy-to-use 

DNS, PKI, identity management, and custom 

namespaces on the blockchain





plus open-source contributors and 900+ community members



Thank You!
Comments? Tweet them @muneeb, @judecnelson 

Web: http://blockstack.org 

Code: github.com/blockstack

We’re hiring! Come to our BoF tonight!

http://blockstack.org
http://github.com/blockstack

